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5 He BEpH) B TO, YTO CUCTEMY MOXKHO
caenaTsb MagexxHou n 6e30rnacHoOuU,
He MOHMMQASs TOro, KOK OHQ YCTPOEHA.

U TEXHUYECKUMN 6e30nacHOCTb KOHTEMHEPOB
aupexkTop Luntry n Kubernetes
Bonee 15 net onbita B B AsTop Tl-kaHana k8s(in)security

dkcnepT B chepe 6e30NacHOCTU KOHTEUHEPHDIX cpea,

e OpraHunsaTtop KoHpepeHuumn «beKon» no BEsonacHoctn KOHTenHepos

e bbIBLLUUIN penakTop pyopuk B xypHane «XAKEP», aBTop cepuu ctaten

e ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

* YneH nporpammHoro komuteta koHdepeHumnm DevOpsConf u KUBER CONF

Cnukep

VK Kubernetes Confidence ZeroNights beKoH HITB
DevOpsConf HackInParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops SAS
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https://t.me/k8security
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NMoprortoBKa K NyTeLwlecTBuIo

UccnepoBaHMe MUpa 6e3onacHOCTU KoOHTenHepoB u Kubernetes
Mup rnasamm 3/10yMbILLNTIEHHUKOB

Mup rnasamMm salllUTHUKOB

NonesHocTu

BbiBOAbI
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3auemM?

A KoHtenHepusauus: bonee 90% opraHusauum yxxe UCrosib3ytoT KOHTEUHEPDI
B Npou3BoOACTBEeHHbIX cpenax (production).

A Kubernetes (K8s): Mo paHHbIM exxerogHoro onpoca CNCF 3a 2025 rogp,
ncnonb3oBaHmne Kubernetes B production pgocturno 82%, 3akpenms 3a HUM
cTaTyc «ae-¢paKTo onepauL,MOHHOW CUCTEMDI» AN 06nadYHbIX BblMUCAEeHUU n NN -
NPUNOXEHUN.

A Poct akocucrembl: C MoMeHTa npucoegmHeHmnsa Kubernetes k CNCF konnyecTtso
KOMMaHUMN-KOHTPUBBIOTOPOB Bblpocsio noyuTn Ha 1000% (c 731 po 6onee yem
8000).

A TpeHpbl 2026: OcHOBHbIMU HanpaBfieHUaIMM pas3BnTusa octatotca Platform
Engineering, 6e3onacHOCTb L,Eeno4YeK NOCTAaBOK NPOrpaMMHOro obecnevyeHus
n nHTerpauus MN-Harpysok HenocpepcTBeHHO B K8s-kKnacTepol.
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dyHpaMeHTanbHoOe U3SMEeHEeHMUe B pa3paboTke

Yny4dlleHHas ynakoBKa MPUNOXXEHNIN
N3onaumsa npunoXXeHum

JIErkoCTb U CKOPOCTb MO CPABHEHUIO C BUPTYaNbHbIMU
MaLlUMHaMM

NMoppep)XKa MUKPOCEPBUCHOW apXUTEKTYPbI
YnpouweHue ClI/CD-nannnanHos
HeknapatuBHocTtb U Infrastructure as Code
[opu3oHTanbHOE MacuTabupoBaHue
OnTuMmM3saLma NCNoNbL30BaHUS pecypcoB
[MopTaTUBHOCTb MeXAy cpenaMu n obnakamm

. YnpouweHune onboarding-a HOBbIX pa3paboT4YMKOB

EbICTpOG BOCCTaHOBJ1IEHNE U CaMOBOCCTaHOBJ1€HUE

besonacHOCTb Yepes orpaHU4YeHue NoBEePXHOCTU aTaKu

boraTtas akocuctema v ctTaHgapTU3aLma
NMNoppeprxka blue-green n canary-gennoes

ACTEKT

HacTtpoiika cpeapbl

KoHcucteHTHOCTDb
cpegn

MacwTtabupoBaHue

NMnoTHOCTb
pa3sMeL,eHuns

OTkaT Bepcui

Vendor lock-in

| BE3

KOHTEMHEPOB
Yacbl / oHU

PyyHas
CUHXPOHU3aLUSA

Py4Hoe,
MeasieHHoe

Huskasa (BM)

PuckoBaHHbIN

Bbicokumn

C KOHTEMHEPAMM

MUHYTbI

FapaHTMpoBaHa
o6pasoMm

ABTOMaTU4ecKoe,
MrHOBEHHoOe

Bbicokaq

MrHoBeHHbIN

MUHUMaNbHbIN
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DBONMOLUSA K KOHTEUHEpPAM
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Bin/ Library Bin/ Library

Operation Operation 5In
System System Library

Virtual Machine Virtual Machine Container

e
[ —

Bin
Library

Container

Container Runtime

Bin
Library

Container

TpapuumnoHHoe BupTtyanusmnposaHHoe KoHTenHepusnpoBaHHoe
pa3BepTbiBaHUe pa3BepTbiBaHUe pa3BepTbiBaHUe

podman

Enntainerm

% -
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Y10 Takoe KOHTeuHep?

A Container aT1o Linux process c onpegenéHHbiMu cBOMCTBaMuU/orpaHN4eHUsIMU

0 f"|TO M()))KHO yBUAeTb: namespaces (pid, user, uts, ipc, net, mnt), pivot_root (+
image

o YT0 MoxHo penatb: Capabilities, seccomp, LSMs
o Y710 MOXXHO ucnonb3oBaTk: Control group (Npoueccop, NnamMaATb, yCTPOUCTES, ...)

root 2966156 ©.0 0.0 110128 5932 ? ST  Novl9 ©:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2966174 ©.0 0.0 10820 4 7 Ss  Novl9 0:00 | \_ /pause

root 2966375 0.0 0.0 108720 6356 ? S1  Novl9 ©:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
sadm 2966394 0.0 0.0 827512 19728 ? Ss1l Novl9 0:00 | \_ node /usr/bin/nodemon /src/index.js

sadm 2966421 0.0 0.0 4460 80 ? S Nov19 0:00 | \_ sh -c node /src/index.js

sadm 2966422 0.0 0.0 967396 16596 7 sl Nov19 0:00 | \_ node /src/index.js

root 2988902 0.0 0.0 108720 5408 ? L Nov19 9:11 \_ containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2988922 0.0 0.0 1820 4 7 Ss  Novl9 0:00 | \_ /pause

root 2989066 0.0 0.0 108720 5408 ? Sl Nov19 0:26 \_ containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2989099 0.0 0.0 31000 23956 ? Ss  Novl9 0:42 | \_ /usr/local/bin/python fusr/local/bin/gunicorn -b :8080 —--workers 1 ——threads 1 ——
root 2989116 0.3 0.1 142092 us8964 ? Sl Novl9 16:50 | \_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 —-workers 1 —--threads
root 2989333 0.0 0.0 110128 5404 ? ST  Novl9 ©:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2989352 0.0 0.0 1020 4 7 Ss  Novl9 ©0:00 | \_ /pause

root 596808 0.0 0.0 110128 6316 ? SL  Nov20 0:06 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 596827 0.8 0.8 1820 4 ? Ss  Nov20 0:80 | \_ /pause

root 598309 ©.0 0.0 110128 6224 ? Sl Nov20 9:07 \_ containerd-shim —namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 598334 1.4 5.5 7236340 1832196 pts/0 Ssl+ Nov20 39:39 \_ /docker-java-home/bin/java -Djava.util.logging.config.file=/opt/atlassian/conflue
root 599854 1.0 1.3 7007820 427956 pts/0® Sl+ Nov2® 28:11 | \_ /usr/lib/jvm/java-8-openjdk-amd6ld/jre/bin/java —-classpath /opt/atlassian/conf
root 701694 0.0 0.8 4288 764 ? Ss+ Nov20 0:00 \_ /bin/sh
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YTOo Takoe 06pa3 KOHTenHepa?

A Container Image 310 HeM3MeHseMbIM NakeT pannos
onepauoOHHOM CUCTEMbI, KOAA NPUMOXEHMUS U NMIOO6bIX

3aBMCUMOCTEMN MPUITOXKEHUS
o Union File System

o OverlayFS kak peanusauus

o OCIlimage cneundukauus

Image Index
[:i config

(=

i

layer 1

layer n

Writable (Copy-on-write) layer

4
f .
|
n |

Ubuntu 22.04

= Read-only image layers
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DBONIOLLUSA OT KOHTEMHEPOB K OPKeCTpaTopaM KOHTEUHEPOB
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Y10 Takoe Kubernetes?

A Kubernetes (K8s) — 3To oTKkpbITOe NnporpaMMHoe obecrnevyeHue ons aBToMaTU3aLum

pa3BEPTbIBaHUA, MacLLTAaOUPOBaHUSA U YNPaBlieHUS KOHTEMHEPU3UPOBAHHbIMU

NPUNOXKEHUAMMN.
o S 6uHapeun

Platform as a
Service (PaaS)

Cloud

. . rovider
Configuration . API

Function

Applications

APl server

Cloud controller
manager
(optional)

Controller

kubelet

kube-proxy

C00O000

Scheduler

Control plane

Node

LUNTRY
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OdunumanobHaa pokymeHtauumsa Kubernetes

kubernetes Documentation Kubernetes Blog Training Careers Partners Community Versions ¥ English ~ Q, search this site

Kubernetes Documentation / Docu
Q Search this site

Kubernetes is an open source container orchestration engine for automating deployment, scaling, and management of containerized applications. The open source project is hosted by

reate an issue
v Documentation the Cloud Native Computing Foundation (CNCF).

LUNTRY
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» Getting started

» Concepts Understand Kubernetes
» Tasks

» Tutorials Learn about Kubernetes and its fundamental concepts. Follow tutorials to learn how to deploy applications in Get Kubernetes running based on your resources and
Kubernetes. needs.

Try Kubernetes Set up a K8s cluster

» Reference Why Kubernetes?

» Contribute Components of a cluster Hello Minikube Learning environment
The Kubernetes AP Walkthrough the basics Production environment
Objects In Kubernetes Stateless Example: PHP Guestbook with Redis nstall the kubeadm setup tool
kubectl Stateful Example: Wordpress with Persistent Volumes Metrics
Containers LOgs
Workloads and Pods Trace
Securing a cluster

kubeadm command reference

View Concepts Set up Kubernetes

Learn how to use Kubernetes

Look up reference information Contribute to Kubernetes

Look up common tasks and how to perform them using Browse terminology, command line syntax, API resource Find out how you can help make Kubernetes better.
a short sequence of steps. types, and setup tool documentation.
Contribute to Kubernetes

kubectl Quick Reference Glossary Contribute to documentation

Install kubectl

Configure access to clusters

Use the Web Ul Dashboard
Configure a Pod to Use a ConfigMap

Getting help

kubectl command line tool
Labels, annotations and taints
Kubernetes API reference
Overview of API

Feature Gates

Suggest content improvements
Opening a pull request
Documenting a feature for a release
Localizing the docs

Participating in SIG Docs



https://kubernetes.io/docs/home/

AucTpnbéyrtusebl Kubernetes

A D10 PpenMBOpPK

o OnPrem v Managed Kubernetes

o OTo aapo Linux 21 BeKa

o Ha 6ase Kubernetes penatot cBon oucTpubyTUBDI

-
<)
v

Deckhouse
Kubernetes Platform

L
RANCHER

2 Yandex Cloud

& SBER

Amazon EKS

Y Google Cloud

VK Cloud
Solutions

Microsoft
Azure

celectel
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Kubernetes Ha npocToM si3bike

Master node(Control Plane) ~ Worker nodes

@ Y < @ -

kube-controller | kitchen /I
kube-proxy analogy : waiter/server
manager manager
- — 9 ¢
container B kitchen
kube-scheduler runtime engine timetable equipment| =

\& =4

, recipe book \'

o o . S—
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https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://habr.com/ru/companies/itsumma/articles/484194/
https://habr.com/ru/companies/itsumma/articles/484194/

CNCF Landscape

Cloud Native skocmncteMa nNpocTo OrpoMHas M NOCTOSAHHO TOJTIbKO pacTeT!

© 7 CLOUD NATIVE
& LANDSCAPE

B - I v [ [ T To] e Q=] [T5]

LUNTRY
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https://landscape.cncf.io/

CNCF Landscape
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M3yyaeM Ha npaKTuke

m ixXimiuz Labs Catalogv  Learning Paths v  Playgrounds Docs Pricing More v Sign in

Welcome to IXIMiuz Labs a5/

[Indie Learning Platform to Master Server Side Craftj

Interactive Courses and

Learn the skills you need for the job
in the most hands-on way possible £

Tutorials for Mastering
Server Side Technologies

¢ Tutorial on ¥¢ Course on ¢ Tutorial on

An Introduction to Docker Kubernetes the (Very) Hard Way Kubernetes: Runtime Class

Security
J? Mark Sagi-Kazar -'? Mark Sagi-Kazar

{g‘ Rory McCune

DOCKER SECURITY ! e o
INTRODUCTION mo—— g ' - e -’;—E’(_-'C”‘O Enn‘tainerm
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https://labs.iximiuz.com/
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UccnepoBaHue Mupa
6e3onacHoOCTH
KOHTEMHEepPOB

- n Kubernetes
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Cloud Native Security Whitepaper

Security concerns within this landscape are complex because of the explicit focus on rapid
development and deployment in addition to impracticality of traditional perimeter-based
security. This complexity requires a paradigm shift to protect applications by migrating
from a perimeter based approach to one where security moves closer to dynamic workloads
that are identified based on attributes and metadata (e.g. labels and tags). This approach
identifies and secures workloads to meet the scale needs of cloud native applications while
accommodating constant flux.

Cloud native development can be modeled in distinct phases that constitute the application
lifecycle: "Develop,” "Distribute,” "Deploy,” and “Runtime.” Cloud native security contrasts

with traditional security approaches in that there is a tremendous opportunity to ensure that
security is injected throughout these distinct phases instead of bookending the lifecycle with

e e
separately managed security informed interventions.

CLOUD NATIVE
SECURITY
WHITEPAPER

VERSION 2

)

3
TAG

SECURITY

CLOUD NATIVE

COMPUTING FOUNDATION

LUNTRY
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https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper

da3bl XKU3ZHEHHOro LUKNa

A Develop - paspaboTka

o Security Kak MOXXHO paHblLLe
o Infrastructure as Code (laC)

A Distribute - pacnpocTpaHeHune

besonacHocTb supply chain

o [locTosiHHOEe aBTOMaTM4eCcKoe CKaHMpoBaHUe
n obHoBneHue apTedakToB

o MMopnucb apTedakTos
A Deploy - passepTbiBaHUe

o [poBepka aTpnbyToB paboumx Harpysok

o [lapannenbHoe pa3BepTbiBaHME
AOMNONHUTESNbHbIX CPEOCTB

A Runtime - BbinonHeHne

o [MpyMeHeHne NoNUTUK orpaHNYeHUS
BO3MOXXHOCTEN N pecypcoB

o O6HapyxeHune, npeaoTBpaLLEHNE U yBEAOMIIEHUNE
O HECaHKLUMOHUPOBAHHOM A0CTYyMNe K pecypcam

Lifecycle

Foundational

Environment

Runtime

LUNTRY
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Noapxop 4C pna 6esonacHocTtu Cloud Native

A Cloud/Co-Lo/Corporate Datacenter
o YnpaBfieHue aKTUuBaMu
A Cluster
o KoMnoHeHTbl Kubernetes
o Kubernetes pecypcbl
A Container
o [pouecchbl
o B3aumopencTsue c pannamu
o B3ammopencteBue c ceTbio
A Code
o O6pasbl KOHTEMHEPOB

LUNTRY
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