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͔̏ͫͨͪͭ͟ ͍ ͫͺ͔͔ͪ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͔͚͔ͦͤͭͤͪͤ͟·ͻ ͔ͫͪ͒

ˣ͔͔ͦ͡ мр ͔ͭ͡ ͦͨ·ͭ͊ ͍ ˮˣ

̒ ͔ͤ ͍͔ͪΌ ͍ ͭͦΣ ;ͭͦ ͙͔ͫͫͭͣ ͯͣͦ͗ͤͦ

͔ͫ͒͊ͭ͡Έ ͔͚ͤ͊͒͗ͤͦ ͙͔͚͋ͦͨ͊ͫͤͦ͘Σ

͔ͤ ͙ͨͦͤͣ͊Ύ ͎ͭͦͦΣ ͊͟͟ ͦͤ͊ ͔ͯͫͭͪͦͤ͊Φ
˨˨

ω ˻ͪ ͎͙͊ͤ͊ͭͦͪ͘ ͦͤ͟ͺ͔͔ͪͤͼ͙͙ ζˣ͔˴ͦͤη ͨͦx˩͙ͦͨ͊ͫͤͦͫͭ͘ ˴˻˹͔͚͔͍ͭͤͪͦ

ω x·͍΄͙͚ ͔ͪ͒͊ͭͦͪ͟ ͙ͪͯ͋ͪ͟ ͍ ͔͗ͯͪͤ͊͡ ζXAKEP», ͊ ͍ͭͦͪ ͔͙͙ͫͪ ͔͚ͫͭ͊ͭ

ω s͍ ͭͦͪ ͯͪͫ͊͟ ζCloud Native ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͍ Kubernetes»

ω ̉͡ ͔ͤ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͙͔ͦͣͭͭ͊͟ ͦͤ͟ͺ͔͔ͪͤͼ͙͚ DevOpsConf ͙ KUBER CONF

˻͍͔ͫͤͦ͊ͭ͡Έ
͙ ͔ͭͻ͙ͤ;͔͙͚ͫ͟ 
͙͔͒ͪͭͦͪ͟ Luntry

˿͔ͨͼ͙͙͊͊͘͡ͼ͙Ύ ς
͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͔͚͔͍ͦͤͭͤͪͦ͟
͙ Kubernetes

˿͙͔ͨͪ͟

VK Kubernetes

DevOpsConf

Kazhackstan

Confidence

HackInParis

HighLoad ++

ZeroNights

KuberConf

OFFZONE

ˣ͔˴ͦͤ

BlackHat

DevOops

HITB

PHDays

SAS
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ˢ͍ͭͦͪ ́˥-͊ͤ͊͊͟͡ k8s(in)security

˻͋ͦ ͔ͣͤ

ǽʍʆʓʑʆʇШǾɹʀʏʊʆʍʏɹ

https://t.me/k8security


˽͊ͤ͡ ͒ͦ͊͒͊͟͡
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˽͎͍ͦ͒ͦͭͦ͊͟ ͟ ͔ͨͯͭ΄͔͍͙ͫͭΌ

ˮ͔͍͙͔ͫͫ͒ͦ͊ͤ͡ ͙ͣͪ͊ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͔͚͔͍ͦͤͭͤͪͦ͟ ͙ Kubernetes  

˸͙ͪ ͎͙͊͊ͣ͘͡ ͦͯͣ͘͡·΄͔͙͍ͤͤͦ͟͡ 

˸͙ͪ ͎͙͊͊ͣ͘͡ ͊͘΅͙͙͍ͭͤͦ͟ 

˽͔͙ͦͤͦͫͭ͘͡ 

ˤ·͍ͦ͒·
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˽͎͍ͦ͒ͦͭͦ͊͟ 
͟ ͔ͨͯͭ΄͔͍͙ͫͭΌ
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˭͊;͔ͣ?
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˭͊;͔ͣ?

Å ˴͔͚͔͙ͦͤͭͤͪ͊͘ͼ͙ΎΥ ˣ͔͔ͦ͡ фл҈ ͎͙ͦͪ͊ͤ͊͘ͼ͙͚ ͔ͯ͗ ͙ͫͨͦ͡Έͯ͘Όͭ ͔͚͔ͦͤͭͤͪ͟· 
͍ ͙͍͍͔ͨͪͦͦ͒ͫͭͤͤ͘·ͻ ͔ͫͪ͒͊ͻ όproduction ).

Å Kubernetes (K8s): ˽ͦ ͒͊ͤͤ·ͣ ͔͔͎͎͗ͦ͒ͤͦͦ ͦͨͪͦͫ͊ /b/C ͊͘ нлнр ͎ͦ͒Σ 
͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ YǳōŜǊƴŜǘŜǎ ͍ ǇǊƻŘǳŎǘƛƻƴ ͙͎͒ͦͫͭͦ͡ ун҈Σ ͔͙͍͊ͪͨ͘͟ ͊͘ ͙ͤͣ 
ͫͭ͊ͭͯͫ ζ͔͒-ͺ͊ͭͦ͟ ͔ͦͨͪ͊ͼ͙͚ͦͤͤͦ ͙͔ͫͫͭͣ·η ͒͡Ύ ͦ͋͊͡;ͤ·ͻ ͍·;͙͔͙͚ͫͤ͡ ͙ ˮˮ-
͙͔͙͚ͨͪͦ͗ͤ͡Φ

Å ˾ͦͫͭ Ή͙͔ͦͫͫͭͣ͟·Υ ˿ ͔ͣͦͣͤͭ͊ ͙͔͙͔͙ͨͪͫͦ͒ͤͤΎ YǳōŜǊƴŜǘŜǎ ͟ /b/C ͙ͦ͟͡;͔͍ͫͭͦ 
͙͚ͦͣͨ͊ͤ͟-͙ͦͤͭͪ͋͟ΈΌ͍ͭͦͪͦ ͍·ͪͦͫͦ͡ ͨͦ;͙ͭ ͤ͊ мллл҈ όͫ том ͒ͦ ͔͔͋ͦ͡ ;͔ͣ 
8000).

Å ͔́ͪͤ͒· нлнсΥ ˻͍ͫͤͦͤ·͙ͣ ͍͔͙ͤ͊ͨͪ͊ͤ͡Ύ͙ͣ ͍͙͙ͪ͊ͭ͘Ύ ͦͫͭ͊ΌͭͫΎ tƭŀǘŦƻǊƳ 
9ƴƎƛƴŜŜǊƛƴƎΣ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͼ͔ͨͦ;͔͟ ͍ͨͦͫͭ͊ͦ͟ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ 
͙ ͙͔͎ͤͭͪ͊ͼ͙Ύ ˮˮ-͎ͤ͊ͪͯͦ͘͟ ͔͔͍͔ͤͨͦͫͪ͒ͫͭͤͤͦ ͍ Yуǎ-͔͊ͫͭͪ͟͡·Φ
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͔̅ͯͤ͒͊ͣͤͭ͊͡Έ͔ͤͦ ͙͔͔͙͔ͣͤͤ͘ ͍ ͔ͪ͊ͪ͊͋ͦͭ͘͟

1. ̂ͯ͡;΄͔ͤͤ͊Ύ ͍ͯͨ͊ͦ͊͟͟ ͙͔͙͚ͨͪͦ͗ͤ͡

2. ˮͦ͘͡Ύͼ͙Ύ ͙͔͙͚ͨͪͦ͗ͤ͡

3. ˶͖͎ͦͫͭ͟Έ ͙ ͫͦͪͦͫͭ͟Έ ͨͦ ͍͔͙ͫͪ͊ͤͤΌ ͫ ͍͙ͪͭͯ͊͡Έͤ·͙ͣ 
ͣ͊΄͙͙ͤ͊ͣ

4. ˽͔ͦ͒͒ͪ͗͊͟ ͙͔͍͙͚ͣͪͦͫͪͫͤͦ͟ ͊ͪͻ͙͔ͭͭͯͪ͟·

5.  ̂ͨͪͦ΅͔͙͔ͤ CI/CD-͚͚͍ͨ͊ͨ͊ͤͦ͡

6. ˨͔͙͍͊ͪ͊ͭͤͦͫͭ͟͡Έ ͙ LƴŦǊŀǎǘǊǳŎǘǳǊŜ as Code

7. ˥͙ͦͪͦͤͭ͊͘͡Έ͔ͤͦ ͣ͊ͫ΄͙͍͙͔ͭ͊͋ͪͦ͊ͤ

8. ˻͙͙ͨͭͣ͊͘ͼ͙Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͔͍ͪͫͯͪͫͦ

9. ˽͙͍ͦͪͭ͊ͭͤͦͫͭΈ ͔ͣ͗͒ͯ ͔͙ͫͪ͒͊ͣ ͙ ͙ͦ͋͊͊ͣ͟͡

10. ̂ͨͪͦ΅͔͙͔ͤ onboarding -͊ ͍ͤͦ·ͻ ͪ͊ͪ͊͋ͦͭ͘;͙͍ͦ͟

11. ˣ·͔ͫͭͪͦ ͍͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ ͙ ͍͍͔͙͔ͫ͊ͣͦͦͫͫͭ͊ͤͦͤ͡

12. ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ;͔͔ͪ͘ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͍͔ͨͦͪͻ͙ͤͦͫͭ ͙͊ͭ͊͟

13. ˣ͎ͦ͊ͭ͊Ύ Ή͙͔ͦͫͫͭͣ͊͟ ͙ ͙ͫͭ͊ͤ͒͊ͪͭ͊͘ͼ͙Ύ

14. ˽͔ͦ͒͒ͪ͗͊͟ blue -green ͙ canary -͔͔͍͒ͨͦ͡
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ˢ˿˽˩˴́
ˣ˩˭ 
˴˻˹́˩˯˹˩˾˻ˤ

˿ ˴˻˹́˩˯˹˩˾ˢ˸ˮ

˹͚͊ͫͭͪͦ͊͟ ͔ͫͪ͒·̉͊ͫ· κ ͙͒ͤ˸͙ͤͯͭ·

˴͙͔ͦͤͫͫͭͤͭͤͦͫͭΈ 
͔ͫͪ͒

˾ͯ;ͤ͊Ύ 
͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙Ύ

˥͙͍͊ͪ͊ͤͭͪͦ͊ͤ͊ 
ͦ͋ͪ͊ͦͣ͘

˸͊ͫ΄͙͍͙͔ͭ͊͋ͪͦ͊ͤ
˾ͯ;͔ͤͦΣ 
͔͔͔ͣ͒ͤͤͦ͡

ˢ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟Σ 
͎͍͔͔ͣͤͦͤͤͦ

˽ͦͭͤͦͫͭ͡Έ 
͔ͪ͊ͣ͘΅͔͙ͤΎ

˹͙͊͘͟Ύ όˤ˸ύˤ·ͫͦ͊͟Ύ

˻ͭ͊ͭ͟ ͍͔͙͚ͪͫ˾͙ ͍ͫͦ͊ͤͤ͟·͚˸͎͍͔ͤͦͤͤ·͚

Vendor lock -in ˤ·͙͚ͫͦ͟ ˸͙͙ͤͣ͊͡Έͤ·͚



͍̏ͦ͡Όͼ͙Ύ ͟ ͔͚͔ͦͤͭͤͪ͊ͣ͟
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͙́ͪ͊͒ͼ͙͔ͦͤͤͦ 
͍͔ͪ͊ͪͭ͘·͍͙͔͊ͤ

ˤ͙͙͙͍͔ͪͭͯ͊ͪͦ͊ͤͤͦ͘͡ 
͍͔ͪ͊ͪͭ͘·͍͙͔͊ͤ

˴͔͚͔͙͙͍͔ͦͤͭͤͪͪͦ͊ͤͤͦ͘ 
͍͔ͪ͊ͪͭ͘·͍͙͔͊ͤ

App App App
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Hardware

Operating System

Hardware

Hypervisor

App App

Bin/ Library

Operation 
System

Virtual Machine

App App

Bin/ Library

Operation
System

Virtual Machine

App

Bin/ 
Library

Container

Operating System

Hardware

Container Runtime

App

Bin/ 
Library

Container

App

Bin/ 
Library

Container



̉ͭͦ ͔ͭ͊ͦ͟ ͔͚͔ͦͤͭͤͪ͟Κ

Å Container Ήͭͦ Linux process ͫ ͔͔͖ͦͨͪ͒ͤͤ͡·͙ͣ ͍͚͍͙ͫͦͫͭ͊ͣκ͎͙ͦͪ͊ͤ;͔͙ͤΎ͙ͣ

o ̉ͭͦ ͣͦ͗ͤͦ ͍͙͔ͯ͒ͭΈΥ namespaces ( pid , user, uts , ipc , net, mnt ), pivot_root (+ 
image)

o ̉ͭͦ ͣͦ͗ͤͦ ͔͒͊ͭ͡ΈΥ Capabilities, seccomp, LSMs

o ̉ͭͦ ͣͦ͗ͤͦ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈΥ Control group ( ͨͪͦͼ͔ͫͫͦͪΣ ͨ͊ͣΎͭΈΣ ͚͍ͯͫͭͪͦͫͭ͊Σ Χύ
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̉ͭͦ ͔ͭ͊ͦ͟ ͦ͋ͪ͊͘ ͔͚͔ͦͤͭͤͪ͊͟?

Å Container  LƳŀƎŜ Ήͭͦ ͔͙͔ͤͣͤ͘Ύ͔ͣ·͚ ͔ͨ͊ͭ͟ ͺ͚͍͊ͦ͡ 
͔ͦͨͪ͊ͼ͙͚ͦͤͤͦ ͙͔ͫͫͭͣ·Σ ͦ͒͊͟ ͙͔͙ͨͪͦ͗ͤ͡Ύ ͙ ͡Ό͋·ͻ 
͍͙͙͔͚͊ͫͣͦͫͭ͘ ͙͔͙ͨͪͦ͗ͤ͡Ύ

o Union File System

o OverlayFS  ͟ ͊͟ ͔͙ͪ͊͊͘͡ͼ͙Ύ

o OCI image  ͔ͫͨͼ͙ͺ͙͊͟ͼ͙Ύ

10



͍̏ͦ͡Όͼ͙Ύ ͦͭ ͔͚͔͍ͦͤͭͤͪͦ͟ ͟ ͔ͦͪͫͭͪ͊ͭͦͪ͊ͣ͟ ͔͚͔͍ͦͤͭͤͪͦ͟

˻͔ͪͫͭͪ͊ͭͦͪ͟·:

11

ȐʑɷʀʆʙʆʏʎʎʏʁШ
ʑɷʅɹʁʑʓʞɹɷʎʆʁ

Ƕʆʑʓʔɷʌʆʅʆʑʏɹɷʎʎʏʁ 
ʑɷʅɹʁʑʓʞɹɷʎʆʁ

ȇʏʎʓʁʇʎʁʑʆʅʆʑʏɹɷʎʎʏʁ 
ʑɷʅɹʁʑʓʞɹɷʎʆʁ

Kubernetes 
ʑɷʅɹʁʑʓʞɹɷʎʆʁ
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Bin/ Library
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Bin/ 
Library
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Bin/ 
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̉ͭͦ ͔ͭ͊ͦ͟ Kubernetes?

Å Kubernetes (K8s) τ Ήͭͦ ͦͭͪ͟·͔ͭͦ ͎͔ͨͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ͊͘ͼ͙͙ 
͍͖ͪ͊ͪͭ͘·͍͙͊ͤΎΣ ͣ͊ͫ΄͙͍͙ͭ͊͋ͪͦ͊ͤΎ ͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͚͔͙͙͍ͦͤͭͤͪͪͦ͊ͤͤ͘͟·͙ͣ 
͙͔͙ͨͪͦ͗ͤ͡Ύ͙ͣΦ 

o 5 ͙͔͚͋ͤ͊ͪ
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Platform as a 
Service (PaaS)

Configuration

Function

Runtime

Applications

Containers

Operation 
Systems

Hardware



˻ͺ͙ͼ͙͊͡Έͤ͊Ύ ͔͒ͦͯͣͤͭ͊͟ͼ͙Ύ Kubernetes
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https://kubernetes.io/docs/home/

https://kubernetes.io/docs/home/


˨͙͙͙͍ͫͭͪ͋ͯͭ· Kubernetes

Å ̏ͭͦ ͺ͔͚͍ͪͣͦͪ͟

o OnPrem ͙ Managed Kubernetes

o ̏ͭͦ Ύ͒ͪͦ Linux 21 ͍͔͊͟

o ˹͊ ͔͋͊͘ Kubernetes ͔͒͊͡Όͭ ͍͙ͫͦ ͙͙͙͍͒ͫͭͪ͋ͯͭ·

14



Kubernetes ͤ͊ ͨͪͦͫͭͦͣ Ύ͘·͔͟

15

ȍʏʎʆʍɷʎʆʁШɷʑʗʆʓʁʊʓʔʑʞШKubernetes
ʘʁʑʁʅШɷʎɷʌʏɺʆʩШʒШʚʁʖ-ʐʏɹɷʑʏʍШ

ʑʁʒʓʏʑɷʎɷ
Kubernetes ɹШʐʁʑʁɹʏʀʁШʎɷШʀʁʓʒʊʆʇ

https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://habr.com/ru/companies/itsumma/articles/484194/
https://habr.com/ru/companies/itsumma/articles/484194/


CNCF Landscape

Cloud Native Ή͙͔ͦͫͫͭͣ͊͟ ͨͪͦͫͭͦ ͎ͦͪͦͣͤ͊Ύ ͙ ͨͦͫͭͦΎͤͤͦ ͭͦ͡Έͦ͟ ͔ͪ͊ͫͭͭΗ

16

https://landscape.cncf.io/ 

https://landscape.cncf.io/


CNCF Landscape

=)
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ˮͯ͘;͔͊ͣ ͤ͊ ͙͔ͨͪ͊ͭ͟͟

18
https://labs.iximiuz.com/  

https://labs.iximiuz.com/


ˮ͔͍͙͔ͫͫ͒ͦ͊ͤ͡ ͙ͣͪ͊ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 
͔͚͔͍ͦͤͭͤͪͦ͟ 
͙ YǳōŜǊƴŜǘŜǎ

19



Cloud Native Security Whitepaper

20
https://github.com/cncf/tag -security/tree/main/community/resources/security -whitepaper 

https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper


̅͊͘· ͙͔͎͗ͤͤͤͦͦ͘ ͼ͙͊͟͡

Å Develop  - ͪ͊ͪ͊͋ͦͭ͊͘͟

o {ŜŎǳǊƛǘȅ ͊͟͟ ͣͦ͗ͤͦ ͪ͊ͤΈ΄͔

o Infrastructure as Code ( IaC)

Å Distribute  - ͔͙͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤ

o ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ supply  chain

o ˽ͦͫͭͦΎ͔ͤͤͦ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟ 
͙ ͍͔͙͔ͦ͋ͤͦͤ͡ ͔͊ͪͭͺ͍͊ͭͦ͟ 

o ˽͙ͦ͒ͨͫΈ ͔͊ͪͭͺ͍͊ͭͦ͟

Å Deploy  - ͍͔ͪ͊ͪͭ͘·͍͙͔͊ͤ

o ˽͍͔ͪͦͪ͊͟ ͙͍͊ͭͪ͋ͯͭͦ ͪ͊͋ͦ;͙ͻ ͎ͤ͊ͪͯͦ͘͟

o ˽͔͊ͪ͊͡͡͡Έ͔ͤͦ ͍͔ͪ͊ͪͭ͘·͍͙͔͊ͤ 
͙͔͒ͦͨͦͤͭ͡͡Έͤ·ͻ ͔͍ͫͪ͒ͫͭ

Å Runtime  - ͍·͔͙͔ͨͦͤͤ͡

o ˽͙͔͔͙͔ͪͣͤͤ ͙͙ͨͦͭ͟͡ ͎͙ͦͪ͊ͤ;͔͙ͤΎ 
͍͔͚ͦͣͦ͗ͤͦͫͭ͘ ͙ ͔͍ͪͫͯͪͫͦ

o ˻͔͙͔͋ͤ͊ͪͯ͗ͤΣ ͔͍ͨͪ͒ͦͭͪ͊΅͔͙͔ͤ ͙ ͍͔͔͙͔ͯ͒ͦͣͤ͡ 
ͦ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤͦͣ ͔͒ͦͫͭͯͨ ͟ ͔ͪͫͯͪͫ͊ͣ
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˽ͦ͒ͻͦ͒ 4C ͒ ͡Ύ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ Cloud Native

Å Cloud/Co -Lo/Corporate Datacenter

o ͍͔͙͔̂ͨͪ͊ͤ͡ ͙͍͙͊ͭ͊ͣ͟

Å Cluster

o ˴͔ͦͣͨͦͤͤͭ· Kubernetes

o Kubernetes ͔ͪͫͯͪͫ·

Å Container

o ˽ͪͦͼ͔ͫͫ·

o ˤ͙͔͚͍͙͔͊ͣͦ͒ͫͭ͘ ͫ ͺ͚͙͊͊ͣ͡

o ˤ͙͔͚͍͙͔͊ͣͦ͒ͫͭ͘ ͫ ͔ͫͭΈΌ

Å Code

o ˻͋ͪ͊͘· ͟ ͔͚͔͍ͦͤͭͤͪͦ
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