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KTo nonb3oBanca Trivy, Grype v npovynmun
ckaHepamu docker-o6pa3oB?
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[MpunoxxeHne cenyac

Momoru [awe-pa3paboTynie NoHSATb, Ha KaKOM YPOBHE NpoTeKkaeT

abcTpakuus

windows host

linux VM

minikube VM

docker image

kubernetes pod
docker image

hello.sh

hello.go
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besonacHoe npnMmeHeHme Open Source: o npoueccax N MHCTPYMEHTAX



https://vkvideo.ru/video-226874323_456239026

YTO Hac nHTepecyer

e AHanns Dockerfile Ha ny4yLume NpakTrkm
e KOMMNOHEHTHbIV aHanun3

e AHaNN3 Ha N3BeCTHble YA3BUMOCTU

e [lOVICK YYBCTBUTENBHON UHGOPMAL MM

e AHaNN3 Ha BPeAOHOCHbIN KOA

U2A3NE OBRAZY

OMALOVANKY PIXEL ART 5

UMELECKYCH
POKLAD()

L

— e
s

Mpo TBou o6pasbl Docker

HalUuCaJIn KHUry
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3ayeM 3TO HY>KHO?

e [lpouecchl (BHyTpeHHUe pernamMmeHThl, CI/CD n 1.4.)
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3ayeM 3TO HY>KHO?

e [lpouecchl (BHyTpeHHWUe pernamMmeHThl, CI/CD n 1.4.)

e Perynatopuka
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3a4yeM 3TO HY>KHO?

e [lpouecchl (BHyTpeHHMe pernameHTsbl, CI/CD n 1.4.)
e Perynatopuka

e [/lcchepoBaHud
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3a4yeM 3TO HY>KHO?

e [lpouecchl (BHyTpeHHWe pernameHThl, CI/CD n 1.4.)
e Perynatopuka
e [/lcchepoBaHuda

e Bug Bounty
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Perynatopuka

e [1poekT HaumoHanbHoro ctaHgapta NOCT P 3awumTa Hpopmaumn,
PazpaboTka 6e30nacHOro nporpamMmMHoOro obecrneyeHms. KoOMMo3nUMOHHbIV
aHanmM3 nporpamMmmMmHoro obecneveHusd. Obwme TpeboBaHNS

e O noBbILLUEHNIM 6e30MacHOCTN CPeACTB 3aLUnNTbl MHGOPMALK, B COCTAB
KOTOPbIX pa3paboTumkim BKAOUYAKOT CpefCTBa KOHTEMHepU3aLmMm nnm obpasol
KOHTeNHepoB

e [OCT P 56939-2024 Pa3paboTka 6e30macHOro nporpaMmMHoro obecrneyeHus.
Obuwme TpeboBaHNS
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https://fstec.ru/tk-362/standarty/proekty/proekt-natsionalnogo-standarta-gost-r-15
https://fstec.ru/tk-362/standarty/proekty/proekt-natsionalnogo-standarta-gost-r-15
https://fstec.ru/tk-362/standarty/proekty/proekt-natsionalnogo-standarta-gost-r-15
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://docs.cntd.ru/document/1310017763
https://docs.cntd.ru/document/1310017763
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https://vkvideo.ru/video-224467080_456239058

[laBanTe paséupaTbcs!
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YT POM
Kak pa6oTatoT 4. 0EPA3 KALAT
CKaHepbl 06pa3oB 9. 7) AP CNOW

e CkaumBaeTcs 0bpas BOCT AR AT
e [MOC/IOMHBIN aHaNN3 2.MA KE'T ﬂPOBEPUff

o 23Bnequme tai-OB L., AHA /]u,gu.Po
o MpoBepka nyTeli NakeToB
posepka My BAHWS

¢ ObbearHeHVe pPe3ynbTaToB BE’LEPOM
aHanm3a 1. PE3YNLT AT

e CKaHVpPOBaHME Ha YA3BMMOCTM OEbEﬂU-H-R’Tb
2. YR 3BuUMOCT L

Container Image Layers and Container Image Scanning Explained 15/75
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https://anaisurl.com/container-image-layers-explained/

[Tpnmep - cnon (1)
$ cat key.api

----- BEGIN OPENSSH PRIVATE KEY-----

MaCaMNBWiWMSGrOMDHi. . .3NTc3AQIDBAUG
————— END OPENSSH PRIVATE KEY-----

$ cat Dockerfile
FROM busybox: latest

COPY key.api
RUN rm key.api

$ docker build -t secrets-test
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[Tpnmep - cnowm (2)
$ docker save secrets-test:latest | tar

$ find blobs/sha256/ -type f -exec file
blobs/sha256/80e840...e6bf5a: POSIX tar
blobs/sha256/946040...elfcad: POSIX tar
blobs/sha256/b00389...f17b98: POSIX tar

$ tar xvf blobs/sha256/b00389...f17b98
key.api

$ cat key.api
————— BEGIN OPENSSH PRIVATE KEY-----

MaCaMNBW1WMSGrOMDH1i. . .3NTc3AQIDBAUG
----- END OPENSSH PRIVATE KEY-----

How TruffleHog Scans a Docker Image,repo

-xX -C

{} \; | grep "tar"
archive (GNU)
archive

archive
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https://trufflesecurity.com/blog/scan-every-tag-and-architecture-of-a-docker-image-for-secrets
https://github.com/trufflesecurity/trufflehog

SBOM (1)

Software Bill of Materials —
nepeyeHb MoAyneu v
61bNMOoTEK, HEOBXOANMbBIX
A5 cbopkun n pabotel 10, a
TakKXXe NX CBA3N APpYr C

APYromMm

e SPDX (Linux Foundation)

e CycloneDX (OWASP)

e SWID (ISO/IEC 19770-2:2015)

"$schema": "http://cyclonedx.org/schema/bom-1.6.schema.json",

"bomFormat”: "CycloneDX",

"specVersion”: "1.6",

"serialNumber”: "urn:uuid:48e5b3ed-8340-4972-9637-c1669149b091",
"version": 1,

"metadata": {

"timestamp": "2026-84-89T12:04:48+00:00",

"tools": {
"components": [
{

"type": "application",
"manufacturer”: {
“name": "Aqua Security Software Ltd."

},
"group": "aquasecurity",
"name": "trivy",
"version": "0.69.3"

}

]
}.
"component™: {-

}

}.

"components": [-

]f

"dependencies": [-

]
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SBOM (2)

iy

"bom-ref": "pkg:golang/github.com/beorn7/perks@
v1l.0.1?type=module",

"type": "library",

"name": "github.com/beorn7/perks",

"version": "v1.0.1",

"scope": "required",

"hashes": [

lla'Lgll :
"content":

"SHA-256",
"565. ..b0e3"

b
1,
"purl": "pkg:golang/github.com/beorn7/perks@
v1l.0.1?type=module&goos=1linux&goarch=amd64",
"externalReferences": [

{

"url":
lltypell :

"https://github.com/beorn7/perks",
"VCS"

}
]

UTo Takoe Software Bill of Materials n 3auem OH Hy>XeH pa3paboTyrkam

iy

"bom-ref": "pkg:deb/debian/base-files@
13.8%2Bdeb13u3?arch=amd64&distro=debian-13.3",
"type": "library",
"supplier": {
"name": "Santiago Vila <sanvila@debian.org>"
I
"name": "base-files",
"version": "13.8+deb13u3",
"licenses": [
{

"license": {

"id": "GPL-2.0-or-later"
}
I
{
"license": {
"name": "verbatim"
}
}
1
"purl": "pkg:deb/debian/base-files@

13.8%2Bdeb13u3?arch=amd64&distro=debian-13.3",
"properties": [

]

19/75


https://habr.com/ru/companies/mws/articles/781602/

OTKyaa cobupaeTcs
nHdopmauma

e IHpopmaumsa 06 OC OS packages

e NNHpopmauwmsa o naketax OC

e 3aBNCMOCTIU

") ‘, . R
A
K '

e MeTajaHHble N3 BUHAPHbIX dependency
dbainnos files
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NMHPopmauma 06 OC

e /etc/os-release # cat /etc/os-release
NAME="Cent0OS Stream"

e /usr/lib/os-release VERSION="10 (Coughlan)"

* /etc/Isb-release %g:L(I:EEE'??hel fedora"
e /etc/issue VERSION ID="10"

. PLATFORM_ID="platform:el10"
e /etc/alpine-release

e /etc/secfixes.d/alpine
# cat /etc/issue
Ubuntu Resolute Raccoon
(development branch) \n \l1

cat /etc/alpine-release
3.23.3
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NMHPopmaLumsa o nakeTax

e Alpine
o /etc/apk/
o /lib/apk/

e Ubuntu/Debian
o /var/cache/apt/archives

o /var/lib/dpkg/*
o /fvar/lib/apt/*
o /var/log/dpkg.log

e Redhat
o /var/cache/yum/

o /var/lib/rpm/

#

cat /var/lib/dpkg/status \
| grep 'Package:'

Package: apt
Package: base-files

Package: ubuntu-keyring
Package: zliblg

#

U U0

U U UTUO-

cat /lib/apk/db/installed \
| grep 'P:'

:alpine-baselayout
:alpine-baselayout-data

:mus L
rmusl-utils
:scanelf
:ssl_client
:z11b
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3aBMCUMOCTM SAVE DOCKER IMAGE

o JS/TS
o package.json / package-lock.json

o yarn.lock

e Python
o requirements.txt
o pyproject.toml / poetry.lock
o uv.lock / pipfile.lock

Ruby
o Gemfile.lock

Java
o pom.xml
o build.gradle
e PHP i g s - PRI R
o composer,json e i 2 i, S e .' 1 G
Rust P L e
o Cargo.toml/ Cargo.lock REDUCE D PEN DENCI ES
e Go
o go.mod
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MeTagaHHble N3 6UHapPHbIX painnoB

¢ goversion -m ./gO-bInary $ cargo audit bin ~/.cargo/bin/*
Crate: paste
e cargo audit bin ./rust-binary Verslens - A.E.dE
. ID: RUSTSEC-2024-0436
e blint URL: https://rustsec.org/advisories/RUSTSEC-2024-0436
Dependency tree:
o . paste 1.0.15

L— rmp 0.8.14
L— rmp-serde 1.3.0
L— askalono 0.5.0
L— cargo-about 0.8.2

$ blint sbom -i /usr/bin/ping --deep
&& jq . reports/sbom-binary-postbuild.cdx.json | grep 'bom-ref'
"bom-ref": "pkg:generic/ping",
"bom-ref": "pkg:file/libc.so0.6",
"bom-ref": "pkg:file/libcap.so.2",
"bom-ref": "pkg:file/libidn2.s0.0",
"bom-ref": "pkg:generic/gnu/libc@2.11?hash=110530961",

"bom-ref": "pkg:generic/gnu/libc@2.4?hash=225011988",
"bom-ref": "pkg:generic/idn2@0.0.0?hash=136825856",
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https://github.com/owasp-dep-scan/blint

MeTagaHHble N3 6MHapHbIX dannos (go example)
$ go build

$ go version -m ./golang-example-app | grep dep

dep github.com/99designs/gglgen v0.12.2 hl:a0d...Y40=
dep github.com/casbin/casbin v1.9.1 hl:ucj...peM=
dep github.com/go-chi/chi/v5 v5.0.7 h1:rDT...xU8=

dep github.com/go-gorp/gorp/v3 v3.0.2 hi1:ULqg...mz4=

$ go build -ldflags "-X runtime.modinfo="

$ go version -m ./golang-example-app | grep dep | wc -1
0
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UPX (1)

UPX - the Ultimate Packer for eXecutables

$ ./kubectl version --client=true

Client Version:
Kustomize Version:

v1.35.1
vo.7.1

$ go version -m ./kubectl | grep dep

dep
dep
dep
dep
dep
dep

github.
github.
github.
github.
github.
github.

UPX - the Ultimate Packer for eXecutables

com/MakeNowJust/heredoc
com/beorn7/perks v1.0.1
com/blang/semver/v4
com/cespare/xxhash/v2
com/chai2010/gettext-go
com/davecgh/go-spew

vl.

v4 .,
V2.

vl.

o
o

O N O)
RN OO
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https://github.com/upx/upx

UPX (2)

$ ./upx ./kubectl
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2026
UPX 5.1.1 Markus Oberhumer, Laszlo Molnar & John Reiser Mar 5th 2026

File size Ratio Format Name

89457680 -> 21557236 24 .10% linux/amdo64 kubectl

$ go version -m ./kubectl | grep dep
./kubectl: could not read Go build info from ./kubectl: not a Go executable

$ ./kubectl version --client=true
Client Version: v1.35.1
Kustomize Version: v5.7.1

27175



Spring Boot (Java example)

core

Artifacts

Artifacts Pull Command Signed by Cosign

No vulnerability

PykoBoACTBO 6paBoro Aokep-cekblopuTn Mactepa , Pykosoacteo bpasoro [okep Cekyputy Mactepa :latest



https://www.youtube.com/watch?v=TwYEE5On8-U
https://www.youtube.com/watch?v=pJhAeVJhM1U

Malicious Compliance: Reflections on Trusting Container...

B dependencyfile B dependencyfile

29

Docker Scan Docker Scout Grype Docker Scan Docker Scout

https://www.youtube.com/watch?v=9weGi0OcsBZM, repo



https://www.youtube.com/watch?v=9weGi0csBZM
https://github.com/bgeesaman/malicious-compliance

Pybpuka "dKkcnepmmeHTbI" (1)

z:EdanﬂﬁverJar{ $ docker run --rm -1it \
MkdirAlLl: true :
' = = < >
ContinueOnError: true, RS SEUPLE <UiEgE IRE
OverwriteExisting: true, _
ImplicitTopLevelFolder: false, $ docker export example -o image.tar
b
err := z.Unarchive(tarFile, destination)
SF e 0= il 4 FROM scratch
fmt.Println("Failed to unzip:", err)
os.Exit(1) COPY image.tar /
¥ COPY main /

fmt.Println("Unzip completed successfully!")

ENTRYPOINT ["/main", "image.tar"]
out, err := exec.Command(os.Args[2]).0utput()

$ CGO_ENABLED=0 go build \
-ldflags "-X runtime.modinfo=" main.go

Fun with container images - Bypassing vulnerability scanners, repo 30/75


https://raesene.github.io/blog/2023/04/22/Fun-with-container-images-Bypassing-vulnerability-scanners/
https://github.com/raesene/container_image_obfuscator/

$ grype aquasec/trivy:0.69.3 --sort-by severity

NAME INSTALLED FIXED IN TYPE VULNERABILITY SEVERITY
google.golang.org/grpc .79.3 go-module GHSA-p77j-4mvh-x3m3
github.com/moby/buildkit .28.1 go-module GHSA-4c29-8rgm-jvj]
libcrypto3 .5.6-r@ apk CVE-2026-28389
11hcryptn3 .5.6-r@ apk CVE-2026-28396
.5.6-r@ apk CVE-26826-28389
.5.6-r@ apk CVE-2826-283960
.5.6-r@ apk CVE-2826-2673
.5.6-r@ apk CVE-20826-2673
.25.8 go-module CVE-2026-25679
.8.6 go-module GHSA-92mm-2pjq-r785
.28.1 go-module GHSA-4vrg-3vrq-gégg
.5.6-r@ apk CVE-26826-28388
.5.6-r@ apk CVE-26826-28388
9.2.0 go-module GHSA-p436-gjf2-799p
.1.4 go-module GHSA-78h2-9frx-2jm8

L=}

github.com/hashicorp/go-getter
github.com/moby/buildkit

libcrypto3

libssl3 5.
github.com/docker/cli incompatible
github.com/go-jose/go-jose/v4

=
EEEEEEEEEEEEEEEE

LMWWEI—‘I—‘WWWWWWEI—‘
A A A AN A A A A A A A A A A A
DD DD DD DD DD Do oo

= e e e e e e e e e e e e

$ grype obfuscator --sort-by severity
Loaded 1mage

Parsed image

Cataloged contents
— « Packages
— « Executables
Scanned for vulnerabilities

No vulnerabilities found




Py6puka "3kcnepmmMmeHTbl" (3)

$ docker run --rm obfuscator 1s
Unzip completed successfully!
output bin

contrib

dev

etc

home

image.tar <---

lib

main <---

media

mnt

opt

proc

root

$ docker run --rm obfuscator busybox -v
Unzip completed successfully!

$ docker run --rm obfuscator trivy
Unzip completed successfully!
output Scanner for vulnerabilities
in container images .

Usage:
trivy [global flags] command [flags] target
trivy [command]

Examples:
# Scan a contaliner image
$ trivy image python:3.4-alpine

# Scan a container image from a tar archive
$ trivy image --input ruby-3.1.tar

output BusyBox v1.37.0 (2025-12-16 14:19:28 UTC) multi-call binary.
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Malicious Compliance Automated: When You Have 4000 Vulnerabilities
and only 24 Hours Before Release

CVES in quay.io/rejekts24/node-app CVES in quay.io/rejekts24/node-app.obfuscated

B Critical [ High [l Medium/Other B Critical B High [ Medium/Other

osv-scan | osv-scahn

docker scout docker scout

shyk snyk

grype S

grype
trivy
trivy

0 1000 2000 3000

-1.0 -0.5 0.0 0.5 1.0

https://www.youtube.com/watch?v=qr0098gUKpA 33/75


https://www.youtube.com/watch?v=qr0098gUKpA

repo

Mint

$ mint slim --target nginx:latest

7 ...SUPPar'tS mul‘tip[e | ...ane,cteol Inpu‘t
monitors: ptrace, - censor

_ Panctify, ete. )

e e e s e e r e ————— w  r \\ Start containe‘r

............ . ~

: N
 Probe running container | A

- Sernd HTTP requests | ~ "~ ~-- - _ _ __ tmp :
- Exec commands | [ container Moni’tonng
App[y heuristics . "'5’ _--" : \L Co“e,t:‘t in‘te,“i?e_nce,
- - Bind SSL certs
0 Usage report

- files accessed .
""""""""" - syscalls issued Af'tlpakc'ts

..containg only Biles - certs detected

that have been used |

or allow-listed! /L - Build slim mage L

Tt ~a o Generote s.e,curtty proPile_s
Puture container runs mm—— Ou‘tpu’t
L i | AppArmor & seccomp
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https://github.com/mintoolkit/mint

JlaTaem orpexmu B obpasax NpuaoXKeHN A0 paHTarMma, BO BpeMsi U nocne

OJOKEPOBYXA
FpyerHas npeabiCTOpPUSA

o CTapblin NPOEKT, KoAoBOE Ha3BaHue «l1naHeTa
JKenesska»
o lNopaoepxku HeT

o MicxoaHbIX KOOOB HET
o Koro cnpocuTtb TOXE HET (3aka3Has pa3padoTka)
e [OPAT CPOKU U XOAaTb UCMPABIEHNNA HET BPEMEHM

e [lpyrasa "xun3a"

ron 2018

https://vkvideo.ru/video-149053226_456239651 35/75


https://vkvideo.ru/video-149053226_456239651

Mint (slim)
@ QOverview

Image ' . quay.io/rejekts24/node-
quay.io/rejekts24/node-app:latest .
reference app.slim:latest
- digest eeaba3396313 3e2de521a71e
- tag latest latest

high 138 | medium BRI 10w [FB8Y
- vulnerabilities high 6 § medium EBf 1ow B
unspecified 11

- platform linux/amd64 linux/amd64
- size 419 MB 49 MB (-370 MB)
- packages 794 54 (-740)

» Labels (3 changes)

» Packages and Vulnerabilities (737 package changes and 445 vulnerability changes)
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Mint (--obfuscate-metadata) (1)
@ Overview

Image quay.io/rejekts24/node- quay.io/rejekts24/node-
reference app.minified:latest app.obfuscated:latest
- digest 3e2de521a71le d65e8ebaae75
- tag latest latest
- vunerabilities (N CEENE (GG &) ()
- platform linux/amd64 linux/amd64
- size 49 MB 50 MB (+83 kB)
- packages 54 54

» Packages and Vulnerabilities (102 package changes and 11 vulnerability changes)
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Mint (--obfuscate-metadata) (2)

--obfuscate-metadata - Obfuscate the operating system and application

metadata to make it more challenging to identify the image components
including OS and application packages

$ mint slim --obfuscate-metadata --tag ghcr.io/benc-uk/nodejs-demoapp:obfuscated \
ghcr.io/benc-uk/nodejs-demoapp: latest

$ docker images ghcr.io/benc-uk/nodejs-demoapp

REPOSITORY TAG IMAGE ID CREATED SIZE
ghcr.io/benc-uk/nodejs-demoapp obfuscated 961307273d58 48 seconds ago 112MB
ghcr.io/benc-uk/nodejs-demoapp latest 796ea9eb19f3 18 months ago 181MB

https://github.com/benc-uk/nodejs-demoapp 38/75


https://github.com/benc-uk/nodejs-demoapp

Mint (--obfuscate-metadata) (3)

ignore: binary

$ grype ghcr.io/benc-uk/nodejs-demoapp: latest --sort-by severity

v Scanned for vulnerabilities

NAME

INSTALLED
form-data 4.0.1
axios 1.7.7
axios 1.7.7
libcrypto3 3.3.2-r0
libss13 3.3.2-r0
libcrypto3 3.3.2-r0
libss13 3.3.2-r0
path-to-regexp 0.1.10

$ grype ghcr.io/benc-uk/nodejs-demoapp:obfuscated --sort-by severity

[97 vulnerability matches]

FIXED IN
4.0.4
15.0

1.
.15.0

.6-1r0
.6-r0
.6-1r0
.6-1r0
.12

O WWWwER
R WwWwwww

v Scanned for vulnerabilities

No vulnerabilities found

TYPE
npm
npm
npm
apk
apk
apk
apk
npm

VULNERABILITY
GHSA-fjxv-7rqg-78g4
GHSA-fvcv-3m26-pcqgx
GHSA-3p68-rc4w-qgx5
CVE-2025-15467
CVE-2025-15467
CVE-2025-69420
CVE-2025-69420
GHSA-rhx6-c78j-4q9w

SEVERITY
Critical
Critical
Critical
High
High
High
High
High

[0 vulnerability matches]

EPSS

[oNoNoNoNOoMN WoNOC

.3% (54th)
.2% (46th)

0.1% (3rd)

7% (72nd)
7% (72nd)
.3% (53rd)
.3% (53rd)
2% (44th)

[oNoNoNOoNORMINONOCRP

[

NNNOODODONWOWM

~

[N
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"name": "syft:location:@:path",

"value": "/app/node modules/@azure/core-rest-pipelifge/.d.package..json.json"

}
| bf ted
}, opTuscate
{
"bom-ref": "pkg:npm/%40azure/core-tracing@ll.2.0?package-id=73f4e5e2946%9aabc",
"type": "library",
"author": "Microsoft Corporation",
"name" : “Yracing”,
"versio
"description”: "Provides low-level interfaces and helper methods for tracing in Azure
"licenses" :
{
) "name": "syft:location:@:path",
"value": "/app/node modules/@azure/core-rest-pipeling/package.json"
}
| latest
9 ates
{

"bom-ref": "pkg:npm/%40azure/core-tracing@l.2.0?package-id=121827fdcfe@atll4",

"type": "library",
"author": "Microsoft Corporation",

"name" : bre-tracing”,
"versio ,
"descriph ovides low-level interfaces and helper methods for tracing ir

"licenses": |

{
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Haykal!
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Enhancing Software Composition Analysis Resilience Against Container Image

Obfuscation
Technique(s) Trivy Sytt Syft (All} Scout Microsott Geloud Amazon ORCA
Y P v P v P Y p v Y P P v P v P
BASE (no obscuration) 1164 441 625 448 625 448 123 585 154 429 722 441 471 587 2355 1046
OSPKG 6 11 25 25 625 443 10 23 154 429 6 12 N/A 0 2355 1046
URL 1164 441 625 448 625 448 123 585 154 429 722 441 471 587 2357 1047
LINK 1164 441 625 448 625 448 123 585 154 429 722 441 471 587 2355 1046
DEP 1164 441 625 448 625 448 123 585 154 429 722 441 471 579 2355 1046
PKG 1158 430 619 436 625 448 117 573 148 429 716 429 469 576 2355 1046
ALIAS 1164 441 625 448 625 448 123 585 154 429 722 441 471 587 2355 1046
PACK 1164 441 625 448 625 448 123 585 154 429 722 441 471 587 2355 1046
0s 1164 441 9 448 625 448 6 18 154 429 6 12 471 587 2355 1046
0S + OSPKG 6 11 27 25 625 448 6 23 154 429 6 12 N/A 0 2355 1046
DEP + PKG 1158 430 619 436 625 448 117 573 148 429 716 429 465 568 2355 1046
0S + DEP 1164 441 9 448 625 448 6 18 154 429 6 12 471 579 2355 1046
0S + PKG 1158 430 3 436 625 448 0 6 148 429 N/A 0 469 576 2355 1046
0S + OSPKG + PACK 6 12 27 25 27 25 6 23 0 0 6 12 N/A 0 14 454
0S + OSPKG + PKG 0 0 21 13 625 448 0 11 148 429 N/A 0 N/A 0 2355 1046
0S + OSPKG + DEP 6 11 27 25 625 448 6 23 154 429 6 12 N/A 0 2355 1046
0S + OSPKG + DEP + LINK 6 11 27 25 625 4438 6 23 154 429 6 12 N/A 0 2355 1046
0S + OSPKG + DEP + PKG 0 0 21 13 625 448 0 11 148 429 N/A 0 N/A 0 2355 1046
0S + OSPKG + DEP + PACK 6 12 27 25 27 25 6 23 0 0 6 12 N/A 0 14 454
0S + OSPKG + DEP + ALIAS 6 11 25 24 625 448 6 22 154 429 6 12 N/A 0 2355 1046
OS + OSPKG + DEP + ALIAS + PACK 6 12 25 24 27 25 6 22 0 0 6 12 N/A 0 14 454
0S + OSPKG + DEP + ALIAS + PKG 0 0 19 12 625 448 0 10 148 429 N/A 0 N/A 0 2355 1046
https://www.youtube.com/watch?v=G24upbAXVdS8, repo 42/75


https://www.youtube.com/watch?v=G24upbAXVd8
https://github.com/kube-security/container-obfuscation-benchmark

TexXHUKu

Tactic ID Target Description
oS Operating System Altering files with information about the
operating system name and version
OSPKG Operating System Altering files or databases with
information on the installed OS packages
DEP Programming language Altering files with dependency
dependency file information of a programming language
PKG Programming language Altering content of installed dependency
package
URL* OSPKG and PKG files Downloading applications without
package manager
ALIAS* Any file in the system Creating alias to avoid scanning based by
filename
LINK Any file in the system Creating links to avoid scanning based by
filename
PACK* Every file in the system Compress the layers of the container
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CKaHepbl

We selected 3 open-source software and 3 cloud-based tools.

Tool Company  Customization* | Open- CNCF
source Project
Syft + Grype Anchore v v
DockerScout Docker
Trivy Trivy v v
Artifact registry | Google
Defender for Microsoft v
Cloud
Inspector Amazon

*. can scan every layer independently rather than the the squashed container

> Mmore resistant to obfuscation

44175



Pe3ynbTaTthbl nccnegoBaHUA

e He BCe 06dycKkaLmm oANHAKOBO NOJIE3HbI
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Pe3ynbTaTthbl nccnegoBaHUA

e He Bce 06¢yckaumMm 0ANHAKOBO NONE3HbI

o Kaxapblih N3 MHCTPYMEHTOB MOXHO 0OMaHyTb
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Pe3ynbTaTthbl nccnegoBaHUA

e He Bce 06¢ycKkaLnM O4NHAKOBO MOE3Hb
e KaxAbl 3 MHCTPYMEHTOB MOXHO OOMaHYTb

e KOMbBVHKpPOBaHVe MeTo40B 0b6dyckaunm paboTaeT sppekTnBHEE
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Pe3ynbTaTthbl nccneaoBaHuA

e He BCe 06dycKkaumm ogNHAKOBO MNOJIE3HbI
e KaxAblV 3 MHCTPYMEHTOB MOXHO OOMaHYTb
e KOMbBVHVpPOBaHVe MeTo40B 0b6dyckaunm paboTaeTt sppekTnBHEE

e Pa3Hble NMHCTPYMEHTbLI HaxXoAAT Pa3HOE KONMNYECTBO MNMNakKeToOB U yHBBI/IMOCTEIZ
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YTo npouncxoanT B "guKon npupoae"?

Mo 100 cambIx MonynsipHbIX 06pa3oB

e DockerHub Official
e DockerHub Bitnami
e DockerHub Verified
e DockerHub OSS

e Quay.io

e ECR

O6dyckauma NpUCyTCTByeT BO BCeX
reqgistry

> 10% KOHTEMHEepPOB NCMONb3YHOT
ob6¢yckaymto OC

~ 20% yctanasnmsatoT MO 6e3

MeHe )kepa NakeToB

> 50% mMoaMPUUMPYOT MHPOPMAaLUIO
06 yCTaHOBJ/IEHHbIX MakeTax

90% KoHTeHepoB Bitnami

ycTaHaBnueatoT 10 6e3 MmeHegkepa
NakeToB, HO COXPaHAKT MeTagaHHble
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94 RUN set -ex; \

95 \
96 # see note below about "#*.pyc" files
97 export PYTHONDONTWRITEBYTECODE=1; \
98 \
n p M IVI e p 99 dpkgArch="%$(dpkg --print-architecture)"; \
100 aptRepo="[ signed-by=/usr/local/share/keyrings/postgres.gpg.asc ] http://apt.p
101 case "$dpkgArch" in \
102 amd64 | armé4 | ppcédel) \
103  # arches officialy built by upstream
L Ka)K,D,aFI MHCprKL"Vlﬂ RUN B 104 echo "deb $aptRepo" > /etc/apt/sources.list.d/pgdg.list; \
105 apt-get update; \
. . 106 HHAY
Dockerfile co3gaéTr 107 .
108 # we're on an architecture upstream doesn't officially build for
OI'IO]'IHI/ITGﬂbeIVI Cno";l B KOHeL‘IHOM 109 # let's build binaries from their published source packages
!l 110 echo "deb-src $aptRepo" > /etc/apt/sources.list.d/pgdg.list; Y\
111 \
O6pa3e. PeKOMeHAyeTCﬂ Eg :avedﬂ.ptﬂark="${apt-mark showmanual)"; \
114 tempDir="4$(mktemp -d)"; \
onTMMM3nNpPoBaTb BbIMNMOJIHEHNE 115 cd "StempDir”; \
116 \
117 # create a temporary local APT repo to install from (so that dependency resolution
KOMa HA 118 apt-get update; \
119 apt-get install -y --no-install-recommends dpkg-dev; \
v 120 echo "deb [ trusted=yes ] file://$tempDir ./" > /etc/apt/sources.list.
® CflOl/l XpaHVIT TO”IDKO I/ICI'IOJ'IHHEMble 121 _update repo() { \
122 dpkg-scanpackages . > Packages; \
- 123 # work around the following APT issue by using "Acquire::GzipIndexes=false" (overr
(I)a I/U'I bl, HET Cﬂeﬂ,OB yCTaHOBneHHbIX 124 # Could not open file /var/lib/apt/lists/partial/ tmp tmp.O0DWLjpQfkE . Packages
125 = .
126 = E: Failed to fetch st : ~/1ib t/list tial/ t tmp.0DWLjpQfkE . Pack
NakeToB ANS NAEHTUOUKALNY 127 e ptget o Acauire: sGripIndexeectalse wpdates \
o 128 Fion
3aBYICMMOCTeN 129 _update._repo; \
131  # build .deb files from upstream's source packages (which are verified by apt-get)
Y 132 nproc="$(nproc)”; \
B O6pa3e yCTapeBLLIee I_IO C 133 export DEB_BUILD OPTIONS="nocheck parallel=Snproc”; \
134 # we have to build postgresqgl-common-dev first because postgresql-$PG MAJOR shares
yﬂ3BMMOCTﬂMM, KOTOpb|e CIO>KHO 135 apt-get build-dep -y postgresgl-common-dev; \
136 apt-get source --compile postgresgl-common-dev; \
137 _update_repo; \
OTC“eAVITb 138 apt-get build-dep -y "postgresql-$PG_MAJOR=$PG_VERSION"; \
139 apt-get source --compile "postgresql-$PG MAJOR=$PG VERSION"; Y\

140 N

Build POStgreSQL 18 Dockerfile 141 # we dnn't remnua APT liete here harance thev net re-douwnlnaded and rnmnwndS@%’75


https://github.com/docker-library/postgres/blob/master/18/trixie/Dockerfile

COBPEMEHHAR BHBMIOTEKA

* lI3BnekaroTca cnou, pansibl U MeTalaHHbIE @%HE[I] |
e BoccTaHoB/1eHe KOMaHA Devsecops‘la

* VITepaTVBHbLIN aHaNM3 $GalNIOB CN0EB

UTO MOXHO caenaThb:

IIEPBOE IIOJHOE H3IAHIE
* 3BneveHme URL-0B 1 3arpysok

. . o %
e AHaNM3 N3MEHEHHbIX N YAANEHHbIX PpariioB

* AHanms 6UHapHbIX GaIoB 13 MaKeToB., IITO Z['B,/]ATI)?

KOH(I)I/IFOB N MeTajaHHble

YTO HencnpaBMMO: RAWANIE M. IANEHEA K Ro

e Multi-stage

* ONTMM3VPOBAHHbIE 06pPas3bl

VEVEY

* BHewHMe 3arpy3kmn / cbopka ns NCXOLHOTO B. BENDA, LIBRAIRE-EDITEUR

Snocesseur de Richard Lesser

KO,CI,a . rs_s'r

https://github.com/kube-security/orca l 51/75


https://github.com/kube-security/orca

Caddy (example)

@ caddy 2.11.2_freebsd_armv7.pem

@ caddy_2.11.2 freebsd_armv7.sbom

Q@ caddy_2.11.2_freebsd_armv7.sbom.pem

@ caddy_2.11.2_freebsd_armv7.sbom.sig

@ caddy_2.11.2 freebsd_armv7.tar.gz

P caddy 2.11.2 freebsd_armv7.tar.gz.sig
Q@ caddy 2.11.2_linux_amd64.deb

@ caddy_2.11.2 linux_amd64.deb.pem
@ caddy 2.11.2_linux_amd64.deb.sig

@ caddy_2.11.2_linux_amd64.pem

@ caddy 2.11.2_linux_amdé4.sbom

@ caddy 2.11.2_linux_amd64.sbom.pem

Q@ caddy_2.11.2_linux_amd64.sbom.sig

 caddy_2.11.2_linux_amdé4.tar.gz

sha256:

sha256:

sha256:

sha256:

sha256:

sha2b6:

sha256:

sha256:

sha2b6:

sha256:

sha256:

sha2b6:

sha256:

sha256:

https://github.com/caddyserver/caddy

60064e2452777882c92a0402c6...

cT1949aabcdef08a49aa3a0258d..

66alcedb7T2dbBch10363ace2e..

47483Tb289739e9e9807d6T7ee...

8da77966h918b7542cadBh4e23..

1357c62c99a693cchelb665cO3..

4a8bbb57ae2b11b970d787 7bba...

e1337526406271fT3cbheba32be..

adb814cdde54T7efedbbbT42el..

6Tef9c3cB20bb9b26515TbTObb...

81d398e20daeedalichddchbicl.

1b605c4bdbdafedd2ec6d3bbb4..

ec2511fbacfbfad4016a01db73..

94391dfTefellf278acBT387ah86..

"$schema": "http://cyclonedx.org/schema/bom-1.6.schema.json",

"bomFormat”: "CycloneDX",
Lycrone
"specVersion": "1.6",

"serialNumber™”:
"version": 1,
"metadata": {=

I8

"components”: [

1.

"dependencies”:

{

"urn:uuid:74da506a-f119-4a26-98bb-254ad46c67ch”,

"ref": "pkg:golang/caddy@ve.0.8-20260305154154-fTb6ab8644f2?package-id=7103ae8073dasb7
“dependsOn": [
golang/cel.dev/expr@ve.25.17package-1id=2d567183bae6e6 8",
golang/cloud.google.com/go/auth/oauth2adapt@ve.2.87package-1id=136e073b5bc363a
golang/cloud.google.com/go/auth@ve. 18.17package-id=28a5db62d25d3ch3",
golang/cloud.google.com/go/compute/metadata@ve.9.07package-1d=949498eacd44dcc
golang/dario.cat/mergo@vl.0.27package-id=37de8b25eb99c3cf",
golang/Tilippo.io/bigmod@ve.1.0?package-id=4clb2efc411309fd",
golang/fTilippo.io/edwards25519@vl.2.07package-id=6553716963a9d0be",

"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:
"pkg:

golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.
golang/github.

com/alecthomas/chroma/v2@v2.23.17package-id=d6274c485abT6ae",
com/antlr4-go/antlr/v4@v4.13.1?package-id=00efcOb0Ob42e9d8",
com/aryann/difflib@ve.0.0-20210328193216-ff5ff6dc229b?package-1i
com/beorn7/perks@vl.0.1?package-id=2b3c7abalf680600",
com/burntsushi/toml@vl.6.07?package-id=dd2e0deed9n41533",
com/caddyserver/caddy/v2@v2.11.27package-id=9652c4cebf1d3094",
com/caddyserver/certmagic@v0.25.27package-id=T0b54454817d53d8",
com/caddyserver/zerossl@ve.1l.57package-id=2ac50245b85cfbd9",
com/ccoveille/go-safecast/v2@v2.0.07package-id=72e69b27e4f3120c
com/cenkalti/backoff/v5@v5.0.37package-id=0b81470Tf8b457fd",
com/cespare/xxhash/v2@v2.3.0%package-id=c5da5d9b8946f1c7",
com/chzyer/readline@vl.5.1?package-1d=776d2f9cb31a532b",
com/cloudflare/circl@vl.6.37package-id=652177a20d66b8dc",
com/coreos/go-oidc/v3@v3.17.07package-id=183fded134dde2c9”,
com/cpuguy83/go-md2man/v2@v2.0.77package-id=da67f4b37aefs5d82",
com/deruina/timberjack@vl.3.97package-id=8663bb127e09b7b2",
com/dlclark/regexp2@vl.11.5?package-id=c081e7254532b03e",
com/dustin/go-humanize@vl.0.1?package-id=48bd24cd212e9ed0”,
com/felixge/httpsnoop@vl.@.4?package-id=28179361436ee191",
com/Txamacker/cbor/v2@v2.9.07package-1id=afab448d574076e4",
com/go-chi/chi/v5@v5.2.57package-id=e6beed2c8bb4ac8a”,
com/go-jose/go-jose/v3@v3.0.4?package-id=ae6b41e8c8555dae”,
com/go-jose/go-jose/va@v4.1.3?package-id=4e0f15e59cc44cab”,
com/go-logr/logr@vl.4.37?package-id=9ab631af99a85c8b",
com/go-logr/stdr@vl.2.27package-id=6481ad7bcBb68444",
com/google/cel-go@ve.27. ﬂ?package—id=ea5469a578bbbd4§'2/75


https://github.com/caddyserver/caddy

Trivy (example)
v Assets 23
e KomnpomeHTauus

ocTvVAa @ bom.json 189 KB Apr 16, 2022

A y ) @ trivy_0.26.0_checksums.txt 1.79 KB Apr 16, 2022

* ImpOSter Commits (+ @ trivy_0.26.0_FreeBSD-32bit.tar.gz 14.9 MB Apr 16, 2022
badeatEd) @ trivy_0.26.0_FreeBSD-64bit.tar.gz 15.6 MB Apr 16, 2022

° Tag Poisoning @ trivy_0.26.0_Linux-32bit.deb 14.9 MB Apr 16, 2022
* .. D trivy_0.26.0_Linux-32bit.rpm 14.9 MB Apr 16, 2022
e PROFIT 11111 @ trivy_0.26.0_Linux-32bit.tar.gz 14.9 MB Apr 16, 2022
i SBOM-b @ trivy_0.26.0_Linux-64bit.deb 15.7 MB Apr 16, 2022
D trivy_0.26.0_Linux-64bit.rpm 15.6 MB Apr 16, 2022

NEpEBBINyCRancs @ trivy_0.26.0_Linux-64bit.tar.gz 15.6 MB Apr 16, 2022
@ trivy_0.26.0_Linux-ARM.deb 15 MB Apr 16, 2022

Trivy Security incident 2026-03-19 53/75


https://github.com/aquasecurity/trivy/discussions/10425

UYTo aenaTtb?

COBPEMEHHAR BKBMIOTEKA

COVUHERIA

DevSecOps'a

IIEPBOE IOJHOE H3IAHIE

YT0 ABJATH?
(FTMMOBAJIbHO)

RIOARIE M. JNOEMHEA H Ko

VEVEY

B. BENDA , LIBRAIRE- EDITEUR
Snocesseur de Richard Lesser
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[Toaxoabl

e VIHCTpymMeHTMpOBaTb YTUNNTbI AN $ cargo sbom
nony4yeHms SBOM'oB nog KaxkAabli

All/okpyxeHne/n T.4. --output-format <OUTPUT_FORMAT>

The SBOM output format.

e CobupaTb BCHO MHPOPMALNIO BO [default: spdx_json_2_3]
[possible values: spdx_json_2_3,
BpeMs COopKu cyclone_dx_json_1_4,

cyclone_dx_json_1_5,
cyclone_dx_json_1_6]

55/75
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https://crates.io/crates/cargo-sbom

in-toto

o ®dperiMBOpPK A/ obecrneyeHMs LeIoCTHOCTU 1 6e30MacHOCTM Lenoyek NocTaBok
nporpaMmMHoOro obecrneyeHus

e CywlHoCcTW/ITans.l
o Layout - nsiaH, ONUCbLIBaKOLLVK KTO, YTO 1 B KAKOM NOpsiAKe AO/KEH AenaTb
= |llarm (HanprMmep: KOMNUAAUUA, TeCTUPOBaHME, YyNakoBKa)
= KTO rMeeT NpaBo BbIMNOMHATL LWar (MpoBepka no Kan4yam)
o Link - PesynbTtaT pabotbl kaxgoro wara. MetagaHHsble, ¢ nHoopmaumein "4ro? Kto?
[ae? Koraga?"
o Artifacts - Bce yuactByrowme o6bekTbl: paisibl UCXO4HOMo KoAa, bBuHapHbIe ¢ainbl,
CKPUNThI U T.A.

o Verification - npoBepka KOppeKTHOCTM Bceu uenoyku (Link, Layout)

https://in-toto.io/ 56/75


https://in-toto.io/

Withess

e /IHCTpyMeHT 1 "pedepeHcHan" peannsaymsa naen 3aaoXKeHHbIX B in-toto
e ABTOMATMUECKMN PUKCUpPYeET MPoncxosLiee

e YMeeT B nognunckb yepes Sigstore

e [lpoBepka yepes nonntmkm OPA Rego

e IHTerpauynn c CI (Gitlab CI, GitHub Action)

e CNCF -> Graduated maturity level on February 10, 2025

https://github.com/in-toto/witness 57/75


https://gitlab.com/testifysec/cicd-components
https://github.com/marketplace/actions/witness-run
https://github.com/in-toto/witness

SBOMit
<4

'ﬁ E* SBOMlt = SBOM + in-tOtO (A kitchen camera ggj records every step of baking the pie.)

Collect .link Files

Gather all in-toto attestations
from your build pipeline

Extract File Artifacts
Parse materials and
products with SHA256

SBOM

A
Classify Crate & Build Output |~‘,

Use path patterns to infer
source = build relationships

Create SPDX Package
and File Objects

Annotate components and
artifacts with SPDX metadata

>

1/ Verifiable SBOM

G

& in-toto Attestations —

SPDX Relationships

Define how files relate to pakages
and the build doc

Assemble SPDX SBOM

Build JSON object following
SPDX 2.3 format

EAGHADRORLAC)

SBOMIt specs, Your SBOM Is Lying To You - Let's Make It Honest 58/75


https://sbomit.dev/
https://www.youtube.com/watch?v=4ZsdNUJyZXU

Witness (npumep)

$ openssl genpkey -algorithm ed25519 \
-outform PEM -out testkey.pem
$ openssl pkey -in testkey.pem
-pubout > testpub.pem

$ ./hello
Hello, world!

$ ./hello -r
olleH, dlrow!

$ ./witness run --step build -o test-att.json \

-a slsa --attestor-slsa-export -- go build -o=hello
NFO Using config file: .witness.yaml
INFO Starting prematerial attestors stage...
INFO Completed prematerial attestors stage...
INFO Starting material attestors stage...

INFO Starting material attestor...
INFO Finished material attestor... (0.045958436s)

INFO Completed material attestors stage...

INFO Starting execute attestors stage...

INFO Starting command-run attestor...

INFO Finished command-run attestor... (0.154249335s)
INFO Completed execute attestors stage...

INFO Starting product attestors stage...

INFO Starting product attestor...

INFO Finished product attestor... (0.04668069s)
INFO Completed product attestors stage...

INFO Starting postproduct attestors stage...
INFO Starting slsa attestor...

WARNING No build system attestor invoked. Consider using
github, gitlab, jenkins, or aws-codebuild attestors
(if appropriate) to enrich your SLSA provenance
INFO Finished slsa attestor... (3.3812e-05s)
INFO Completed postproduct attestors stage...
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Withess (attestations)

$ cat test-att.json | jg -r .payload | base64 -d | jq

" _type": "https://in-toto.io/Statement/v0.1",
"subject": [

"name": "https://witness.dev/attestations/product/ve.1/file:hello",
"digest": {

"sha256": "610a...db5d"
}

3
1)

"predicate": {
"name": "build",
"attestations": [
{
"type": "https://witness.dev/attestations/material/ve.1",
"attestation": {
"hello.go": {
"sha256": "b7cl...d7c2" <------
3
}
"starttime": "2026-04-15T11:53:09.5024198+03:00",

"endtime": "2026-04-15T11:53:09.548351286+03:00"
iy

"type": "https://witness.dev/attestations/command-run/ve.
"attestation": {
Ilcmdll: [
llgoll,
"build",
"-o=hello", <------
lllll
1)
"exitcode": 0
3
"starttime": "2026-04-15T11:53:09.548460406+03:00",
"endtime": "2026-04-15T11:53:09.702696757+03:00"
"type": "https://witness.dev/attestations/product/ve.1",
"attestation": {
"hello": {
"mime_type": "application/x-executable",
"digest":
"sha256": "610a...db5d" <------
}
3
3
"starttime": "2026-04-15T11:53:09.702845379+03:00",
"endtime": "2026-04-15T11:53:09.749521921+03:00"
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Witness (Policy)

$ ./witness sign -f policy.json --signer-file-key-path \
testkey.pem --outfile policy-signed.json

$ ./witness verify -f hello -a test-att.json \
-p policy-signed.json -k testpub.pem

INFO Using config file: .witness.yaml
INFO Starting verify attestors stage...
INFO Starting policyverify attestor...
INFO policy signature verified
INFO Completed verify attestors stage...
ERROR failed to verify policy: attestors failed with error
messages attestor policyverify failed:
failed to verify policy:

policy expired on 2023-12-31 01:01:01 +0300 MSK

# change "expires"

$ ./witness sign -f policy.json --signer-file-key-path \
testkey.pem --outfile policy-signed.json

$ ./witness verify -f hello -a test-att.json \
-p policy-signed.json -k testpub.pem
INFO Using config file: .witness.yaml
INFO Starting verify attestors stage...
INFO Starting policyverify attestor...
INFO policy signature verified
INFO Finished policyverify attestor... (0.000669996s)
INFO Completed verify attestors stage...
INFO Verification succeeded

$ cat policy.json

{

"expires": "2026-12-31T00:00:00-06:00", <------
"steps": {
"build": {
"name": "build",
"attestations": [
{

Iy

}

"type": "https://witness.dev/attestations/material/v0.1",

"regopolicies": []

"type": "https://witness.dev/attestations/command-run/ve.1",

"regopolicies": []

"type": "https://witness.dev/attestations/product/ve.1",
"regopolicies": []
}
1

"functionaries": [

"publickeyid": "f27f...603c"

3
]

"publickeys": {
"F27f...603c": {

}

}

"keyid": "f27f...603c",
"key": "LSOt...LQo="
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SBOMit

$ sbomit generate test-att.json --catalog syft \

--project-dir ../witness/demo/ > syft.sbom.json

$ grype sbom:syft.sbom.json -o table \

--sort-by severity | grep

NAME

stdlib
stdlib
stdlib
stdlib
stdlib
stdlib
stdlib
stdlib

FIXED
1.24.13,
1.24.12,
*1,25.8,
1.24.11,
*1,25.09,
1.25.9,

*1,25.09,
1.25.9,

IN

*1.25.6
1.26.1
*1.25.5
1.26.2
*1.26.2
1.26.2
*1.26.2

*1.25.7

VULNERABILITY

CVE-2025-68121
CVE-2025-61726
CVE-2026-25679
CVE-2025-61729
CVE-2026-27140
CVE-2026-27140
CVE-2026-32283
CVE-2026-32283

-v "Negligible"

SEVERITY
Critical
High
High
High
High
High
High
High

"spdxVersion": "SPDX-2.3",
"datalLicense": "CC0-1.0",
"SPDXID": "SPDXRef-DOCUMENT",
"name": "../witness/demo/",

"documentNamespace": "https://spdx.org/spdxdocs/",

"creationInfo": {
"licenselListVersion": "3.20",
"creators": [

"Tool: protobom-v0.2.0",
"Tool: syft-1.42.4",
"Tool: sbomit-0.0.1"

1,
"created": "2026-04-22T14:02:40Z2"

iy

"packages": [
{
"fileName": "hello.go",
"SPDXID": "SPDXRef-File-hello.go",

"checksums": [

"algorithm": "SHA256",
"checksumvalue": "b7ci1...d7c2"

}
1,

"copyrightText": "NONE"
I
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SLSA

e PperiMBOPK, ONKVCbIBAKOLLWIA YPOBHM
3penocTu ansa 6e30MacHOCTU LEenoYkm

MOCTaBKWU

* YPOBHW

©)

https://slsa.dev

Level 1 - cbopka aBTOMaTM3POBaHa
(Witness)

Level 2 - AoKa3aTeNbCTBO MPOVCXOXAEHUS
(provenance) (Witness + SBOMit + cosign)

Level 3 - provenance + napameTpbl
c6bopkM 1 n3onrpoBaHHasa cpeaa (Witness
+ SBOMit + cosign)

Level 4* - BocnpowsBoavmasn coopka +
[,Ba HE3aBUCUMBbIX NOAMMCAHTA

$ cat test-att.json-slsa.json | jq

{

-r .payload | base64 -d | jq

"_type": "https://in-toto.io/Statement/v0.1",
"subject": [
{
"name": "file:hello",
"digest": {
"sha256" :
}
}

1
"predicateType":

"predicate": {
"build_definition": {
"build_type": "https://witness.dev/slsa-build@ve.1",
"external_parameters": {
"command": "go build -o=hello ."

I
"internal_parameters": {},
"resolved_dependencies": [

"610a...db5d"

"https://slsa.dev/provenance/v1.0",

"name": "hello.go",
"digest": {

"sha256": "b7c1...d7c2" <--mm -
}

by
]
+
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https://slsa.dev/

SBOMit (UTtorn)

Attacker compromises VCS Testing failed or testing | Attacker hacks | SBOMs miss SBOMs are
and inserts malicious code process is missing the compiler information forged

SBOMs ) 4 X X X X

Signed

SBOMs X X X X
SBOMit . 3 % %
Phase 1 *Depending on in-toto setup *Depending on in-toto setup

SBOMit / i

Phase 2 X
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A MOXXHO nonpotue (no>Xkanymncra)?
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sbom-checker {

"bom-ref": "pkg:deb/debian/netbase@6.4?arch=all&distro=debian-12.11",

- i “type": "library”,
(perynatopukKa in action) yper: b
"name": "Marco d'Itri =md@linux.it="
}l
"name": "nethase",
e sbom-updater "version": "6.4",
"licenses": [
A {
o no6basneHue nonen NA n ®b "license": {
"id": "GPL-2.0-only"
© yKasaHue NCTOYHWKa 3aBNCUMOCTU }
}
]l
e sbom-checker "purl": "pkg:deb/debian/netbase@6.4?arch=all&distro=debian-12.11",
"properties": [
[-
© MpoBepKa penosntTopumd 1,
3aBUCUMOCTU s
' {
o nposepka koppekTHocT SBOM'a "name": "GOST:attack surface",
o "value": "no"
3dBNCMOCTEN },
{
o npoBepKa KOPPEKTHOCTU SBOM'a "name": "GOST:security function®,
o "value": "no"
0bpa3oB KOHTeVIHepOoB }
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https://gitlab.community.ispras.ru/sdl-tools/sbom-checker

Caenanm cam

e KOMBVHMPOBaHME NHCTPYMEHTOB

e HanncaHme MHCTPYMEHTOB O.A. Hukonoropekas

J1.N. Mapkyc

usnBEqMBAET

"image": "registry/luntry/3dparty/redis:7.2.11-distroless", Nogmcian E

"timestamp": "2026-03-12T01:54:40.123376+03:00", s M 3An
"image_layer_hash": "GOST R 34.11-2012 g:ﬂ?nﬂpuu HET
(/tmp/tmp.wZUOkv8YJb) = $256:246F...e924", icr
"components": [ i 5y PEMH A
{ 90 o |
» ' £
o i

* CKpuNTbl 1 NpoYmne "KocTblin"

"path": "/usr/1ib/x86_64-1inux-gnu/libc_malloc_debug.so.0", ‘
"hash": "s256:ae87...732e3", |
"timestamp": "2026-03-12T01:54:40.137476+03:00" ey

E{}: 4 N
"path": "/usr/1ib/x86_64-1inux-gnu/libdl.so0.2",
"hash": "s256:8b24...7ed19",
"timestamp": "2026-03-12T01:54:40.141897+03:00"
3 ;
{
"path": "/usr/1ib/x86_64-1inux-gnu/libssl.so0.3",
"hash": "s256:dce4...02057",
"timestamp": "2026-03-12T01:54:40.155545+03:00"
3 ;
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BMecTo 3aK/1loUeHuns

e SBOM 3710 HenpocTo

CTpaI.I.lHO, O4YeHb CTpall.lHO! v

Mbl He 3HaeM YTO 3TO TaKoe, ecnu
Obl Mbl 3HAJIN 4TO 3TO TaKoe,
Mbl HEe 3HaeM YTO 3TO Takoe!

o ! 74 » A

-
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BMecTo 3aK/1loUeHuns

e SBOM 3710 HenpocTo

e [MpaBunbHbI SBOM eLLé cnoxHew

CTpaI.I.lHO, O4YeHb CTpall.lHO! v

Mbl He 3HaeM YTO 3TO TaKoe, ecnu
Obl Mbl 3HAJIN 4TO 3TO TaKoe,
Mbl HEe 3HaeM YTO 3TO Takoe!

v;_m U REY T pr_—
. : A » - L

-
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BMecTo 3aK/1loUeHuns

e SBOM 3710 HenpocTo
e [MpaBunbHbI SBOM eLLé cnoxHew

* [/136aBnsiemMcs OT HEN3BECTHOCTU BCEMM
LOCTYMHbIMUY cCnocobamm

CTpaI.I.IHO, O4YeHb CTpal.l.lHO! v

Mbl He 3HaeM YTO 3TO TaKoe, ecnu
Obl Mbl 3HAJIN 4TO 3TO TaKoe,
Mbl HEe 3HaeM YTO 3TO Takoe!

-
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BMecTo 3aK/1loUeHuns

e SBOM 3710 HenpocTo
e [MpaBunbHbI SBOM eLLé cnoxHew

* [/136aBnsiemMcs OT HEN3BECTHOCTU BCEMM
LOCTYMHbIMUY cCnocobamm

e [loBepsu, HO NpoBepsan

CTpalwHo, o4YeHb CTpalHo! N
MbI He 3HaeM YTO 3TO Takoe, ecnu P
Obl Mbl 3HaNU 4TO 3TO TaKoe,
Mbl He 3HaeM YTo 3To Takoe!

-
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BMecTo 3aK/1loUeHuns

e SBOM 3710 HenpocTo
e [MpaBunbHbI SBOM eLLé cnoxHew

* [/136aBnsiemMcs OT HEN3BECTHOCTU BCEMM
LOCTYMHbIMUY cCnocobamm

e [loBepsu, HO NpoBepsan
e [Toaxoabl Ha 6a3e "cTaTuKN" NO3BONAOT
3aLUNTUTBLCA TO/IbKO OT 1€TMMTUMHOIO

MoO/1Ib30BaATe/1A, HO HEe ABAATCHA HUKAKOW
nomMexow ANA BPeAOHOCHOro

CTpalwHo, 0O4YeHb CTpaluHo! v

Mbl He 3HaeM YTO 3TO TaKoe, ecnu
Obl Mbl 3HAJIN 4TO 3TO TaKoe,
Mbl HEe 3HaeM YTO 3TO Takoe!

@ ’ : !

-
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BMecTo 3aK/1loUeHuns

e SBOM 3710 HenpocTo
e [MpaBunbHbI SBOM eLLé cnoxHew

* /I36aBnsaemcsi OT HEVU3BECTHOCTUN BCEMU
LOCTYMHbIMUY cCnocobamm

e [loBepsu, HO NpoBepsan

e [Toaxoabl Ha 6a3e "cTaTuKN" NO3BONAOT
3aLNTUTBCA TONBKO OT JIETMTUMHOTO

MoO/1Ib30BaATe/1A, HO HEe ABAATCHA HUKAKOW
nomMexow ANA BPeAOHOCHOro

e [lenasi cTaTuky He 3abbiBaiTe 0 AVHAMMKE

CTpalwHo, 0O4YeHb CTpaluHo! v

Mbl He 3HaeM YTO 3TO TaKoe, ecnu
Obl Mbl 3HAJIN 4TO 3TO TaKoe,
Mbl HEe 3HaeM YTO 3TO Takoe!

@ ’ : !

-
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© LUNTRY

Cnacmnbo 3a BHMMMaHue!

site: luntry.ru
tg: @rusdacent

channel: @tech bOlt Genona
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https://luntry.ru/
https://t.me/rusdacent
https://t.me/tech_b0lt_Genona
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