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« Kakume 6bIBAIOT Yroo3bl B KOHTEMHEePOX
+ Distroless o6pasbl

« XadpaoeHWHr

 [punmep

- BbiBOObI
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Kaknme 6biBAOT
VIPO3bl
B KOHTeHepax



CVE noBcoaoy

« YA3BMMOCTU B 6A30BbIX O6PA30X
 YA3BMMOCTU B SCBNCUMOCTSAX MPUJTONKEHUNA
* YA3BMMOCTU B NAKeTax XxocToBbiX OC

* YA3BMMMOCTWM B d0pe

* YA3BMMOCTU B KOMIMOHEeHTAX K8s

« ELLle KaKkme-TO YA3BMMOCTW...

o D e

S——

ot -
Pnflip.com =
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Bad Pods

« HekoppeKkTHO CKOHJOUNYPMPOBOHHbDbIE
MaHUnNdoecTbl OJ19 HArpy3oK
VX akcnnyaTtauma MOXKeT NnpmBecTU

K noBbliLLUEeHWIO FIIC)VIBVIJ'IeI'VII‘/JI

AN RNARNNMN
[PRIVILEGED ] [ HOSTPID ] (HUSTNETWURK] ( HOSTIPC J [ HOSTPATH J
MW 1T UV
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Bad Pods - Privileged

« Privileged == ALL capabilities

« MOHTNpPOBAHME XOCTOBOWN
cuncTeMbl

« [lo6er ns KoHTenmHepda yepes
cgroups

« Mob6er uepes passriyHble user

mode helpers

apiVersion: vl
kind: Pod
metadata:
name: priv-exec-pod
labels:
app: pentest
spec:
containers:
- name: priv-pod
image: ubuntu
securityContext:
privileged: true
command: [ "/bin/sh", "-c", "--"]

args: [ "while true; do sleep 30; done;" |
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Bad Pods - hostPID

« BunaHO Bce npoLueccbl XocTd

- BupgHo Bce coannoBblie
OecKpunTopbl

« MoXHO cobunpaAaTb NAPOIIN,
KJTHOU, TOKEHbI N T.O, C YYNKNX
KOHTeHepoB

v NpocTo YOUTb YYyNKOA

npouecc (KoHTenHep)

apiVersion: vl

kind: Pod

metadata:
name: priv-exec-pod
labels:

app: pentest

spec:
hostPID: true
containers:
- name: priv-pod
image: ubuntu
command: [ "/bin/sh", "-c", "--" ]

args: [ "while true; do sleep 30; done;" |
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RBAC

- PoneBaa monerib B K8s

« VHoroa 6biBAOT N3SIVLLHME

| RoleBinding salme-pods |——————

npaBd |
E Hole pod-read-create
« VHorpa odroT pa3peLueHsa, | | |
*  He 3HASA X SHOYEeHU _Jr:: Pod list get create
e Kadk cliegcTtBuMe — noBblLLeHNE Subjects APl Resources Operations

(Verbs)
npuBUIIermi 1 30xXBAT

namespace (esi

p MbixX . KOHP'25
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Service Account

K8s Cluster /7
( RClus'rer‘ Hausmmole )—»ﬁ;sterRoleBmdmg
esources

Namespace \

| ServiceAccount

Namespace

Resources P nding || Token |
7 A |
RoleBinding
External
Applications
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Kubernetes Network

names, pace

Conta ner i

« Mo ymMmonuyaHumo ceTb NMNJTOCKASA

Pod 2 Nemorl@
namespace rod

« Konkabit MOXKeT XoaonTb

K KONKOOMY

_____________

- hostNetwork paetr poctyn ... {3 $ ___________

KceTtTm XOCTd L

Vi I
@]
Root Network Namespace @
eth0

node
Container-to-Container & Pod-to-Pod Networking Node 1
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Distroless o6pa3bl



Distroless images

J[1oc/1oBHO nepeBoanNTCA
KOK «6e3 amMcTpmnoyTmea»
N3 o06pa3a BbinMJIIMBAIOTCH
BCe HEHYXKHble OHOPU

n 6noérimoTexkn

B nTore nonyvaem o6pas
B KOTOPOM €CTb YCJIOBHO

«OOVNH ONHAPb»

Regular base image "Distroless" base image

container container
/ /
|__ b I-- S
| -- boot |-- etc
c Se= tm
| -- tmp i
sh | -- usr
‘== var

$ docker exec -it sh £ s 777
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Distroless npvmepbli

Google distroless
Chainguard

Camonuc

Regular Slimmed Image

Application Binary
(e.g.: jar file in case of Java)

Dependencies
(Optional)

+

Runtime
(e.g.: JRE, Python)

‘Additional Runtime Tools

Base Operating System
(Required to run application)

Additional Operating System
Tools & Binaries

Application Binary
(e.g.: jar file in case of Java)

Dependencies
(Optional)

+

The runtime is dedicated to the binary file
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A He 3Ha PHP ¢
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A He 3Ha PHP ¢

Hanuwwm HeBonblwoe Beb npunoxeHue Ha PHP, koTopoe 6yaeT yaszsuMo K Command injection.

MpunoxeHne noxoxe Ha "Websites Tester Service", HO C yI3BMMOCTBIO

$l Xo4y 3anyCTUTb 3TO NPUNOXEHUe B O0Kep KoHTelHepe. Hanuwwu ansa Hero dockerfile

Hanuww aTo npunoXxeHue ¢ ucnonb3oBaHmem ¢penmaopka Laravel
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A He 3HAO PHP

« BwuTtore s nosiyyms BOT 9TO

[ ] @ Website Tester Service x o+ -
PHP-VULN-LARAVEL
€« @ @ localhost:8080/ping?host=conf.phpyh.ru Bk oD A > app
> bo rap
a8 3 Luntry

» config
» database

> public

ite Tester Service (

Enter domain or IP (e.g., 8.8.8.8)

storage
Result for: conf. phpyh. ru > tasts

PING conf.phpyh.ru (51.250.12,131) 56(84) bytes of data. vendor

64 bytes from 51.250.12.131: icmp_seq=1 tt1=63 time=44.7 ms
64 bytes from 51.250.12.131: icmp_seq=2 ttl=63 tim .0 ms

.editorconfig
en

.env.example

——— conf.phpyh.ru ping statistics —
2 packets transmitted, 2 received, 8% packet loss, time 1002ms
rtt min/avg/max/mdev = 44.732/47.356/49.980/2.624 ms

.gitattributes
.gitignore

a
composer.json
! This is a vulnerable demo application. Do not deploy in production. composer.lock

Dockerfile

package.json

phpunit.xmi

o MbiX . KOHP'25




PingController

- OeTyT ya3BMMOCTb?

<?php

namespace App\Http\Controllers;

use Illuminate\Http\Request;

class PingController extends Controller

{

public function index()

i
}

return view('ping');

public function ping(Request $request)

{

$host = $request->query( 'host');
$output = '';

if ($host) {
$command = "ping -c 2 " . $host;

$output = shell_exec($command);

i

return view('ping', compact('output', 'host'));

MbixX . KOHP'25



00

PingController

- Fpe TyT YA3BMMOCTbL?

<?php

namespace App\Http\Controllers;

use Illuminate\Http\Request;
° HeT Cbl/lﬂprC(Llll/"/l BBOOC class PingController extends Controller
{
ublic function index()
nosib3oBaTend y
return view('ping');
« BecCb VIHMYT NpPOCTO }
public function ping(Request $request)
nepenadeTtcsd B shell_exec {
$host = $request->query( 'host');
$output = '';
if ($host) {
$command = "ping -c 2 " . $host;
$output = shell_exec($command);
b
return view('ping', compact('output', 'host'));
}

MbixX . KOHP'25



PingController

- OeTyT ya3BMMOCTb?

® > @ Website Tester Service X o+ 5

« C O localhost:8080/ping?host=conf.phpyh.ru+%3B+cat+%2Fetc%2Fpasswd B GE O M

O Luntry

oo
8o

e HeT domnbTpCaumm BBOOO

MNoJ1b30OBATEJIHA Enter domainor P (69, 888.)

° Ber VIHI—IyT HDOCTO Result for: conf.phpyh.ru ; cat /etc/passwd

PING conf.phpyh.ru (51.250.12.131) 56(84) bytes of data.
64 bytes from 51.250.12.131: icmp_seq=1 tt1=63 time=47.4 ms
I II X 64 bytes from 51.250.12.13 icmp_seq=2 tt1=63 time=50.9 ms
I f L — --- conf.phpyh.ru ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1004ms

rtt min/avg/max/mdev = 47.431/49.156/50.882/1.725 ms

« B nnrtore MOXNKHO BbIMNOJIHATb S st sl bt s I PR
bi in:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync 65534:sync:/bin:/bin/sync

NPON3BOJSIbHbIV KOL

I This is a vulnerable demo application. Do not deploy in production

MbixX . KOHP'25



OOGbIYHbIV 6030BbIV O6PAS3

MNMpunnoxxeHme 3anyLleHo
Ha 6a3se php:8.3-fpm

FROM php:8.3-fpm

RUN apt-get update && apt-get install -y \
unzip zip git curl libzip-dev libonig-dev \
&& docker-php-ext-install pdo pdo_mysql zip

p MbixX . KOHP'25



HaumHaem npmcendTb

¢ |/|CFIOJ'Ib3yeM distroless FROM cgr.dev/chainguard/php:latest-dev AS build
oT chainguard WORKDIR /app
« IIna Hauvaond HYNKeH RUN composer install --no-interaction --prefer-dist \

&& cp .env.example .env || true \

composer, UTOODI noaTAHYTb && php artisan key:generate || true
3AaBNCMMMOCTIU
« [MoprorTaBriBaeM NPoeKT

K 3anyCcK

P MbixX . KOHP'25



NoknabiBOeM POHTAONM

| Current Layer Contents

4 ermission UID:GI Size Filetree
« WVcnonb3yem distroless Irwxrxr - o:
0: apache2
. - 0: L— httpd.conf.bak
oT chainguard pna paHTanma 0: php
Hrwxr-xr-x 0: conf.d
rW=r=-r-- 0: 10—t':ur‘l.ir.1'1.

« B HeM Hn4ero HeT Kpome o: to-tconv. int
rw-r--r-- 0: 10-openssl.inti
rw-r--r-- 0: 10-sodium. inti
rw-r--r-- 0: 20-mbstring. inti

6V|quﬂ php rw-r--r-- 0: 20-mysqglnd. ini
rw-r--r-- 0: 20-pdo.inti
rw-r--r-- 0: 20-pdo_sqlite.ini
. . rW=r==r-- 0: 30-pdo_mysql.inti
FROM cgr.dev/chainguard/php:latest-fpm AS runtime Fu-r--r-- 0: 30-phar. ini
rw-r--r-- 0: php-fpm.conf
FWXr=-xr-x 0: php-fpm.d
WORKDIR /app rw-r--r-- 0: www . conf
i H H =r=-r-- : -apko. f
COPY ./nping /usr/bin/nping 5 ohp. it
rwXr-xr-x 0:
rWXr-xr-x 0: bin
EXPOSE 9000 FWXFWX WX 0: E phar - phar.phar
rwXr-xr-x 0: phar.phar
rwXr-xr-x 0: php
CMD ["php-fpm"] rwxr-xr-x 0: : php-fpm

MbixX . KOHP'25



dokmnabiBAaemM Nginx

Joo6aBmM hginx a4

cepBUHIrd

FROM cgr.dev/chainguard/nginx AS nginx
WORKDIR /app

EXPOSE 8080

p MbixX . KOHP'25



Co6opKka rortoed

FROM cgr.dev/chainguard/php:latest-dev AS build
WORKDIR /app

RUN composer install --no-interaction --prefer-dist \

« [Monyuyaem TAKVYIO
Mmultistage c6opky

&& cp .env.example .env || true \

&& php artisan key:generate || true

FROM cgr.dev/chainguard/php:latest-fpm AS runtime
WORKDIR /app

COPY ./nping /usr/bin/nping

EXPOSE 9000

CMD ["php-fpm"]

FROM cgr.dev/chainguard/nginx AS nginx

WORKDIR /app

EXPOSE 8080
MbixX . KOHP'25



Vicnonb3dyemM compose

« 3adnyckaem vepes docker services:
app:
build:
Compose context: .

target: runtime
restart: unless—stopped
working_dir: /app

volumes:
- ./app:/app
nginx:
build:
context: .

target: nginx
restart: unless—stopped
ports:
— 8080:8080
volumes:
- ./app:/app
- ./nginx.conf:/etc/nginx/nginx.conf

MbixX . KOHP'25



Heb34a TAK MPOCTO B3ATDb..
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[TOTOMY UTO BOT TAK

ece Laravel X+
<« c @ localhost:8080/ping?host=conf.phpyh.ru

B [ Luntry

© Internal Server Error

ErrorException
GET localhost:8080

shell_exec(): Unable to execute 'ping -c¢ 2 conf.phpyh.ru' PHPS4 12 el 12193

Expand vendor frames app/Http/Controllers/PingController.php : 21

:Jri]/Http/ControIIers/ngContro\\er.php:21 16 $host = $request—squery(‘host');
17 $output = '*;
47 vendor frames 18
public/index.php: 20 19 if ($host) {
20 $command = "ping -c 2 " . $host;
21 Soutput = shell_exec($command);
22 }

23
21 et iolliii onoliiioiio s nb|x . KOH¢’25



KAK 6blJ10

- Ping Bbi3biBaOSICA Yepes

<?php

She" exeC namespace App\Http\Controllers;

use Illuminate\Http\Request;
° TO eCTb ,EI,CU'IbLIJe class PingController extends Controller
{

OH NnepenaBasicsd /bin/sh ;{)ublic function index()
return view('ping');

- Ho Tenepb /bin/sh HeT '

public function ping(Request $request)

i
$host = $request->query('host');
$output = '';
if ($host) {
$command = "ping -c 2 " . $host;
$output = shell_exec($command);
return view('ping', compact('output', 'host'));
}

MbixX . KOHP'25



KAk cTasio

« 3ameHsaeM shell_exec
HO proc_open

« Tenepb Bbi3bIBOAETCHA
KOHKPEeTHbIN BHAPDb

« B obpaze HeT Hn4ero
JILLHero

« NMoTOMY YUTO MO OpyromMmy

HNKOK =)

private function runNping(array $args): string

{

$cmd = array_merge(['/usr/bin/nping'], $args);

$descriptorspec

O => ['pipe', 'r'
1 = ['pipe’ w'
2 => ['pipe’ w'
1;
$process = proc_open($cmd, $descriptorspec, $pipes);

if (!is_resource($process)) {

throw new Runtim

}

Exception("Try again start nping");

p MbixX . KOHP'25
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A UTO CO CTOpPOHbI K8s?

» Talse
: false
: false

: RuntimeDefault
¢ true

1 10001

: 10001

¢ 20001

: false

- - app
! ger.io/distroless/static@sha256:pyhconf
: Always

: runtime/default

: false
: true

‘contailner_t"

- : tmp
: /tmp
: false
- : config
: /app/config
! true

MbixX . KOHP'25



U

ernetes securityCon

ex

Kubernetes: Seeurity Bontexts

Pod-level

pod.yam|

apiVersion: v1
kind: Pod
metadata:
name: mypod
spec:
securityContext:
runAsUser: 1000
£sGroup: 2000
containers:
- name: container] ¢———|
image: nginx

- name: container? ¢
image: busybox

Pod-level + Container-level
pod.yam|

apiVersion: vl

kind: Pod

metadata:
name: mypod

spec:

pod=lever—=> securityContext:
runAsUser: 1000

containers:

- name: my-containe:
image: my~image
container-level--->securityContext:

runAsUser: 2000

settings override
pod-level settings

Container-level

pod.yam|

apiVersion: v
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: container
image: nginx
securityContext:

runAsUser: 1000 apply to the

the settings are

inherited by - name: container? individval container
all the containers image: busybox
within:that pod securityContext:

runAsUser: 2000

Container-level: capabilities

pod.yam| )(i-lavel: capabilities
apiVersion: v1
kind: Pod
metadata:
name: mypod
spec:

containers:

- name: my-container
image: my-image
securityContext:

capabilities:
add: ["NET-ADMIN']

container-level

capabilities can only

be specified at the
container-level

MbixX . KOHP'25



Network Policy

Cyber attack

—— % o5

Cluster i
NetworkPolicy - block
internet traffic v
Namespace: default Namespace: test
app compromised
app compromised
:2:0-
£ 6. el
| —
App 1 & e
netpol
- ) Test app
e X NetworkPolicy
App 2 allow traffic to app 1
block traffic to app 2
from namespace: test

MbixX . KOHP'25



Network Policy - npunmep

00

: NetworkPolicy
: networking.k8s.10/v1l

: api-allow

: bookstore
:apt

: bookstore

p MbixX . KOHP'25



BbiBOObl

« MOXKHO NMcaTb 6e30rNacHbIA KOO, HO BCcerad ectb
yesfioBeyeckmii oakTop

« Distroless - xopoLuni crnoco6 caefndTb O6pA3bl

« s 3anycka PHP npunoxxeHmnm nerkumMmm mn 6e3orncacHbIiMm

« Kubernetes - OAET LLNPOKNE BOSMONKHOCTU

019 6e30rncacHOM KOHOUrypaLmm HArpy3oK

P MbixX . KOHP'25



Cnacum60 3ad BHUMAHUe!
[NMoxKAIyYMNCTd, OCTOBbTE

Ceprem KaHmnoop
Luntry

NMyTeBOOUTESIb NO 6€30MNMACHOCTIU
KoHTenHepoB aona PHP-
PA3PABOTUMNKOB

4 ©@rObinak

M sk@luntry.ru
habr  @rObinak

NMbix . KOHCcO
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