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KoMy noneseH goknag

NMnatpopmeHHbIM NHXXeHepaMm

KOTOpble YyNpaBnsaT roToM U3 MHOXXECTBA KNacTepOoB M XOTAT eAuHble NpaBuia BMECTO PyYHON HACTPOWKN KaXaoro

DevSecOps-komaHpam

KOTOpble BHEAPAT NOMNTUKN 6€30MacCHOCTU U XOTAT LIEHTPann3oBaHHbIN KOHTPOsb ¢ ayauT-trail yepes Git

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]



BEIKOH™*

MPOBJIEMA

KOH®EPEHLNA MO BE3ONACHOCTU KOHTEMHEPOB M KOHTEVMHEPHbLIX CPE[



Xun3Hb 0e3 ueHTpanusaymm

Y Kaxxpon KomaHabl — cBOM nNonuTtuku. Unu ux Het BooOLLe.

KOH®EPEHLMA MO BEE3ONACHOCTU KOHTEMHEPOB 1 KOHTEMHEPHbIX CPE[



Xun3Hb 0e3 ueHTpanusaymm

Y Kaxxgow KoMmaHObl — CBOU NONUTUKU. UnNu nx HeT BooOLLe.

~ )
HoBbIn knacrep

KTo-TO Bpy4Hyto ctaBut Gatekeeper,
KTO-TO 3abbiBaeT. OAnH 1 TOT Xe

KOHTYP HacTPOEH Mo-pasHOMY.
g J

PacxoxaeHune KoHcpurypaumm

OauH knacTep 3alUunLLEH, OPYron
— HEeT. Y3HaéM 06 aToM

cry4anHo.




Xun3Hb 0e3 ueHTpanusaymm

Y Kaxxgow KoMmaHObl — CBOU NONUTUKU. UnNu nx HeT BooOLLe.

-

N
HoBbIn knacrep AyauTt — pa3s B KBapTarn
KTo-To Bpy4Hyto cTaBut Gatekeeper, «Pa3bepémcs nepen NnpoBepPKOMn».
KTO-TO 3abbiBaeT. OguH 1 TOT Xe Mexzay npoBepkaMu — crienasi 3oHa.
KOHTYP HaCTPOEH MO-pa3HOMY.
\_ J L

PacxoxaeHune KoHcpurypaumm

OauH knacTep 3alUunLLEH, OPYron

— HeT. Y3Haém 00 aTom

cry4anHo.

Compliance-fails

AyonTop NpuxXoauT — U KaxkabIn

pa3 3aHOBO cobupaem

JOKa3aTerlbCTBa.




Xun3Hb 0e3 ueHTpanusaymm

Y Kaxxgou KomaHabl — cBOU NonUTUKU. Anun nx Het BoooOLLe.

Pa3Hble cpenbl, pa3Hbl€ UCKITKOYEHUA, Pa3Hble BEPCUN NOJNTNTUK — C*)OpMVIpyeTCFI 300Mapk.

( N N )
HoBbIn KnacTtep AyauTt — pa3s B KBapTarn HeT eauHON KapTUHDI
KTo-To Bpy4Hyto cTaBut Gatekeeper, «Pa3bepémcs nepes NnpoBePKO». HTO pearbHo NPUMEHEHO NPAMO
KTO-TO 3abbiBaeT. OOnH 1 TOT Xe Mexzay npoBepkaMu — crienasi 3oHa. cenqac? Ha kakux knactepax? B
KOHTYpP HaCTpPOEH Mo-pa3HOMY. kakow BepCMM?
\_ /L /L J

PacxoxaeHune KoHcpurypaumm Compliance-fails MHunaeHTbl B npoae

OAOuH KnacTep 3allUuLéH, ApYyron AyouTop NpuxoauT — U Kaxabli MpuBUNernposaHHsbIi pod,

hostPath, o6pa3 n3 Hem3BecTHOro

— HET. Y3Haem 06 aTom pa3 3aHOBO cobupaem

registry — BCE 3TO AO0SMKHbI ObInn

cry4anHo. JoKasaTenbCcTBa.

OTCEeYb MNOJIUTUKN.

Compliance — 3TO He coObITUE. ATO COCTOSIHME.



BEIKOH™*

APXUTEKTYPA PELLEHUWA

KOH®EPEHLNA MO BE3ONACHOCTU KOHTEMHEPOB M KOHTEVMHEPHbLIX CPE[



CTeK: c yero HauMHaem

EcTb KnacTepbl.

B kaxxoom — Gatekeeper.

Hy)KHO OOCTaBIATb NOJIMTUKU
LEeEHTPamMmM3o0BaHHO N aBTOMaTU4ECKU.

* Gatekeeper — Haw BbI6Op. Y Bac moxeT O6bITb Kyverno nnu VAP.

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]
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Ctek: Teleport — eguHaa Touka gocrtyna

KOH®EPEHLIMA MO BE3ONMACHOCTWY KOHTEVHEPOB U KOHTEMHEPHbLIX CPEL

9
Knactep A
K8s
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EanHaa Touyka gocrtyna:

Teleport / |IAM

= Teleport nogknio4aeT BHeLWHUe KracTepbl Yepes

execProviderConfig

= tbot nony4aert credentials n knagét kubeconfig — ArgoCD

UCIOJ1b3YET ero

= [log kanotom argo-cd ncnonb3yeT Hall CKpUNT ABaxabl — 1-bIn
pa3 B argocd-server (ans HenocpeacTBEHHOW AOCTaBKU
KOHourypaumn) n 2-ou pas B argocd-application-controller, ecnn
Mbl U3 Ui NbiITaeMcsi MOCMOTPETL/M3MEHUTL N TA OOBLEKTHI

* ArgoCD 1.8.0

NAME URL
&S in-cluster https://kubernetes.default.svc
.".:5 k8s-dev https:/k8s-

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]

VERSION

1.30

CONNECTION STATUS

@ Successful

@ Successful

0

GENERAL

SERVER

CREDENTIALS TYPE

NAME

NAMESPACES

APPLICATIONS

LABELS

ONNECTION STATE

STATUS:

VERSION:

DETAILS:

MODIFIED AT

CACHE INFO

RE-SYNCHRONIZED

APIs COUNT:

RESOURCES COUNT:

APPLICATIONS COUNT:

https://k8s

Token/Basic Auth

k8s-dev

All namespaces

app.kubernetes.io/component=secret-sync app.kubernetes.io/managed-by=hashicorp-vso

app.kubernetes.io/name=vault-secrets-operator cluster=k8s-dev environment=P

secrets.hashicorp.com/vso-ownerRefUID=1a3835dd-3978-4252-9dc6-57841fd445ab zone=int

@ Successful

1.30

a few seconds ago (Mon May 04 2026 13:07:48 GMT+0300) (next refresh in 1 seconds)

11 hours ago (Mon May 04 2026 02:10:11 GMT+0300)
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25



EanHaa Touyka gocrtyna:
Teleport / |IAM

= Teleport nogknio4aeT BHeLWHUe KracTepbl Yepes

execProviderConfig

= tbot nony4aert credentials n knagét kubeconfig — ArgoCD
NCMONb3yeT ero

= [log kanotom argo-cd ncnonb3yeT Hall CKpUNT ABaxabl — 1-bIn
pa3 B argocd-server (ans HenocpeacTBEHHOW AOCTaBKU
KOHourypaumn) n 2-ou pas B argocd-application-controller, ecnn
Mbl U3 Ui NbiITaeMcsi MOCMOTPETL/M3MEHUTL N TA OOBLEKTHI

* ArgoCD 1.8.0

NAME

URL

&
"L':' in-cluster

.".:?, k8s-dev

https://kubernetes.default.svc

https:/k8s-

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]

VERSION

1.30

CONNECTION STATUS

@ Successful

@ Successful

0

GENERAL

SERVER

CREDENTIALS TYPE

NAME

NAMESPACES

APPLICATIONS

LABELS

ONNECTION STATE

STATUS:

VERSION:

DETAILS:

MODIFIED AT

CACHE INFO

RE-SYNCHRONIZED

APIs COUNT:

RESOURCES COUNT:

APPLICATIONS COUNT:

https://k8s

Token/Basic Auth

k8s-dev

All namespaces

app.kubernetes.io/component=secret-sync app.kubernetes.io/managed-by=hashicorp-vso

app.kubernetes.io/name=vault-secrets-operator cluster=k8s-dev environment=P

secrets.hashicorp.com/vso-ownerRefUID=1a3835dd-3978-4252-9dc6-57841fd445ab zone=int

@ Successful

1.30

a few seconds ago (Mon May 04 2026 13:07:48 GMT+0300) (next refresh in 1 seconds)

11 hours ago (Mon May 04 2026 02:10:11 GMT+0300)

17

25



EanHaa Touyka gocrtyna:

Teleport / |IAM

= Teleport nogknio4aeT BHeLWHUe KracTepbl Yepes

execProviderConfig

= tbot nony4aert credentials n knagét kubeconfig — ArgoCD

UCIOJ1b3YET ero

= [log kanotom argo-cd ncnonb3yeT Hall CKpUNT ABaxabl — 1-bIn
pa3 B argocd-server (ans HenocpeacTBEHHOW AOCTaBKU
KOHourypaumn) n 2-ou pas B argocd-application-controller, ecnn
Mbl U3 Ui NbiITaeMcsi MOCMOTPETL/M3MEHUTL N TA OOBLEKTHI

* ArgoCD 1.8.0

NAME URL
&S in-cluster https://kubernetes.default.svc
.".:5 k8s-dev https:/k8s-

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]

VERSION

1.30

CONNECTION STATUS

@ Successful

@ Successful

0

GENERAL

SERVER

CREDENTIALS TYPE

NAME

NAMESPACES

APPLICATIONS

LABELS

ONNECTION STATE

https://k8s

Token/Basic Auth

k8s-dev

All namespaces

app.kubernetes.io/component=secret-sync app.kubernetes.io/managed-by=hashicorp-vso

app.kubernetes.io/name=vault-secrets-operator cluster=k8s-dev environment=P

secrets.hashicorp.com/vso-ownerRefUID=1a3835dd-3978-4252-9dc6-57841fd445ab zone=int

STATUS: @ Successful

VERSION: 1.30

DETAILS:

MODIFIED AT a few seconds ago (Mon May 04 2026 13:07:48 GMT+0300) (next refresh in 1 seconds)
CACHE INFO

RE-SYNCHRONIZED

APIs COUNT:

RESOURCES COUNT:

APPLICATIONS COUNT:

11 hours ago (Mon May 04 2026 02:10:11 GMT+0300)

17

25




EanHaa Touyka gocrtyna:
Teleport / |IAM

{

"execProviderConfig”: {
"command"”: "/tmp/script.sh"”,
rargs™: I’ % “KBS-

", "k8s-dev"],

"apiVersion": "client.authentication.k8s.io/vlbetal”,
"installHint": "SFS"

¥

"tlsClientConfig": {
"serverName"”: "kube-teleport-prox)

2

"insecure”: false,
"cabData":
"LSetLS1CRUdITiBDRVIUSUZIQOBFURSOTLSOtCk1ISUVOVENDQTUYZOF3SUIBZO1SQVBTdU

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[



EAanHaa Touyka gocrtyna:
Teleport / |IAM

#!/usr/bin/bash

# export TBOT_TOKEN="$1"
# export AUTH_SERVER="$2" # teleport.endpoint:443
# export CLUSTER_NAME="$3" # k8s-cluster-name

mkdir -p "/tmp/$3"

cat <<EOF >/tmp/%$3/tbot.yaml
auth_server: $2
oneshot: true
onboarding:

join_method: token
storage:

memory: true
destinations:

- directory: /tmp/$3

kubernetes_cluster: $3

EOF

echo "Preparing tbot start" >/tmp/$3/log.start.txt
/tmp/binaries/tbot start -c /tmp/$3/tbot.yaml --token=${1} 2>>/tmp/$3/log.start.txt
i1f grep -q "Successfully renewed impersonated certificates" "/tmp/$3/log.start.txt"; then

echo "Preparing kube credentials" >/tmp/$3/log.txt

/tmp/binaries/tbot kube credentials --destination-dir="/tmp/$3" 2>>/tmp/$3/log.txt
else

echo '{"kind":"ExecCredential","apiVersion":"client.authentication.k8s.10/vlbetal", "spec":{"interactive":false},"status":false}'

fu




EAanHaa Touyka gocrtyna:
Teleport / |IAM

#!/usr/bin/bash

# export TBOT_TOKEN="$1"
# export AUTH_SERVER="$2" # teleport.endpoint:443
# export CLUSTER_NAME="$3" # k8s-cluster-name

mkdir -p "/tmp/$3"

cat <<EOF >/tmp/%$3/tbot.yaml
auth_server: $2
oneshot: true
onboarding:

join_method: token
storage:

memory: true
destinations:

- directory: /tmp/$3

kubernetes_cluster: $3

EOF

echo "Preparing tbot start" >/tmp/$3/log.start.txt
/tmp/binaries/tbot start -c /tmp/$3/tbot.yaml --token=${1} 2>>/tmp/$3/log.start.txt
i1f grep -q "Successfully renewed impersonated certificates" "/tmp/$3/log.start.txt"; then

echo "Preparing kube credentials" >/tmp/$3/log.txt

/tmp/binaries/tbot kube credentials --destination-dir="/tmp/$3" 2>>/tmp/$3/log.txt
else

echo '{"kind":"ExecCredential","apiVersion":"client.authentication.k8s.10/vlbetal", "spec":{"interactive":false},"status":false}'

fi




Ctek: ArgoCD — poctaBka u3 Git

Monutukn (Rego)

o |
)

KOH®EPEHLIMA MO BE3ONMACHOCTWY KOHTEVHEPOB U KOHTEMHEPHbLIX CPEL

Teleport

EavHas Touka gocTtyna

9
Knactep A
K8s
J
)
Knactep B
K8s
J
N\
Knactep C
K8s
J
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ArgoCD + Apps of Apps: nepapxumsa 30H

= CTpyKkTypa peno3utopueB B Git = Kak 3To paboTaeTt

= wide/ = Jlenbn Ha knactepe — ArgoCD ApplicationSet

BbIOMpPaEeT HYKHbIN Peno3nTopun
L— nonutukn gna BCEX knactepos P y P P

= Apps of Apps: ogmH Application ynpaBnsieT gepeBom

= zone-prod/ aoyepHux Applications

L— tonbko prod-knactepbl

= Monorepo ans nonuTMK 6e3onacHOCTN — eanHas
= zone-test/ TO4YKa npasabl

L— tonbko test-knacTepbl

= cluster-name/

L— koHKpeTHbIN KnacTep



ArgoCD + Apps of Apps: nepapxumsa 30H

R-WIDE I/ AC-POLICIES-CLUSTER-WIDE

Bl / Ac-PoLiCiES-CLUS

MoauTykn ANS OTAENbHbIX OPKECTPaTOPOE KOHTEHHEPOE MoanTuky ANA OTAENBHLIX OPKECTPAaTOPOR KOHTEHHepOos
Source Source
29 master v - AC-POLICIES-CLUSTER-WIDE / policies / gatekeeper /- / constraints / g9 master v e AC-POLICIES-CLUSTER-WIDE / policies / gatekeeper /|l / constraintTemplates /
Source Source
k8sblockdefaultnamespace.yml [ k8sblockdefaultnamespace.yml
b k8sBlockEmptySecurityContext.yml [ k8sBlockEmptySecurityContext.yml
K8sCsrBlockEmptySecurityContext.yml K8sCsrBlockEmptySecurityContext.yml

f/ Q scm-dev-templates

©OoeTAs @ DI CSYNC @ SYNCSTATUS D HISTORYANDROLLBACK ~ @DELETE  C'REFRESHw

° ° ° ( °
¥ Healthy ~ © Synced toHEAD (e72756c) and (3) more Sync OK toc7eedsc and (3) more Healthy = @ Synced toHEAD (e72756c) and (3) more 1¢ OK toc7eedsc and (3) more
Auto syncis enabled. Succeeded 25 days ago (Thu Apr 09 2026 11:45:50 GMT+0300) Auto sync is enabled. Succeeded 25 days ago (Thu Apr 09 2026 11:45:38 GMT+0300)

Author. Author. Author: Author.
Comment: Comment: Comment: Comment:

=

A ‘ block default namespace . kBsblockdefaultnamespace

scm-dev-templates
v . psa-escticted-compliance ‘ . psaresctrictedcompliance




ArgoCD + Apps of Apps: nepapxumsa 30H

s

Bl / Ac-PoLiCiES-CLUS

MoanTvkn ans OTAENbHbIX opKecTpaTopoe KOHTEV‘:HepOB

Source

Source

k8sblockdefaultnamespace.yml|

b k8sBlockEmptySecurityContext.yml

L
¥ Healthy @ Synced toHEAD (e72756c) and (3) more OK toc7eedsc and (3) more
Auto sync s enabled. Succeeded 25 days ago (Thu Apr 09 2026 11:45:50 GMT+0300)
Author: Author:
Comment: Comment

29 master v - AC-POLICIES-CLUSTER-WIDE / policies / gatekeeper/- / constraints /

‘ block-default-namespace

. psa-resctricted-compliance

B/ Ac-POLICIES-CLUSTER-WIDE

MoanTuky Ans OTAENbHLIX OPKECTPATOPOR KOHTEWHEPOE

Source

29 master v ...

Source

k8sblockdefaultnamespace.yml
k8sBlockEmptySecurityContext.yml

K8sCsrBlockEmptySecurityContext.yml

f/ Q scm-dev-templates

©OoeTAs @ DI CSYNC @ SYNCSTATUS D HISTORYANDROLLBACK ~ @DELETE  C'REFRESHw

° ° ( °
Healthy @ Synced toHEAD (e72756c) and (3) more
Auto sync is enabled. Succeeded 25 days ago (Thu Apr 09 2026 11:45:38 GMT+0300)

Author: Author
Comment: Comment:

DI toc7eedSc and (3) more

‘ scm-dev-templates

. kBsblockdetaultnamespace

. psaresctrictedcompliance

AC-POLICIES-CLUSTER-WIDE / policies / gatekeeper /|l / constraintTemplates /




ArgoCD + Apps of Apps: nepapxumsa 30H

s

Bl / Ac-PoLiCiES-CLUS

MoanTvkn ans OTAENbHbIX opKecTpaTopoe KOHTEV‘:HepOB

Source

29 master v - AC-POLICIES-CLUSTER-WIDE / policies / gatekeeper/- / constraints /

Source

k8sblockdefaultnamespace.yml|

b k8sBlockEmptySecurityContext.yml

]
¥ Healthy @ Synced toHEAD (e72756c) and (3) more Sync OK toc7eedsc and (3) more
Auto sync is enabled. Succeeded 25 days ago (Thu Apr 09 2026 11:45:50 GMT+0300)

Author. Author.
Comment: Comment:

‘ block-default-namespace

. psa-resctricted-compliance

B/ Ac-POLICIES-CLUSTER-WIDE

MoanTuky Ans OTAENbHLIX OPKECTPATOPOR KOHTEWHEPOE

Source

g9 master v e AC-POLICIES-CLUSTER-WIDE / policies / gatekeeper /|l / constraintTemplates /

Source

k8sblockdefaultnamespace.yml
k8sBlockEmptySecurityContext.yml

K8sCsrBlockEmptySecurityContext.yml

f/ Q scm-dev-templates

©OoeTAs @ DI CSYNC @ SYNCSTATUS D HISTORYANDROLLBACK ~ @DELETE  C'REFRESHw

° ° ( °
Healthy Synced to HEAD (e72756¢) and (3) more 16 OK toc7eedsc and (3) more
Auto sync is enabled. Succeeded 25 days ago (Thu Apr 09 2026 11:45:38 GMT+0300)

Author: Author
Comment: Comment:

‘ scm-dev-templates

. kBsblockdetaultnamespace

. psaresctrictedcompliance




Ponu v poctynsbl B ArgoCD

AppProject: orpaHnymBaEer, B Kakme knactepbl U namespace ArgoCD MOXeT AennounTb
RBAC BHyTpu ArgoCD: kTo MoxeT 4To genatb ¢ Applications n AppSets
NMpo6nema no ymon4yaHuto: Argo 3anpalumBaeTt npasa Ha Deployments, Services u 1.4.

B nogkntoyénHbIx knactepax Argo otBedvaeT TOJIBKO 3a Constraints n ConstraintTemplates
Exceptions: HacTpouka resource.inclusions — whitelist BmecTo exclusions

CnoxHoctn RBAC B ArgoCD

deny Bcerga npuoputeTHee allow — nopsaaok npasun B policy.cSv He BaXeH, deny
cpabatbiBaeT He3aBUCMMO OT Bornee cneyndunyHbix allow

resource.inclusions — whitelist, He blacklist: ecnu 3agaH xotb oanH inclusion — Bcé
ocTanbHoe Monya urHopupyetcs ArgoCD, Bkntovasa ctaHgapTHbIE pecypcbl

Utor npu nechontHom AppProject: 6e3 sisHoro clusterResourceWhitelist ArgoCD paspeluaet
Aennon KnacTepHbIX PECYPCOB — FIOBYLLKA ANs TeX, KTo oxmaaeT deny-by-default

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]

resource.inclusions: |

apiGroups:
- “"secrets.hashicorp.com”
kinds:

W n

clusters:

- https://kubernetes.default.svc

apiGroups:
- "argoproj.io”
kinds:
- "Application”
- "ApplicationSet"
- "AppProject”

clusters:

- https://kubernetes.default.svc

apiGroups:

- "constraints.gatekeeper.sh”
- "templates.gatekeeper.sh”
- "mutations.gatekeeper.sh”
kinds:

Mg n

clusters:

- https://kubernetes.default.svc

apiGroups:
- "constraints.gatekeeper.sh”
- "templates.gatekeeper.sh”
- "mutations.gatekeeper.sh”
kinds:

nagn

clusters:

MmN
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Ponu v poctynsl B ArgoCD

rbac:
policy.csv: |
# Npasa gna ponu user B argo-cd ¥ COOTBETCTBYHWER rpynnbi
p, role:user, applications, get,
p, role:user, applications, update,
p, role:user, applications, sync,

p, role:user, applicationsets, get,
p, role:user, applicationsets, update,

p, role:user, clusters, get,

p, role:user, projects, get,

p, role:user, repositories, get,
p, role:user, logs, get,

- Users, role:user

# Npasa ana ponu secadmin B argo-cd ¥ COOTBETCTBYHWEN rpynnbl
p, role:secadmin, applications, get, */*, allow

ps role:secadmin, applicationsets, get, */*, allow
p, role:secadmin, clusters, get, *, allow

p, role:secadmin, projects, get, *, allow

p, role:secadmin, repositories, get, *, allow

p, role:secadmin, accounts, get, *, allow

p, role:secadmin, certificates, get, *, allow

p, role:secadmin, gpgkeys, get, *, allow

p, role:secadmin, logs, get, */*, allow

g, SecAdm, role:secadmin

KOH®EPEHLIMA MO BE3ONMACHOCTWY KOHTEVHEPOB U KOHTEMHEPHbLIX CPEL

policies-admission-control/*, allow
policies-admission-control/*, allow
policies-admission-control/*, allow

policies-admission-control/*, allow
policies-admission-control/*, allow

policies-admission-control, allow

policies-admission-control, allow
policies-admission-control/*, allow

policies-admission-control/*, allow

# Npasa

Ps
Ps
Ps
Ps
Ps
Ps
Ps

Ps
Ps
Ps
Ps

Ps
P,
Ps
Ps

Ps
Ps
Ps
Ps

P
P,
P,
P,

Ps

role:
role:
role:
role:
role:
role:
role:

role:
role:
role:
role:

role:
role:
role:
role:

role:
role:
role:
role:

role:
role:
role:
role:

role:

ana ponu admin B argo-cd u COOTBETCTBYWUWENR rpynnbl

admin,
admin,
admin,
admin,
admin,
admin,
admin,

admin,
admin,
admin,
admin,

admin,
admin,
admin,
admin,

admin,
admin,
admin,
admin,

admin,
admin,
admin,

admin,

admin,

applications,
applications,
applications,
applications,
applications,
applications,
applications,

get, */*, allow
create, */*, allow
update, */*, allow
delete, */*, allow
sync, */*, allow
action, */*, allow
override, */*, allow

applicationsets, get, */*, allow

applicationsets, create, */*, allow

applicationsets, update, */*, allow

applicationsets, delete, */*, allow

clusters, get,

*, allow

clusters, create, *, allow
clusters, update, *, allow

clusters, delete, *, allow

projects, get,

*, allow

projects, create, *, allow

projects, update, *, allow

projects, delete, *, allow

repositories,
repositories,
repositories,
repositories,

accounts, get,

get, *, allow

create, *, allow
update, *, allow
delete, *, allow

*, allow

Admins

2s



Ponu v poctynsl B ArgoCD

rbac:
policy.csv: |

# Mpasa gna ponu user B argo-cd ¥ COOTBETCTBYHWEH rpynnbi Users
p, role:user, applications, get, policies-admission-control/*, allow
p, role:user, applications, update, policies-admission-control/*, allow
p, role:user, applications, sync, policies-admission-control/*, allow
p, role:user, applicationsets, get, policies-admission-control/*, allow
p, role:user, applicationsets, update, policies-admission-control/*, allow
p, role:user, clusters, get, policies-admission-control, allow
p, role:user, projects, get, policies-admission-control, allow
p, role:user, repositories, get, policies-admission-control/*, allow
p, role:user, logs, get, policies-admission-control/*, allow
- Users, role:user

# Npasa gna ponu secadmin B argo-cd ¥ COOTBETCTBYHWER rpynnbl

P
P
Ps
Ps
P
Ps
P
Ps
Ps
g

role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,

‘SecAdm
applications, get, */*, allow

applicationsets, get, */*, allow

clusters, get, *, allow

projects, get, *, allow

repositories, get, *, allow
accounts, get, *, allow
certificates, get, *, allow
gpgkeys, get, *, allow

logs, get, */*, allow

SecAdm, role:secadmin

KOH®EPEHLIMA MO BE3ONMACHOCTWY KOHTEVHEPOB U KOHTEMHEPHbLIX CPEL

# Npasa

P,
Ps
p}
P
P,
P
p)

Ps
Ps
Ps
Ps

Ps
Ps
Ps
Ps

Ps
Ps
p’
pJ

p)
p)
P,
P,

Ps

role
role
role
role
role
role
role

role
role
role
role

role
role
role
role

role
role
role
role

role
role
role

role

role

ana ponu admin B argo-cd u COOTBETCTBYWUWENR rpynnbl
:admin, applications, get, */*, allow

:admin, applications, create, */*, allow

:admin, applications, update, */*, allow

:admin, applications, delete, */*, allow

:admin, applications, sync, */*, allow

:admin, applications, action, */*, allow

:admin, applications, override, */*, allow

:admin, applicationsets, get, */*, allow

:admin, applicationsets, create, */*, allow
:admin, applicationsets, update, */*, allow
:admin, applicationsets, delete, */*, allow

tadmin, clusters, get, *, allow

:admin, clusters, create, *, allow
:admin, clusters, update, *, allow
:admin, clusters, delete, *, allow

:admin, projects, get, *, allow

:admin, projects, create, *, allow
tadmin, projects, update, *, allow
tadmin, projects, delete, *, allow
:admin, repositories, get, *, allow

:admin, repositories, create, *, allow
tadmin, repositories, update, *, allow
:admin, repositories, delete, *, allow

:admin, accounts, get, *, allow

Admins
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Ponu v poctynsl B ArgoCD

rbac:

policy.csv: |

# MNpasa

P,
P,
P

)
P

P
Ps
Ps
p)
g

role:user, applications, update,
role:user, applications, sync,

role:user, applicationsets, get,
role:user, applicationsets, update,

role:user, clusters, get,
role:user, projects, get,
role:user, repositories, get,
role:user, logs, get,

AnAa ponu user B argo-cd ¥ COOTBETCTBYHWEN rpynnbi
role:user, applications, get,

Users
policies-admission-control/*, allow
policies-admission-control/*, allow

policies-admission-control/*, allow

policies-admission-control/*, allow
policies-admission-control/*, allow

policies-admission-control, allow

policies-admission-control, allow
policies-admission-control/*, allow

policies-admission-control/*, allow

Users, role:user

P
P
Ps
Ps
P
Ps
P
Ps
Ps
g

# Npasa gna ponu secadmin B argo-cd ¥ COOTBETCTBYHWER rpynnbl

role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,

‘SecAdm
applications, get, */*, allow

applicationsets, get, */*, allow

clusters, get, *, allow

projects, get, *, allow

repositories, get, *, allow
accounts, get, *, allow
certificates, get, *, allow
gpgkeys, get, *, allow

logs, get, */*, allow

SecAdm, role:secadmin
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# Npasa

P,
Ps
p}
P
P,
P
p)

Ps
Ps
Ps
Ps

Ps
Ps
Ps
Ps

Ps
Ps
p’
pJ

p)
p)
P,
P,

Ps

role
role
role
role
role
role
role

role
role
role
role

role
role
role
role

role
role
role
role

role
role
role

role

role

ana ponu admin B argo-cd u COOTBETCTBYWUWENR rpynnbl
:admin, applications, get, */*, allow

:admin, applications, create, */*, allow

:admin, applications, update, */*, allow

:admin, applications, delete, */*, allow

:admin, applications, sync, */*, allow

:admin, applications, action, */*, allow

:admin, applications, override, */*, allow

:admin, applicationsets, get, */*, allow

:admin, applicationsets, create, */*, allow
:admin, applicationsets, update, */*, allow
:admin, applicationsets, delete, */*, allow

tadmin, clusters, get, *, allow

:admin, clusters, create, *, allow
:admin, clusters, update, *, allow
:admin, clusters, delete, *, allow

:admin, projects, get, *, allow

:admin, projects, create, *, allow
tadmin, projects, update, *, allow
tadmin, projects, delete, *, allow
:admin, repositories, get, *, allow

:admin, repositories, create, *, allow
tadmin, repositories, update, *, allow
:admin, repositories, delete, *, allow

:admin, accounts, get, *, allow

Admins
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Ponu v poctynsl B ArgoCD

rbac:

policy.csv: |

# Mpasa gna ponu user B argo-cd ¥ COOTBETCTBYHWEH rpynnbi
role:user, applications, get,

P,
P,
P

)
P

P
Ps
Ps
p)
g

# Npasa ana ponu secadmin B argo-cd ¥ COOTBETCTBYWWER rpynnbl

P>
P
Ps
P
P
Ps
P
Ps
Ps
g

role:user, applications, update,
role:user, applications, sync,

role:user, applicationsets, get,
role:user, applicationsets, update,

role:user, clusters, get,
role:user, projects, get,
role:user, repositories, get,
role:user, logs, get,

Users
policies-admission-control/*, allow
policies-admission-control/*, allow

policies-admission-control/*, allow

policies-admission-control/*, allow
policies-admission-control/*, allow

policies-admission-control, allow

policies-admission-control, allow
policies-admission-control/*, allow

policies-admission-control/*, allow

Users, role:user

role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,
role:secadmin,

‘SecAdm
applications, get, */*, allow

applicationsets, get, */*, allow

clusters, get, *, allow

projects, get, *, allow

repositories, get, *, allow
accounts, get, *, allow
certificates, get, *, allow
gpgkeys, get, *, allow

logs, get, */*, allow

SecAdm, role:secadmin
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# Npasa

Ps
Ps
P,
Ps
P,
P
p)

Ps
Ps
Ps
Ps

Ps
Ps
Ps
Ps

Ps
Ps
p’
pJ

p)
p)
P,
P,

|2

role
role
role
role
role
role
role

role
role
role
role

role
role
role
role

role
role
role
role

role
role
role
role

role

ana ponu admin B argo-cd u COOTBETCTBYWUWENR rpynnbl
:admin, applications, get, */*, allow

:admin, applications, create, */*, allow

:admin, applications, update, */*, allow

:admin, applications, delete, */*, allow

:admin, applications, sync, */*, allow

:admin, applications, action, */*, allow

:admin, applications, override, */*, allow

:admin, applicationsets, get, */*, allow

:admin, applicationsets, create, */*, allow
:admin, applicationsets, update, */*, allow
:admin, applicationsets, delete, */*, allow
tadmin, clusters, get, *, allow

:admin, clusters, create, *, allow
:admin, clusters, update, *, allow
:admin, clusters, delete, *, allow

:admin, projects, get, *, allow

tadmin, projects, create, *, allow
tadmin, projects, update, *, allow
tadmin, projects, delete, *, allow
:admin, repositories, get, *, allow

:admin, repositories, create, *, allow
tadmin, repositories, update, *, allow
:admin, repositories, delete, *, allow

:admin, accounts, get, *, allow

Admins
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Crtek: Vault — cekpeTbl Ansi nogknovYeHus

Git ] j ArgoCD
Monutukn (Rego) Apps of Apps
¥

Teleport

EavHas Touka gocTtyna

KOH®EPEHLIMA MO BE3ONMACHOCTWY KOHTEVHEPOB U KOHTEMHEPHbLIX CPEL

9
Knactep A
K8s
J
)
Knactep B
K8s
J
N\
Knactep C
K8s
J
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Vault + External Secrets: cekpeTbl LeHTPariM3oBaHHO

= 3a4yeM HyXxeH Vault 3gecb

CeKpeT NoaKNoYeHNs Knactepa COAEpXKUT:
* tbot token
» tIsClientConfig (caData)

 execProviderConfig

XpaHutb B Git Henb3sa — 370 sensitive data

VaultStaticSecret — External Secrets Operator

— Kubernetes Secret B namespace ArgoCD

KOH®EPEHLMA MO BEE3ONACHOCTU KOHTEMHEPOB 1 KOHTEMHEPHbIX CPE[

= Kak ArgoCD BuauT Knacrepbl

ArgoCD uutaet Secret ¢ Tunom

argocd.argoproj.io/secret-type=cluster

[Mpn nobasneHnn HOBOrO KnacTepa:

1. obaBuTb cekpeT B Vault

2. CospgaTtb VaultStaticSecret maHngect
3. ESO co3paét Kubernetes Secret

4. ArgoCD nogxeaTtblBaeT Krnactep aBToMaTn4ecku

A Vault kak Touyka oTkasa?

B Hawewm cnyyae Vault — otgenbHbIN cepBUC C OTAENBHON
koMmaHgonm n SLA. OH He SBNFEeTCSA YaCcTbio 3TOro cTeka: npu
HegocTynHocT Vault HoBble KNacTepbl HE MOAKMNKYATCS, HO yXe
paboTtatowme npogosnkaT nonyyvyarb nonutukn Yyepes ArgoCD.
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Vault + External Secrets: cekpeTbl LLeHTPaNMU3oBaHHO

apiVersion: secrets.hashicorp.com/vlbetal
kind: VaultStaticSecret
metadata:
name: k8s
namespace:
spec:
destination:
create: true
name: k8s
labels:
argocd.argoproj.io/secret-type: cluster
cluster: k8s
environment: V
cpal-agent: gatekeeper
zone: int
overwrite: true
mount: secret_v2_p

path: argo-cd/clusters/exec-provider-config/k8s
refreshAfter: Ss
type: kv-v2

vaultAuthRef: vault-auth
rolloutRestartTargets:
- kind: StatefulSet

name: argo-cd-argocd-application-controller
- kind: Deployment
name; argo-cd-argocd-server

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[
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Vault + External Secrets: cekpeTbl LLeHTPaNMU3oBaHHO

apiVersion: secrets.hashicorp.com/vlbetal
kind: VaultStaticSecret
metadata:
name: k8s
namespace.
spec:
destination:
create: true
name: k8s
labels:
argocd.argoproj.io/secret-type: cluster
cluster: k8s
environment: V
cpal-agent: gatekeeper
zone: int
overwrite: true
mount: secret_v2_p

path: argo-cd/clusters/exec-provider-config/k8s
refreshAfter: Ss
type: kv-v2

vaultAuthRef: vault-auth
rolloutRestartTargets:
- kind: StatefulSet

name: argo-cd-argocd-application-controller
- kind: Deployment
name: argo-cd-argocd-server

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[ 32



Vault + External Secrets: cekpeTbl LLeHTPaNMU3oBaHHO

apiVersion: secrets.hashicorp.com/vlbetal
kind: VaultStaticSecret
metadata:
name: k8s
namespace.
spec:
destination:
create: true
name: k8s
labels:
argocd.argoproj.io/secret-type: cluster
cluster: k8s
environment: V
cpal-agent: gatekeeper
zone: int
overwrite: true
mount: secret_v2_p

path: argo-cd/clusters/exec-provider-config/k8s
refreshAfter: Ss
type: kv-v2

vaultAuthRef: vault-auth
rolloutRestartTargets:
- kind: StatefulSet

name: argo-cd-argocd-application-controller
- kind: Deployment
name: argo-cd-argocd-server

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[
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Ctek: dbouHanbHaga coopka

sync yepes
execProvider

W no;:;zkw (
Git , ArgoCD

Monutukn (Rego) Apps of Apps

apply
constraints

policies

credentials

t
|
|
I

Teleport

EnunHas Touka goctyna

Vault

+ External Secrets

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[

policies

N
Knactep A
K8s
J
)
Knactep B
K8s
J
R
Knactep C
K8s
J
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Nouemy Gatekeeper, a He Kyverno?

-

.

Kyverno vawi, kss-native

+ [1pocton YAML, H13KMI nopor Bxoaa
+ Generation policies (cosgaHue pecypcoB)

— CnoxHasn data-driven noruka
BblpasutenobHocTb YAML orpaHndeHa npu ycrnosusix ¢
nTepaumsiMm 1 BblHYUCIIEHUSIMN

— Cross-resource Baungauusd
npasuna, onuparLLnecs Ha COCTOSHNE HECKOSbKUX PECYPCOB
OOHOBPEMEHHO — oTAenbHas 6onb

— [Mpobnembl npn macwitabe
n3BecTtHble Kencobl: 3.5k nonntnk — OOM KOMMNOHEHTOB,
neperpyska APl-cepBepa npu maccoBom pebunge

~

-

J

N\

Gatekeeper oraRrego

+ [TONHOLIEHHbIN A3bIK: YCNOBUS, nTepaunmn, QyHKLUKU

+ Separation of concerns: Template (noruka) + Constraint
(mapametpsbl)

+ OnbIT OPA nepeucnonbayetcs (Conftest, Terraform)

+ B KomaHae yxe 6binin nHxeHepbl ¢ onbiTom Rego —
nopor Bxoda He Oblnl npobnemowu

— [Mopor Bxoaa: Rego — oTAenbHbIN A3bIK
— Generation pecypcoB oTcyTcTBYeT

VAP (HatuBHble ValidatingAdmissionPolicy): Ha MOMeHT npoekTa TONbKO HaYMHaNCcs — 3perbix NaTTEPHOB M 3KOCUCTEMBI eLLé He Bbino. Kak aena

0OCTOAT cenyac — OTAENbHbIN JOKNag Ha 3TOM KOHMepeHLUUN.

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[
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Kactomusauumsa: ncknrwoyeHus B Rego

3apava

[MonnTuka gocTaBreHa Ha knactep. Hy>XHO UCKIToYnNTb
KOHKPETHbIN hamespace unn pod — 6e3 penusa HOBOM
BEPCUM NOMNTUKN.

PelwleHune: meTka Ha hamespace
« KomaHpaa:
kubectl label ns kube-system \
policy.gatekeeper.sh/skip=true
* Yrto penaet Rego:
BMAWT METKY — NpOMyckaeT namespace
* [Ae XXMBET NpaBUNO UCKITHOYEHUS:
B caMmoM Rego, oguH pas Ha BCHO MOMUTUKY

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]

Jlornka npoBepku B Rego

1.
2.
S
4.

Bepém namespace 13 nposepsiemoro obbekta

[loctaém ero metagaHHble Yyepes data.inventory

Ecnun ectb MeTKa skip=true — BbIXogum (He HapyLueHune)
NHa4ve npmeHaeM OCHOBHYIO MPOBEPKY

Y10 31O paer

MpaHynsApHO — [0 KOHKPETHOro o6bekTa
Be3 penusa HOBOW BEPCUM MOSTUTUKN
Audit-trail yepes Git: kTo n korga go6asun MeTky
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Kactomunsauus: ncknroyeHms B Rego

# WckniveHwe: paspewMTe BCE B namespace
is exempt {
:= input.review.object.metadata.namespace
exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns

apiVersion: constraints.gatekeeper.sh/vlibetal not exemption.podNames

kind: K8sPSPPrivilegedContainer not exemption.images
metadata: 1
name: psp-privileged-container
annotations: # Wocknwvenuwe: no wmedw Pod
argocd.argoproj.iofsync-wave: "1™ is_exempt {
spec: ns := input.review.object.metadata.namespace

E“Fozceme“tﬂCtiD": deny pod _name := input.review.object.metadata.name
match:

kinds:
- apiGroups: [""]
kinds: ["Pod"]
parameters:
instructionMessage: "[lpumeHeHa IanpewawwaA NONMTHKa MCNONB30BaHWMA privileged = true”

exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns
exemption.podiames

pattern := exemption.podNames[ ]
_matches{pod name, pattern)

exemptions: h
- namespace: kube-system
namespace: istio-system # Woknwqenuwe: no obpazy koHTelHepa

namespace: monitoring is exempt {
namespace: kyverno ns := input.review.object.metadata.namespace
namespace: cert-manager exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns
exemption.images
€ := input_containers| ]
img := c.image
pattern := exemption.images[ ]
_matches{img, pattern)

}

# Wildcard matcher (suffix *)




Kactomunsauus: ncknroyeHms B Rego

# WckniveHwe: paspewMTe BCE B namespace
is exempt {
:= input.review.object.metadata.namespace
exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns

apiVersion: constraints.gatekeeper.sh/vlibetal not exemption.podNames

kind: K8sPSPPrivilegedContainer not exemption.images
metadata: 1
name: psp-privileged-container
annotations: # Wocknwvenuwe: no wmedw Pod
argocd.argoproj.iofsync-wave: "1™ is_exempt {
spec: ns := input.review.object.metadata.namespace

E“Fozceme“tﬂCtiD": deny pod _name := input.review.object.metadata.name
match:

kinds:
- apiGroups: [""]
kinds: ["Pod"]
parameters:
instructionMessage: "[lpumeHeHa zanpewawwan NONMTHKE MCNONB30BaHWMA privileged = true”

exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns
exemption.podiames

pattern := exemption.podNames[ ]
_matches{pod name, pattern)

exemptions: h
- namespace: kube-system
namespace: istio-system # Woknwqenuwe: no obpazy koHTelHepa

namespace: monitoring is exempt {
namespace: kyverno ns := input.review.object.metadata.namespace
namespace: cert-manager exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns
exemption.images
€ := input_containers| ]
img := c.image
pattern := exemption.images[ ]
_matches{img, pattern)

}

# Wildcard matcher (suffix *)




Kactomunsauus: ncknroyeHms B Rego

# WckniveHwe: paspewMTe BCE B namespace
is exempt {
:= input.review.object.metadata.namespace
exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns

apiVersion: constraints.gatekeeper.sh/vlibetal not exemption.podNames

kind: K8sPSPPrivilegedContainer not exemption.images
metadata: 1
name: psp-privileged-container
annotations: # Wocknwvenuwe: no wmedw Pod
argocd.argoproj.iofsync-wave: "1™ is_exempt {
spec: ns := input.review.object.metadata.namespace

E“Fozceme“tﬂCtiD": deny pod _name := input.review.object.metadata.name
match:

kinds:
- apiGroups: [""]
kinds: ["Pod"]
parameters:
instructionMessage: "[lpumeHeHa IanpewawwaA NONMTHKa MCNONB30BaHWMA privileged = true”

exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns
exemption.podiames

pattern := exemption.podNames[ ]
_matches{pod name, pattern)

exemptions: h
- namespace: kube-system
namespace: istio-system # Woknwqenuwe: no obpazy koHTelHepa

namespace: monitoring is exempt {
namespace: kyverno ns := input.review.object.metadata.namespace
namespace: cert-manager exemption := input.parameters.exemptions|[ ]
exemption.namespace == ns
exemption.images
€ := input_containers| ]
img := c.image
pattern := exemption.images[ ]
_matches{img, pattern)

}

# Wildcard matcher (suffix *)
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Kak noaknounTb HOBbLIN

LLAT 1
VAULT + SECRET

Knactep

LLAT 2
NEVBNbI

Cospatb cekpet B Vault
Cospatb VaultStaticSecret
ESO co3paét k8s Secret
ArgoCD Bugut knactep

KOH®EPEHLMA MO BEE3ONACHOCTU KOHTEMHEPOB 1 KOHTEMHEPHbIX CPE[

LUAT 3
ABTOMATUKA

y ¥

Ienbnbl knacTepa ykasaHbl y
VaultStaticSecret B git
zone=prod / zone=test
cluster=mmsa-knacrepa

ArgoCD nogxeaTbiBaeT aBToMaTu4eCcKu

. B .

ApplicationSet BbibnpaeT penosntopui
Gatekeeper nonyyaet nonnUTUKK
Knactep cpasy compliant
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YXN3HEHHbIV LUK NONMUTUKA

OTAI 1 OTAI 2 OTAIN 3
NEW POLICY DELIVERY ENFORCE
Git commit ArgoCD sync Gatekeeper

Muwem ConstraintTemplate ArgoCD CUHXpOHU3MpyeT warn: riormpyem, He 6roknpyem
(noruka Rego) + no nendnam: wide / zone / cluster deny: 6nokupyem pecypc
Constraint (napameTpbl) Bce HyxxHble knacTepsbl Metrics — Victoria Metrics
KOMMMUT B HYXXHbI peno nony4yarT NOSINTUKY — Grafana gaw6opg
PR Review + annpyB komaHAbI
Knacrepa

42
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MOHUTOPUHI U OBSERVABILITY |
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MoHuTopuHr: Victoria Metrics +
OPA Scorecard

= Victoria Metrics (push-mopenb)

= AreHT B KaxgoMm Kractepe cobumpaet /metrics cepBuca B hamespace
" — OTNpaBndeT UeHTpann3oBaHHO B eanHbin VM

" — [aHHbl€ N3 BCEX KIacTtepoB B OAHOM MeCTe

= OPA Scorecard

= PacwunpeHnue Gatekeeper — akcrnopTtupyert violations kak Prometheus-meTpukun

= gatekeeper_violations{constraint_kind, enforcement_action, ...}

= AnepTbl: HegocTynHocTb ArgoCD, 3aBucCLIast CUHXPOHU3aUUs, cpaboTkM NONUTUK — MUCbMO Ha noyTy / webhook

* YT0 ymeeT 3TOT CTeEK
= + Violations B peanbHOM BpeMeEHM Mo Kractepam, nonutmkam, enforcement_action

=+ QuneTpaums u rpynnupoBka B Grafana — no knactepy, 30He, constraint_kind

KOH®EPEHLMA MO BEE3ONACHOCTU KOHTEMHEPOB 1 KOHTEMHEPHbIX CPE[



Metrics +

MoHuTopuHr: Victoria

OPA Scorecard

datasource Prometheus-K8S-

~ Scorecard
OPA Violations
Time

Cluster

2026-05-04
10:06:30

k8s-

2026-05-04

10:06:30 kBs-

2026-05-04
10:06:30

k8s-
2026-05-04
10:06:30

2026-05-04

Count 20587

Active Constraints Information
Time Cluster +

2026-05-04
10:11:29.671

k8s-

2026-05-04

020671 B

2026-05-04

k8s-
10:11:29.671

Count 21

OPA Violations Over Time

40
30
20
0. ‘ .

o i §

10:06:30  10:06:45  10:07:00

Enforc

10:07:15

cluster| Kk8s-

Namespace

kube-cis-bench

kube-cis-bench

kube-cis-bench

opa-exporter

Policy name

k8singressallowurl

namespace Al

Kind

must-have-app-labels

k8sservicesallow

10:07:30  10:07:45

10:08:00

Filters | 57

deny

dryrun

Object

kube-bench-g5px5
kube-bench-g5px5
kube-bench-g5px5
opa-exporter-opa-scorecard-

exporter-56f947686c-5hk99

opa-exporter-opa-scorecard-

Kind
K8singressAllowUrl
K8sRequiredLabels

K8sServicesAllow

10:0815  10:08:30
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scoped

Policy

K8sBlockEmptySecurit
yContext

K8sBlockEmptySecurit
yContext

K8sBlockEmptySecurit
yContext

K8sBlockEmptySecurit
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K8sBlockEmptySecurit

10:0915

10:09:30

Enforcer

dryrun

dryrun

dryrun

dryrun

irbraormemy

10:0

unrecognized warn

Message

Container 'kube-b

K8sBlockEmptySecurityContext

K8sCsrPSPCapabilitiesContainer K8sCsrPSPPrivilegedContainer

@ Last 5 minutes

Q

O Refresh

K8sCsrBlockEmptySecurityConte... K8sCsrl y

h' in Pod 'kube-bench-g5px5'

h): He 3apaH securityContext Ha ypoese Container'a. He onucato none securityContext, ans ycTpateHus npobnem o6pawarscs ...

Pod 't h-g5px5' b h): none rt

He 3afaHo B securityContext. He onucako none securityContext, ans npoGnem a8

Pod 'kube-bench-g5px5' (namespace: kube-cis-bench): none runAsUser He 3anako B securityContext. He onucato nonie securityContext, Ans yCTpaseHs npo6niem 06paiarsca & Moanepxxy

Container ‘op

porter' in Pod ‘opa-exp p:

S e o T e P TR L

Total Violations
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Metrics +

MoHuTopuHr: Victoria

OPA Scorecard

datasource Prometheus-K8S-

~ Scorecard
OPA Violations
Time

Cluster

2026-05-04
10:06:30

k8s-

2026-05-04

10:06:30 kBs-

2026-05-04
10:06:30

k8s-
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Count 20587

Active Constraints Information
Time Cluster +
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10:11:29.671
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020671 B

2026-05-04

k8s-
10:11:29.671

Count 21
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40
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cluster| Kk8s-

Namespace
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opa-exporter

Policy name

k8singressallowurl

namespace Al

Kind

must-have-app-labels

k8sservicesallow
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Filters | 57

deny

dryrun

Object

kube-bench-g5px5
kube-bench-g5px5
kube-bench-g5px5
opa-exporter-opa-scorecard-

exporter-56f947686c-5hk99

opa-exporter-opa-scorecard-

Kind
K8singressAllowUrl
K8sRequiredLabels

K8sServicesAllow

10:0815  10:08:30

10:09:00

scoped

Policy

K8sBlockEmptySecurit
yContext

K8sBlockEmptySecurit
yContext

K8sBlockEmptySecurit
yContext

K8sBlockEmptySecurit
yContext

K8sBlockEmptySecurit

10:0915

10:09:30

Enforcer

dryrun

dryrun

dryrun

dryrun

irbraormemy

10:0

unrecognized warn

Message

Container 'kube-b

K8sBlockEmptySecurityContext

K8sCsrPSPCapabilitiesContainer K8sCsrPSPPrivilegedContainer

@ Last 5 minutes

Q

O Refresh

K8sCsrBlockEmptySecurityConte... K8sCsrl y

h' in Pod 'kube-bench-g5px5'

h): He 3apaH securityContext Ha ypoese Container'a. He onucato none securityContext, ans ycTpateHus npobnem o6pawarscs ...

Pod 't h-g5px5' b h): none rt

He 3afaHo B securityContext. He onucako none securityContext, ans npoGnem a8

Pod 'kube-bench-g5px5' (namespace: kube-cis-bench): none runAsUser He 3anako B securityContext. He onucato nonie securityContext, Ans yCTpaseHs npo6niem 06paiarsca & Moanepxxy

Container ‘op

porter' in Pod ‘opa-exp p:

S e o T e P TR L

Total Violations
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porter-56f9471 5hk99' pa-exporter): none privileged He 3aaao B securityContext. He onucaso none securityContext, Ans yCTPaHeHu...
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MoHuTopuHr: Victoria Metrics +

OPA Scorecard

datasource Prometheus-K8S- cluster | k8s- namespace All Filters | 57 @ Last 5 minutes UTC v @ O Refresh

deny dryrun scoped unrecognized warn K8sBlockEmptySecurityContext  K8sCsrBlockEmptySecurityConte... KBSCsrPSPCapabilitiesContainer  K8sCsrPSPPrivilegedContainer  K8sCsr y ilesyst... OPACsr tFiles... k8SCsrl ontai k8SCsrPspl UserContain

~ Scorecard
OPA Violations

Time Cluster ¥  Namespace Kind Object 57 Policy Enforcer 7 Message

2026-05-04 K8sBlockEmptySecurit
10:06:30 kBs- kube-cis-bench Pod kube-bench-g5px5 s dryrun Container 'kube-bench' in Pod 'kube-bench-g5px5' kub bench): He 3agaH securityContext Ha yposse Container'a. He onucano none securityContext, 4ns yCTpaHeHys npobnem 0BpaLiaTses ...
-06: yContex

2026-05-04 X8 b anch Pod e bonchoboks K8sBlockEmptySecurit
00530 s ube-cis-bencl 0 ube-bench-g5px e et

dryrun Pod ' h-g5px5' b h): none rt He 3aaaHo B securityContext. He onucako none securityContext, ans npo6nem asl

2026-05-04 K8sBlockEmptySecurit
10:06:30 k8s- kube-cis-bench Pod kube-bench-g5px5 o dryrun Pod 'kube-bench-g5px5' (namespace: kube-cis-bench): none runAsUser He 3aaHo B securityContext. He onucaHo none securityContext, Ans ycTpaHesus npo6nem obpauarscs 8 Moanepxky
:06: yContext

2026-05-04 opa-exporter-opa-scorecard- K8sBlockEmptySecurit

k8s- opa-exporter Pod dryrun Container rter' in Pod ! rter-56f947 5hk99" : none privileged He 3aaaHo & securityContext. He onucao none securityContext, Ans yCTPaHeHH...
10:06:30 pa-exp! exporter-56f947686¢-5hk99 yContext Y v a i i 23 SR ) P 9 g 4 4 s AAR YOI

2026-05-04 opa-exporter-opa-scorecard- K8sBlockEmptySecurit

Lo~ e rirs Fayet O irbraormemy S e o T e P TR L e el e e e B Lt e | v ettt teiotes Ve N v

Count 20587

Active Constraints Information

Time Cluster + Enforc Policy name Kind 7 Total Violations
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k8s- k8singressallowurl K8singressAllowUri 0.000000
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2026-05-04

104120671 | XBS- must-have-app-labels K8sRequiredLabels 0.000000
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k8s- k8sservicesallow K8sServicesAllow 0.000000 @ @
10:11:29.671 ¥ Be = s

Count 21
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Metrics +

MoHuTopuHr: Victoria

OPA Scorecard

datasource Prometheus-K8S-

~ Scorecard
OPA Violations
Time

Cluster

2026-05-04
10:06:30

k8s-

2026-05-04

10:06:30 kBs-
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k8s-
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Count 20587

Active Constraints Information
Time Cluster +
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Count 21

OPA Violations Over Time

40
30
20
0. ‘ .

o i §

10:06:30  10:06:45  10:07:00

Enforc

10:07:15

cluster| Kk8s-

Namespace
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Policy name

k8singressallowurl

namespace Al

Kind

must-have-app-labels

k8sservicesallow

10:07:30  10:07:45

10:08:00

Filters | 57

deny

dryrun

Object

kube-bench-g5px5
kube-bench-g5px5
kube-bench-g5px5
opa-exporter-opa-scorecard-

exporter-56f947686c-5hk99

opa-exporter-opa-scorecard-

Kind
K8singressAllowUrl
K8sRequiredLabels

K8sServicesAllow

10:0815  10:08:30

10:09:00
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Policy
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yContext
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Enforcer
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unrecognized warn

Message

Container 'kube-b

K8sBlockEmptySecurityContext

K8sCsrPSPCapabilitiesContainer K8sCsrPSPPrivilegedContainer

@ Last 5 minutes

Q

O Refresh

K8sCsrBlockEmptySecurityConte... K8sCsrl y

h' in Pod 'kube-bench-g5px5'

h): He 3apaH securityContext Ha ypoese Container'a. He onucato none securityContext, ans ycTpateHus npobnem o6pawarscs ...

Pod 't h-g5px5' b h): none rt

He 3afaHo B securityContext. He onucako none securityContext, ans npoGnem a8

Pod 'kube-bench-g5px5' (namespace: kube-cis-bench): none runAsUser He 3anako B securityContext. He onucato nonie securityContext, Ans yCTpaseHs npo6niem 06paiarsca & Moanepxxy
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MoHuTopuHr: Victoria Metrics +

OPA Scorecard

Datasource| Prometheus-K8S- Cluster  All X Namespace Al X X Pod Al X @ Lastihour ~ Q@ & Refresh 30s

Total Pods Not Running Pods NotReady Pods CrashLoopBackOff Deployment Replicas Unavailable Replicas

Available Desired

‘ AGwmi——v—— o) 0 0) 18 18 o)

Pod Phase Distribution

{phase="Running"}

{phase="Succeeded! ‘ 0
{phase="Unknown"} %
Container Restarts Restart Rate
namespace pod Restarts. namespace pod Restart Rate
opa-exporter opa-exporter-op: P 4bf-I 0 opa-exporter opa-exporter-opa-scorecard-exporter-56b4d574bf-16sc7 0reals
‘opa-exporter opa-exports P d-exp 94 a4 0 ‘opa-exporter P P P d-expe 94 a4 Oreq/s
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Teleport: npodonema potauum tbot TokeHa

= [MMpobnema poTtauuu tbot TokeHa

= ArgoCD BbI3biBaeT execProviderConfig napansnensHo —
= 00 5+ ropyTMH OOQHOBPEMEHHO O/19 O4HOro Knacrtepa
= — 5 x 150MB = 750MB T0nbKo Ha tbot

= PeweHue: flock + k3w credentials

[MepBbin BbI3OB: tbot start — nuweTt credentials

OcTtanbeHble: XayT lock — 4YnTaloT rotoBoe

TTL kowa: 5 MymH, ogHO OOHOBNEHME B Yac



Teleport: poTauna TokeHOB ¥ OAUH Proxy — MHOIO KractepoB

[2826-@3-27 :49: [3284] --- INVOKED --- args: auth_server=k8s-xxx cluster=k8s-dev cert_provided=yes

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10187428 MemAvailable:=37628232 Buffers:=2368 Cached:=21985276 5lab:=8880896 SReclaimable:=6117124 cgroup: usage=344236832 1imit=536878912 anon(R55)=28696989
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3876kB script.sh=2544kB script.sh=2212kB awk=1344kB

[2826-@3-27 :49: [3284] CACHE EXPIRED: age=368@8s »>= ttl=388s — need renewal

[2826-@3-27 149; [32084] CLEANUP: removing stale credential files

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10182384 MemAvailable:=37623196 Buffers:=2368 Cached:=21985284 51lab:=8880832 SReclaimable:=6117124 cgroup: usage=343609344 1imit=536878912 anon(R55)=28708263
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3888kB script.sh=2552kB script.sh=2228kB awk=1516kB

[2826-83-27 HE = H [3284] DISK: /tmp=51M cluster dir=52K files=4

[2826-@3-27 :49: [3284] REMEW: starting tbot start...

[2826-83-27 149: [3284] RENEW: tbot start finished in 1985ms (rc=0)

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10876856 MemAvailable:=37598236 Buffers:=2368 Cached:=21985864 51ab:=8879888 SReclaimable:=6117124 cgroup: usage=344178688 1imit=536878912 anon(R55)=287827
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3908kB script.sh=2568kB script.sh=2236kB awk=1436kB

[2826-@3-27 :49: [3284] DROP_CACHES: no permission to write /proc/sys/vm/drop_caches (need SYS_ADMIN cap or sysctl vm.drop_caches_userns=1})

[2826-83-27 149: [3284] DROP_CACHES: consider adding to securityContext: capabilities: add: ['SYS_ADMIN'] or use sysctl

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10873228 MemAvailable:=37594628 Buffers:=2368 Cached:=21985864 51ab:=8879888 SReclaimable:=6117124 cgroup: usage=343822336 1imit=536878912 anon(R55)=283784768
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3964kB script.sh=2568kB script.sh=2236kB awk=1480kE

[2826-@3-27 :49: [3284] REMEW: SUCCESS — certificates renewed

[2826-@3-27 :49: [3284] RENEW: tbot kube credentials OK

[2026-83-27 149: [3204] DISK: /tmp=51M cluster_dir=188K files=18

[2826-@3-27 :49: [3481] --- INVOKED --- args: auth_server=k8s-xxx cluster=k8s-dev cert_provided=yes

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=1@585408 MemAvailable:=38248376 Buffers:=2368 Cached:=2211636@ 5lab:=8887976 SReclaimable:=61208132 cgroup: usage=343261184 1imit=536878912 anon(RS5)=28676094
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3728kB script.sh=2468kB script.sh=2264kB awk=1448kB

[2826-@3-27 :49: [3481] CACHE EXPIRED: ape=36801s »= tt1=388s — need renewal

[2826-@3-27 149; [3a81] CLEANUP: removing stale credential files

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=18588244 MemAvailable:=38243220 Buffers:=2368 Cached:=22116368 5lab:=8887976 SReclaimable:=6120132 cgroup: usage=344535048 1limit=536878912 anon(RS5)=28688193
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3732kB script.sh=2468kB script.sh=2272kB awk=1368kB

[2026-83-27 149: [3481] DISK: /tmp=51M cluster_dir=56K files=4

[2826-@3-27 :49: [3481] REMEW: starting tbot start...

[2826-@3-27 149; [3a81] REMEW: tbot start finished in 1375ms (rc=8)

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=10589808 MemAvailable:=38245148 Buffers:=2368 Cached:=22116736 5lab:=8888088 SReclaimable:=6128132 cgroup: usage=343638816 1imit=536878912 anon(R55)=28682244
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3752kB script.sh=2484kB script.sh=2288kB awk=1476kB

[2826-@3-27 :49: [3481] DROP_CACHES: no permission to write /proc/sys/vm/drop_caches (need SYS_ADMIN cap or sysctl vm.drop_caches_userns=1})

[2826-@3-27 149; [3a81] DROP_CACHES: consider adding to securityContext: capabilities: add: ['SYS_ADMIN'] or use sysctl

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=10585868 MemAvailable:=38241232 Buffers:=2368 Cached:=22116816 5lab:=8887880@ SReclaimable:=6128132 cgroup: usage=343179264 1imit=536878912 anon(R55)=28684258
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3752kB script.sh=2484kB script.sh=2288kB awk=1364kB

[2826-@3-27 :49: [3481] REMEW: SUCCESS — certificates renewed

[2826-@3-27 :49: [3481] REMEW: tbot kube credentials OK

[2026-83-27 149: [3481] DISK: /tmp=51M cluster_dir=112K fil




Teleport: poTauna TokeHOB ¥ OAUH Proxy — MHOIO KractepoB

[2826-@3-27 :49: [3284] --- INVOKED --- args: auth_server=k8s-xxx cluster=k8s-dev cert_provided=yes

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10187428 MemAvailable:=37628232 Buffers:=2368 Cached:=21985276 5lab:=8880896 SReclaimable:=6117124 cgroup: usage=344236832 1imit=536878912 anon(R55)=28696989
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3876kB script.sh=2544kB script.sh=2212kB awk=1344kB

[2826-@3-27 :49: [3284] CACHE EXPIRED: age=368@8s »>= ttl=388s — need renewal

[2826-@3-27 149; [32084] CLEANUP: removing stale credential files

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10182384 MemAvailable:=37623196 Buffers:=2368 Cached:=21985284 51lab:=8880832 SReclaimable:=6117124 cgroup: usage=343609344 1imit=536878912 anon(R55)=28708263
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3888kB script.sh=2552kB script.sh=2228kB awk=1516kB

[2826-83-27 HE = H [3284] DISK: /tmp=51M cluster dir=52K files=4

[2826-@3-27 :49: [3284] REMEW: starting tbot start...

[2826-83-27 149: [3284] RENEW: tbot start finished in 1985ms (rc=0)

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10876856 MemAvailable:=37598236 Buffers:=2368 Cached:=21985864 51ab:=8879888 SReclaimable:=6117124 cgroup: usage=344178688 1imit=536878912 anon(R55)=287827
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3908kB script.sh=2568kB script.sh=2236kB awk=1436kB

[2826-@3-27 :49: [3284] DROP_CACHES: no permission to write /proc/sys/vm/drop_caches (need SYS_ADMIN cap or sysctl vm.drop_caches_userns=1})

[2826-83-27 149: [3284] DROP_CACHES: consider adding to securityContext: capabilities: add: ['SYS_ADMIN'] or use sysctl

[2826-@3-27 :49: [3284] MEMORY: MemTotal:=49321716 MemFree:=10873228 MemAvailable:=37594628 Buffers:=2368 Cached:=21985864 51ab:=8879888 SReclaimable:=6117124 cgroup: usage=343822336 1imit=536878912 anon(R55)=283784768
[2826-@3-27 :49: [3284] MEMORY-TOP: argocd-applicat=367292kB script.sh=3964kB script.sh=2568kB script.sh=2236kB awk=1480kE

[2826-@3-27 :49: [3284] REMEW: SUCCESS — certificates renewed

[2826-@3-27 :49: [3284] RENEW: tbot kube credentials OK

[2826-@3-27 E E [3284] NTSK: ftmn=51M rluster dir=1028K Ffile==18%

[2826-@3-27 :49: [3481] --- INVOKED --- args: auth_server=k8s-xxx cluster=k8s-dev cert_provided=yes

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=1@585408 MemAvailable:=38248376 Buffers:=2368 Cached:=22116368 S5lab:=8887976 SReclaimable:=6120132 cgroup: usage=343261184 1imit=536878912 anon(RS5)=28676094
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3728kB script.sh=2468kB script.sh=2264kB awk=1448kB

[2826-@3-27 :49: [3481] CACHE EXPIRED: ape=36801s »= tt1=388s — need renewal

[2826-@3-27 149; [3a81] CLEANUP: removing stale credential files

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=18588244 MemAvailable:=38243220 Buffers:=2368 Cached:=22116368 5lab:=8887976 SReclaimable:=6120132 cgroup: usage=344535048 1limit=536878912 anon(RS5)=28688193
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3732kB script.sh=2468kB script.sh=2272kB awk=1368kB

[2026-83-27 149: [3481] DISK: /tmp=51M cluster_dir=56K files=4

[2826-@3-27 :49: [3481] REMEW: starting tbot start...

[2826-@3-27 149; [3a81] REMEW: tbot start finished in 1375ms (rc=8)

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=10589808 MemAvailable:=38245148 Buffers:=2368 Cached:=22116736 5lab:=8888088 SReclaimable:=6128132 cgroup: usage=343638816 1imit=536878912 anon(R55)=28682244
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3752kB script.sh=2484kB script.sh=2288kB awk=1476kB

[2826-@3-27 :49: [3481] DROP_CACHES: no permission to write /proc/sys/vm/drop_caches (need SYS_ADMIN cap or sysctl vm.drop_caches_userns=1})

[2826-@3-27 149; [3a81] DROP_CACHES: consider adding to securityContext: capabilities: add: ['SYS_ADMIN'] or use sysctl

[2826-@3-27 :49: [3481] MEMORY: MemTotal:=49321716 MemFree:=10585868 MemAvailable:=38241232 Buffers:=2368 Cached:=22116816 5lab:=8887880@ SReclaimable:=6128132 cgroup: usage=343179264 1imit=536878912 anon(R55)=28684258
[2826-@3-27 :49: [3481] MEMORY-TOP: argocd-applicat=366896kB script.sh=3752kB script.sh=2484kB script.sh=2288kB awk=1364kB

[2826-@3-27 :49: [3481] REMEW: SUCCESS — certificates renewed

[2826-@3-27 :49: [3481] REMEW: tbot kube credentials OK

[2026-83-27 149: [3481] DISK: /tmp=51M cluster_dir=112K fil




Teleport: oanH proxy — MHOro KrnacrteposB

= OauH Teleport proxy — MHOro KrnacrteposB

= ArgoCD kawmpyeT knactepbl no server URL
= OguvH proxy — oguHakoBbin URL — kKOHGNUKT
= Knactepsbl "Muratot" 1 MeHS0TCA MecTamu

= PeweHue: ExternalName Service

= OpguH Service Ha knactep B hamespace ArgoCD:
= teleport-cluster1.argo.svc — teleport.domain
= teleport-cluster2.argo.svc — teleport.domain
= YHukanbHbin URL, DNS yepes k8s, 6e3 nameHeHum



Teleport: poTtauua TOKeHOB U OOUH Proxy — MHOro KnactepoB

/argo-cd/clusters/exec-provider-config/k8s-dev

Overview Secret Metadata Paths Version History

JSON Delete Destroy Copy v Version 19 v Create new version +

Key Value Version 19 created Apr 09, 2026 01:51 PM

[«
©

config E

[«
©

name E SEEsEEsEEEN

&  https://teleport-k8s-dev

[«

server 2

apiVersion: vl

kind: Service

metadata:
name: teleport-k8s-dev
namespace: k-

spec:
type: Externaliame
externalName: k3s

ports:
- port: 443
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Teleport: poTtauua TOKeHOB U OOUH Proxy — MHOro KnactepoB

/argo-cd/clusters/exec-provider-config/k8s-dev

Overview Secret Metadata Paths Version History

JSON Delete Destroy Copy v Version 19 v Create new version +

Key Value Version 19 created Apr 09, 2026 01:51 PM

[«
©

config E

[«
©

name E SEEsEEsEEEN

&  https://teleport-k8s-dev

[«

server 2

apiVersion: vl

kind: Service

metadata:
name: teleport-k8s-dev
namespace: k-

spec:
type: Externaliame
externalName: k3s

ports:
- port: 443
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Teleport: poTtauua TOKeHOB U OOUH Proxy — MHOro KnactepoB

/argo-cd/clusters/exec-provider-config/k8s-dev

Overview Secret Metadata Paths Version History

JSON Delete Destroy Copy v Version 19 v Create new version +

Key Value Version 19 created Apr 09, 2026 01:51 PM

© saEEEEEEEEER

[«

config E

© sEEEEESEEEN

[«

name E

server B & & https://teleport-k8s-dev

apiVersion: vl

kind: Service

metadata:
name: teleport-k8s-dev
namespace: k-

spec:
type: Externaliame
externalName: k3s

ports:
- port: 443

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]



ArgoCD nopg Harpy3koun: hardening values

Mpu 60onbLIOM YMCTie KNAacTepoB CTaHAAPTHbIE HACTPOMKN He AepKarT: E RS TR TR E

controller.status.processors — napanneneHad obpabotka ctatycoB WL thuadd
controller.operation.processors — napannesnbHble onepaunn sync fees, 003 0338 .::::"

controller.repo.server.timeout.seconds — TanmayT Ha nonydeHne maHucgpecroe e EEI(.H'2E """""

GOMEMLIMIT — »xéctkmn numut namatn Go runtime, arpeccuHbin GC
sharding — pasbuBka knactepoB no pennukam application-controller

Ha ogHom knactepe ¢ Gatekeeper: ~350MB RSS (ctabunbHo, 6e3 yTeyek) E
[MporHo3 Ha 10 knacTtepos: ~2.6GB — c sharding 2 pennukn = 1.3GB kaxgas oot o

https://akuity.io/blog/argo-cd-application-controller-performance-tuning

[MogpobHee — oTnuyYHbIM NocT no hardening ArgoCD anga 6onblnx nHctannauum no QR

KOH®EPEHLMA MO BEE3ONACHOCTU KOHTEMHEPOB 1 KOHTEMHEPHbIX CPE[ 58



A ecTb nu npobnembi? EEKOH=

CraBuwb Gatekeeper. lNonutnkn npumeHsitotes. Violations ecTb.
Xoyellb nocmoTpeTb nx B Grafana — u Tyt croprpua:

— Het BcTpoeHHoro Prometheus akcnopTtepa aonsa HapyLeHUn
— --log-denies=true nuwet B stdout, Ho B audit norn He nonapaeT
— gatekeeper_violations meTpuka ectb, HO 6e3 constraint_name neunbna

PeweHue: opa-scorecard Ha GitHub — 49 3gezp... BII L
NocneagHnn kKoMMUT — 4 ropa Hasag... TR L L R

donununu, passepHynu, pabotaet — onpawmsaeT K8s API kaxable 10 cek,
yntaert .status violations n3 Constraint o6bekToB, akcnopTmnpyet B Prometheus https:/github.com/mcelep/opa-scorecard

Profit: violations no knactepam n nonutnkam B Grafana B peanbHOM BpeMeHU
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NMpuHUuMNbI, KOTOpbIEe pabdoTaloT

O EavHaa Touka npaBgbl
Bce nonutuku xunsyT B Git: ognH

peﬂO3VITOpVIl7I, OAWH NCTOYHUK UCTUHDbI
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O EavHasa Touyka npaBabl O ABTOMaTn4yeckas gocTtaBKa
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NMpuHUuMNbI, KOTOpbIEe pabdoTaloT

O EavHaa Touka npaBgbl
Bce nonutuku xunsyT B Git: ognH

peﬂO3VITOpVIl7I, OAWH NCTOYHUK UCTUHDbI

‘ CereTbl LHeHTpPann3oBaHbI
Vault + External Secrets: He pa3amasaHbl No

Krnacrtepam, BCE nog KOHTpOoreM

KOH®EPEHLNSA MO BE3OMNACHOCTWN KOHTEMHEPOB I KOHTEMHEPHbLIX CPE[]

ABTOMaTn4yeckas gocTtaBKa
ArgoCD pgocTtaBnsieT nonuTukn 6e3 py4yHoro

Tpyaa — rapaHTUPOBaHHO U

BOCIMpon3BoanMoO

BunaumocTtb B pearibHOM
BpeMeHU
Victoria Metrics + Grafana — compliance

NpsIMO cenyac, a He Ha KBapTalibHOM
oTyéeTe

paHyNApPHOCTL 30H
wide / zone / cluster — nonutuka eget

TyOa, Kyaa HY)XXHO

O MvHumManbHble NpaBa
Argo BnguTt Tornbko Constraints un

Templates — principle of least privilege



DB U KOHTEMHEPHbIX CPEL

@truebadOur
aorekhov@swordfishsecurity.ru
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