URAL DIGITAL

[oTOBMM cepBUC K be3onacHou paboTte B
Kubernetes: pekomeHaaunm gna pa3paboTymkoB
(M He TONbLKO)

AHaTtonmn KapneHko
Luntry


https://t.me/rusdacent
https://luntry.ru/

whoami

e ABTOMaTK3aTop aBTomMaTmsaumm B Luntry

e JltoOuTenb mutanowHelx popmatoB; SPb
Reliability Meetup, ITGM, TechTrain,
DevOops, DEFCON'bl, SafeCode,
BEKOH, Tb ®opym

e Beny kaHan «TexHonornyeckun bont
[eHoHa»

 Pucyto HecmellHble MeMbl

tg: @rusdacent 2/51


https://luntry.ru/
https://t.me/spb_reliability
https://t.me/spb_reliability
https://piter-united.ru/
https://techtrain.ru/
https://devoops.ru/
https://forum.defcon.org/social-groups
https://safecodeconf.ru/
https://bekon.luntry.ru/
https://www.tbforum.ru/
https://t.me/tech_b0lt_Genona
https://t.me/tech_b0lt_Genona
https://t.me/mem_b0lt_Genona
https://t.me/rusdacent

3TO TEKCT KOTOPbIA HUKTO HE YNTAET
NMNO3TOMY A NPOIOBOPKO HTO A HE CMOI'Y

PACCKA3ATb O50 BCEM YEM XOTENOCbH Bbl
HO NOCTAPAKOCb OTMETUTb HACTDb

BAXHbIX MYHKTOB OAJ14A PASPABOTHNKOB
OCTAJIbHOE MOXHO BYAET ObCYAWUTb MNMOCIJIE
OOKJITAOA U NMOCMOTPETDb IO CCbIJIKAM
KOTOPbBIE A OCTABIJIIO B NPE3EHTALIUU




Pa3paboTunku?
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Pa3paboTunku?

QA?
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Pa3paboTunku?
QA?

ApmuHbl, SRE, Dev[Sec]Ops n npoune Ops'bl?
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[MpunoxeHne cenyac (Her)

Momoru [awe-pa3paboTynie NoHSATb, Ha KaKOM YPOBHE NpoTeKkaeT

abcTpakuus

windows host

linux VM

minikube VM

docker image

kubernetes pod

docker image

hello.sh

hello.go
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[punoxeHune cenyac (aa)
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luntry-cli
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[laBauTe
pa3dupartbcs
(norpyxartbcs)

Base image

‘Dockerfile 4

Images

runAsNon Root “"*

runAsUser

ru nAsGﬁrou P
B,

NetworkPolicy

P

Capabilities

seccompProfile
appArmorProfile
seLinuxOptions
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Kto nuwet Dockerfile?
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Kto nuwet Dockerfile?

KTo nuwet maHundectbi/MapTbl noa Kubernetes?
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Ha 4yTto onepeTbcH

e Docker Building best practices

e CIS Docker Benchmarks

e CIS Kubernetes Benchmarks

e NIST 800-190. Application Container Security Guide

e [Mpnkas PCTIK Ne118. TpeboBaHunsA no be3onacHoCT MHPOPMaLNKN K cpeacTeam
KOHTEWHepu3aumnm

e O noBbllleHUn 6e3onacHOCTM CPeacTB 3alUUTbl MHpopMaLMn, B COCTaB KOTOPbIX
pa3paboTyMKM BKNOYAKOT cpeacTBa KOHTENHepU3aLum nnm obpasbl KOHTENHEPOB

14/51


https://docs.docker.com/build/building/best-practices/
https://www.cisecurity.org/benchmark/docker
https://www.cisecurity.org/benchmark/kubernetes
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-190.pdf
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

Base image

Base image
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Kafka

IMAGE

@ bithami/kafka €2

bitnami  \/Mware

Bitnami container image for Apache Kafka

Pulls

Stars
Last Updated

IMAGE

/ apache/kafka @
j The Apache Software Foundation

Apache Kafka

Pulls

Stars
Last Updated

Upcoming changes to the Bitnami catalog (effective August 28th, 2025)

IMAGE

e ubuntu/kafka €
“w® Canonical

Apache Kafka, a distributed event streaming
platform. Long-term tracks maintained by...

Pulls
Stars
Last Updated

IMAGE

o rootpublic/kafka €@

‘ Root. 10

Pulls
Stars
Last Updated

0

about 22 hours
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https://github.com/bitnami/charts/issues/35164

Minimal images

e gcr.io (distroless)

e RapidFort

e Chainguard $ ( latest [2)
e VulnFree $

e SIGHUP %

BHuMaHue
paspaboTunkos

“ToJICTbie"

T ke obpa3bl Docker

obpa3bl Docker

17/51


https://github.com/GoogleContainerTools/distroless
https://github.com/rapidfort/community-images
https://www.chainguard.dev/
https://vulnfree.com/images
https://sighup.io/secure-containers/

LotL-aTaka (Living

off the Land)

e AHTMBUMPYC HE NOMOXET

e BpenoHocHbIX pannos HeT

Nmap,wget

Shell nermtnmeH

PaccnenoBaHue u
aTpudyums atak CIOXHbl

TH=$(mktemp)
chmod +x $1F
echo -e '#!/bin/sh\n/bin/sh 1>&0' >$%TF

wget --use-askpass=$TF @

$ TF=$(mktemp)

$ echo 'os.execute("/bin/sh")' > $TF

$ sudo nmap --script=$TF

Starting Nmap 7.80 ( https://nmap.org ) at 2025-07-14
NSE: Warning: Loading '/tmp/tmp.41C2Gov4KT' -- the req
‘.nse'.

extension is
# uid=0(root) gid=0(root) rpynnsi=0(root)

# 1
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https://gtfobins.github.io/gtfobins/nmap/
https://gtfobins.github.io/gtfobins/wget/

Dockerfile
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SAST

e Hadolint

e KICS

e Checkov
e Semgrep

https://vkvideo.ru/video-211664921 456239070 20/51


https://github.com/hadolint/hadolint
https://github.com/Checkmarx/kics
https://github.com/bridgecrewio/checkov
https://github.com/semgrep/semgrep
https://vkvideo.ru/video-211664921_456239070

Mpumep KICS

$ kics scan -p Dockerfile
Last User Is 'root', Severity: HIGH, Results: 1

Platform: Dockerfile
CWE: 250

[1]: Dockerfile:46
045:

046: USER root
047 :

https://docs.kics.io/latest/queries/dockerfile-queries/67fd0c4a-68cf-46d7-8c41-bcOfba7e40ae 21/51


https://docs.kics.io/latest/queries/dockerfile-queries/67fd0c4a-68cf-46d7-8c41-bc9fba7e40ae

NMpumep KICS

fix(dockerfile): remove user root and add platform #7031

ISJEGEL cx-andre-peixoto merged 6 commits into master from AST-48561 3 on Apr 30, 2024

L)) Conversation 1 -o- Commits & [Fl Checks o Files changed 2

9 cx-rui-araujo commented on Apr 29, 2024 update(dockerfile): revert KICS user change from 65532 back to root

Closes # Y VENECE cx-rui-araujo merged 7 commits into master from ruiar/update-kics-image [[Jon Jan 31

Proposed Changes

) Conversation 3 -0~ Commits 7 [l Checks 31 Files changed &
» Remove user root

+ Add platform to command FROM )
1 cXx-rui-araujo commented on Jan 31 « edited ~ Confributor
i

+ Change GIT image tag from 'latest’ to latest-root' Reviewerg

. cx-ed
ﬂ. cX-al

Reason for Proposed Changes

+ KICS always used root, but in the latest release, we changed it to 65532 due to FedRAMP policies. This change is causing
issues in AST-CLI. Since we only use the binaries inside the image, there is no relevant reason to use 65532 instead of root. A
possible fix is to run the KICS image with the same user as the container running it. However, since this would require users to
change their setup, | am reverting this change to avoid that and to prevent other potential issues.

Proposed Changes

« revert KICS user change from 65532 back to root
« update KICS gh action tov2.1.4
« fix vulnerabilities

Prejects

#7031 #7322, The Federal Risk and Authorization Management Program(FedRAMP) 22/51


https://github.com/Checkmarx/kics/pull/7031
https://github.com/Checkmarx/kics/pull/7322
https://www.fedramp.gov/

[Mpumep Hadolint

I FROM scratch as base
<string>:2:18:
I
2 | COPY --chmod=777 hadolint /bin/hadolint

lnvalid flag: --chmod
2 COPY --chmod=777 hadolint /bin/hadolint
2 LABEL org.opencontainers.image.source="https://github.com/hado
4CMD ["/bin/hadolint™, "-"]
5
5 FROM debian:bullseye-slim as debian
7/ COPY --chmod=777 hadolint /bin/hadolint

2 LABEL org.opencontainers.image.source="https://github.com/hado _
o I »

https://hadolint.github.io/hadolint/ 23/51


https://hadolint.github.io/hadolint/

Docker (COPY)
COPY

COPY has two forms:
COPY [--chown=<user=:<group>]| [--chmod=<perms=]| <src=... <dest=
COPY [--chown=<user=>:<group>]| [--chmod=<perms>]| ["<src=",... "=dest="]

This latter form is required for paths containing whitespace

https://docs.docker.com/reference/dockerfile/#copy---chown---chmod 24/51


https://docs.docker.com/reference/dockerfile/#copy---chown---chmod

NMnarvHel K
IDE

e Hadolint
e Semgrep
e KICS X

_

e Checkov “=

Hadolint,Semgrep,KiCS

checkov-vscode

archived on
Oct 27,2024 __

checkov-jetbrains-ide
archived on arChiVEd on

Oct 27,2024 Nov 6, 2024

25/51


https://github.com/hadolint/hadolint/blob/master/docs/INTEGRATION.md#editors
https://semgrep.dev/products/integrations/
https://docs.kics.io/latest/integrations/

NMnarnHbl K JB IDE's

curl - Do Not Pipe to Shell
latest Version Tags
Secrets in ENV Keys

Using RUN with sudo
Standardise Remote GET Tools

AppArmor profile disabled or
overridden

Setting custom SELinux options
Using non-root containers

Using privileged containers

JetBrains Marketplace,GitHub,k8s (in)security

®
B

. demo-projects v Version control v Current File v

docker-compose.yaml|

version: '3.1'

services:
Ydb:
1

nestant: al [Documentation] Missing version tag

When using image you should use a specific tag to avoid uncontrolled behavior when the image is updated.

2 Look up and replace with digest More actions...
environment
MYSQL_ROO image: string

ports: Specify the image to start the container from. Can be a repository/tag, a digest, or a local image ID.

3 demo-projects

Document 1/1 services: db: image: mysq|l

Problems File Project Errors  Server-Side Analysis Vulnerable Dependencies

@,
e
B

docker-compose.yaml|
Missing version tag...
Image user should not be 'root'...
Using privileged: true grants full root access to the host, bypassing isolation mechanisms.
Port 22 exposed...

26/51


https://plugins.jetbrains.com/plugin/25413-cloud-iac-security
https://github.com/NordCoderd/cloud-security-plugin
https://t.me/k8security/1584

Images
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Images

e Trivy
e Grype
e Clair
e Dockle

@@ O

trivy  grype Clalr dOCkl.e

28/51


https://github.com/aquasecurity/trivy
https://github.com/anchore/grype
https://github.com/quay/clair
https://github.com/goodwithtech/dockle

Trivy <-> Grype

$ grype aquasec/trivy:latest --sort-by severity

NAME  INSTALLED FIXED-IN TYPE VULNERABILITY SEVERITY EPSS%
git
git-init-template
git
git-init-template

P

A47.2-r8 2.47.
LA47.2-18 AT
AT.2-18 A7,
LA47.2-168 AT
AT.2-18 A7,
LA7.2-18 AT
AT.2-r8 A7
LA47.2-18 AT

[¥]

-re apk CVE-2025-48385 28.94
-r@ apk CVE-2025-48385 28.94
-re apk CVE-2025-46835 .72
-re apk CVE-2025-46835 .72
-re apk CVE-2025-27614 .62
-r@ apk CVE-2025-27614 .62
-re apk CVE-2025-46334 .31
-r@ apk CVE-2025-46334 .31
-re apk CVE-2025-48384 .78
-r@  apk CVE-2025-48384 .78

go-module GHSA-557j-xg8c-g2mm .38

git

git-init-template
git

git-init-template
git .47.2-18 .47,
git-init-template 2.47.2-r@ .47.
helm.sh/helm/v3 v3.18.3

R WE R 'Sy Yy Ry R W R R
B

O == W W W W W oo

A A AN A AN A AN A A

= S e e e e e e e

I E I S Ty O T S T I R R S Ty

o
co
.

. trivy image --severity HIGH anchore/grype:latest

Report Summary

Grype -> Triv
target | Type | wlnerabitities | secrets | yp y
- Trivy -> Grype

Le

: Not scanned
: Clean (no security findings detected)
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Current Layer Contents
| o Layers bin
Cmp Size Command arch - /bin/busybox
7.8 MB FROM blobs ash - /bin/busybox
13 MB RUN /bin/sh -c apk --no-cache add c base64 - /bin/busybox
154 MB COPY trivy /usr/local/bin/trivy # b bbconfig - /bin/busybox
busybox
cat - /bin/busybox
chattr - /bin/busybox
chgrp - /bin/busybox
chmod - /bin/busybox
chown - /bin/busybox
cp - /bin/busybox
date - /bin/busybox
dd - /bin/busybox
df - /bin/busybox
dmesg - /bin/busybox
dnsdomainname - /bin/busybox

| Current Layer Contents
| o tayers f———————————— |
Cmp Size Command
214 kB FROM blobs
@ B WORKDIR /tmp L — ca-certificates.crt

72 MB COPY grype / # buildkit

sl
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Mpopomxaem norpyxartbcq (B Kubernetes)
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SecurityContext holds security configuration that will be applied to a container

PodSecurityContext holds pod-level security attributes and common container

settings.
Pod-level Pod-level + Container-level Container-level: capabilities
pod.yam| pod.yam| pod.yam| M-Inul: capabilities
apiVersion: v1 apiVersion: v1 ; .
kind: Pod kind: Pod :{.n:'.e;m:n. e
metadata: metadata: n::‘l-:;d:;a'
name: mypod name: mypod g
. g name: mypod
spec: spec: 3
securityContext: pod-levet~--> securityContext: specc;nhlnarr
runAsUser: 1000 runAsUser: 1000 - name: m .-conh'n
fsGroup: 2000 containers: i e
containers: - name: my-containerd—— container-level ' 9'.'+ g + g.,,.
- name: container] ¢ thesettingsare image: my-image settings override R H .:.n ?x ' “Pabm_i e.s it
image: nginx : ;!I:huri‘l'e: ‘by container-level--=~>securityContext: pod-level settings cap::ill[:;;]: i be spac_:l-‘sed at the
- name: container? ¢— aul*h:nc::‘:i::;s runAsUser: 2000 add: = container-level

image: busybox

k8s v1.33 API, Kubernetes: Security Contexts 32/51


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.33/#securitycontext-v1-core
https://yuminlee2.medium.com/kubernetes-security-contexts-e54624e29d52

Users

runAsNonRoot = ™
V. runAsUser

ru nAsGE'ou p

33/51



runAsNonRoot/runAsUser/runAsGroup

The UID to run the entrypoint of the container process
Defaults to user specified in image metadata if unspecified

The GID to run the entrypoint of the container process
Uses runtime default if unset

spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
runAsGroup: 1000

Exception in thread "main" java.lang.IllegalStateException:

Unable to create the directory [/tomcat.8888] to use as the base directory
at org.apache.catalina.startup.Tomcat.initBaseDir(Tomcat.java:847)
at org.apache.catalina.startup.Tomcat.getServer(Tomcat.java:613)
at org.apache.catalina.startup.Tomcat.getEngine(Tomcat. java:586)
at org.apache.catalina.startup.Tomcat.getHost(Tomcat.java:570)
at launch.Main.main(Main.java:20)
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NetworkPolicy

. .

NetworkPolicy
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NetworkPolicy

allow you to specify how a pod is allowed
to communicate with various network
"entities"

spec:
podSelector:
matchLabels:
app: pod-two
policyTypes:
- Ingress
- Egress
ingress:
- from:
- podSelector:

matchLabels: curl: (6) Couldn't resolve host "evil.site'
app: pod-one

egress:
- to:
- podSelector:
matchLabels:
app: pod-one
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Ural Digital Weeken?

‘I Spectr #TAGLINE

Cepren KaHnéop
Luntry, Security Researcher

Co3paHue Network Policy

K/IFOUeBble acneKTbl U peKoMeHaauuy
ANs pa3paboTyUKOB

https://www.youtube.com/watch?v=4PdRXVhL4X8 37/51


https://www.youtube.com/watch?v=4PdRXVhL4X8

capabilities

Ca pabilltlés

S ‘ﬁﬂ-‘ﬁ
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capabilities

Adds and removes
POSIX capabilities
from running
containers

- CAP_CHOWN

- CAP_DAC_OVERRIDE
- CAP_DAC_READ_SEARCH
- CAP_SETUID

- CAP_SETGID

- CAP_NET_RAW

- CAP_SYS_ADMIN

- CAP_SYS_PTRACE

- CAP_SYS_MODULE

- CAP_FOWNER

- CAP_SETFCAP

SecurityContext
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capsh

$ docker run -it --rm rObinak/mtkpi:v1l.5 /bin/bash

# capsh --print | grep 'Bounding set'

Bounding set =cap_chown, cap_dac_override,cap_fowner,cap_fsetid,cap_kill
cap_setgid, cap_setuid, cap_setpcap, cap_net_bind_service, cap_net_raw,
cap_sys_chroot, cap_mknod, cap_audit_write, cap_setfcap

$ docker run -it --rm --privileged rObinak/mtkpi:v1l.5 /bin/bash

# capsh --print | grep 'Bounding set'

Bounding set =cap_chown, cap_dac_override, cap_dac_read_search, cap_fowner,
cap_fsetid, cap_kill, cap_setgid, cap_setuid, cap_setpcap,cap_linux_immutable,
cap_net_bind_service, cap_net_broadcast,cap_net_admin, cap_net_raw,

cap_ipc_lock, cap_ipc_owner,cap_sys_module, cap_sys_rawio, cap_sys_chroot,
cap_sys_ptrace, cap_sys_pacct,cap_sys_admin, cap_sys_boot,cap_sys_nice,
cap_sys_resource,cap_sys_time,cap_sys_tty_config, cap_mknod, cap_lease,
cap_audit_write,cap_audit_control, cap_setfcap, cap_mac_override,

cap_mac_admin, cap_syslog, cap_wake_alarm, cap_block_suspend,cap_audit_read, 38,39, 40

40/51



Linux capabilities n Kubernetes

KaK npmpquTb LmUx |

+ capabilities B Kubernetes

Hukonawn lNanHye

https://vkvideo.ru/video-224467080 456239034 41/51


https://vkvideo.ru/video-224467080_456239034

Linux kernel security constraints

seccompProfile

appArmorProfile
seLinuxOptions

42/51



seccompProfile

SeccompProfile defines a pod/container's seccomp profile settings

apiversion: vi
kind: Pod

spec:
securityContext:
seccompProfile:
type: Localhost
localhostProfile: file.json
containers:
- name: my-best-app
image: my-best-container: latest
securityContext:
allowPrivilegeEscalation: false

https://kubernetes.io/docs/tutorials/security/seccomp/

"defaultAction": "SCMP_ACT_ERRNO",

"syscalls": [
{
"names": [
"read",
"write",
"axit" ,
1

"action": "SCMP_ACT_ALLOW"

43/51


https://kubernetes.io/docs/tutorials/security/seccomp/

$ diff default.json default_ww.json
380d379
< "write",

$ docker run -it --rm \
--security-opt seccomp='default.json' \
ubuntu:22.04 /bin/bash
root@5d612022de21:/#

$ docker run -it --rm \
--security-opt seccomp='default_ww.json' \
ubuntu:22.04 /bin/bash

docker: Error response from daemon: OCI runtime start failed

Default Seccomp: Docker/Moby, cri-o, containerd 44/51


https://github.com/moby/moby/blob/v28.3.2/profiles/seccomp/default.json
https://github.com/cri-o/cri-o/blob/main/internal/config/seccomp/seccomp.go
https://github.com/containerd/containerd/blob/main/contrib/seccomp/seccomp_default.go

appArmorProfile / seLinuxOptions

3anpeTt 3anucu Ha PC yepes AppArmor [lpnmep 3anycka KOHTenHepa C

KOHKpPETHOW MeTKkon SELinux
#include <tunables/global>

profile k8s-apparmor-example-deny-write

flags=(attach_disconnected) { securityContext:
#include <abstractions/base> seLinuxOptions:
file, user: system_u
role: system_r
# Deny all file writes. type: contalner_t
deny /** w, level: s0:c829,c861

}

Restrict a Container's Access to Resources with AppArmor,SELinux, kubernetes & Udica

45/51


https://kubernetes.io/docs/tutorials/security/apparmor/
https://jaosorior.dev/2019/selinux-and-kubernetes/

TexHonorua J

Peanuzauuna

KpaTtkoe onvcaHue
/
OcHoBHan uenb
N

KoHTponb Hapg
N
Bepcus appa /,;’

-

Bepcusa Kubernetes nna GA /)
/

-

MNpepocTasnsaercs
J

/

WMHTerpauua c Kubernetes

lNpumeHeHune
-

Pexxunmbi paborTsl ;‘)
—

\

seccomp

seccomp npo¢unb

KoHTpons Ha yposHe
CUCTEMHBIX BbISOBOB

Ycnowuute nober us koHTelHepa
Ha XOCT ‘-IE‘D!'_‘B YHEBHMGCTM Aanopa

n I‘C‘BblM CHCTEMHBIM BBIZOBOM

Cpegcteamn OC

Paspen
SecurityContext.SeccompProfile

Maiin Ha Node

Whitelist, Blacklist

Linux Security Modules (LSM)

AppArmor npodunb

KoHTponb Ha ypoBHE NPoueccos.
Mandatory Access Control (MAC)

OrpaHm4mMTb BO3MOMHOCTH
I‘\'OHTE‘E‘HEDJ ANA Pa3BUTHUA aTaKku
1 nobera Ha xocT

Doctynamm Kk painnam, katanoram,
CeTeabiM NOPTaM, p!‘:f_prEIM CUCTEeMbl,
capabilities u peicTenaMK Npoueccos

2.6.36

Cpepncreamu OC

Paspen
SecurityContext.AppArmorProfile

®aiin na Node

Whitelist, Blacklist

https://luntry.ru/page72417913.html, https://vkvideo.ru/video-211664921 4562390807t=16m2s

[peaoTBpaweHne Runtime yrpo3 B KoHTenHepax u Kubernetes

SeLinux nonuTtuka

KoHTpont Ha ypoBHE NpoLeccos.
Mandatory Access Control (MAC)

YcnowHuTh noGer U3 KoMTelHepa
Ha XOCT 4epes yAIBMMOCTH Aapa
W HEKOPPEKTHbIE KOHGUrypauum

HDoctynamu k gpannam, katanoram,
CeTeBbiM NOPTaM, Pecypcam CUCTEMBI
W OHCTBHMAMMK npoueccoB

260

Cpencteamm OC

Paspen
SecurityContext.SELinuxOptions

®ain Ha Node

Whitelist, Blacklist
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https://luntry.ru/page72417913.html
https://vkvideo.ru/video-211664921_456239080?t=16m2s

Pe3roMmunpys ckazaHHoe

"CtaTtuka" "OnHamumka"

e [IpaBunbHO BbIOUpPaem BaszoBbIN 0Opa3 o OrpaHuBaeM 3anyck nog root
o AKTyarnbHble BepCcuUmn o BblcTaBnsem nonb3oBaTens
o MUHUMaNUCTUYHOCTb o OnucbiBaeM ceTeBble MONMUTUKU
o dev/prod-obpasbl o ONTUMM3UPYEM MPUBUIIETNN

o [1poBepsaem Dockerfile o MexaHnambl agpa Linux
o rootless o LSM (AppArmor, SELinux)
o He ncnonbsyem latest o seccomp

e [1poBepsiem obpasbl
o CVE

o AKTYIbHblE Bepcumn bnbnmnotek
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BmMmecTo 3aKnrovYeHus

e [MpaBunbHbIN Dev[Sec]Ops e [lomoranTe B aKkcnnyaTayumu

e [lenutecb 3HAHUAMU O NPUNOXKEHUNU e [lenante 6e30nacHOCTb Ha paHHUX

atanax (shift-left)
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Mone3Hble CCbIIKU

e JlaTaem orpexun B obpasax nNpunoXXeHnn o paHtamnma, BO BpEMSA U rnocne
e PykoBogctBo bpasoro [lJokep Cekyputn MacTtepa :latest

e 10 cambIX pacnpocTpaHeHHbIX Npobnem npu nMHTUHre Dockerfile'os

10 Kubernetes Security Context, koTopble HeODX0AMMO NOHUMATb

MexaHn3mbl obecrnevyeHnsa noBblilLLIEHHOW 6€30MacHOCTU KOHTEMHEPOB B Linux
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https://vkvideo.ru/video-211664921_456239071
https://vk.com/video-28022322_456241198
https://habr.com/ru/companies/flant/articles/787494/
https://habr.com/ru/articles/549076/
https://habr.com/ru/companies/huawei/articles/582336/

Cnacunbo 3a BHMMaHue!

site: luntry.ru
tg: @rusdacent

channel: @tech bOIlt Genona
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https://luntry.ru/
https://t.me/rusdacent
https://t.me/tech_b0lt_Genona
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Bonpocbl?



