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YA3BMMOCTU B KOHTEMHEpPaAX U
Kubernetes: npasum,
a He cTpagaem

AMmnTtpui
EBpoKkumos
OcHoBaTenb

MU TexHU4YecKum
anpektop Luntry



060 MHe

Omutpun EBpoknMmos

JJ Aane BEPIO B TO, YTO CUCTEMY MOXKHO
caenaTb HaZeKHOM 1 besonacHoM,
He NOHMMaA TOro, KaK OHa YCTPOEHa.

OcHoBaTenb Cneumanusauma —

N TeXHUYECKUi 6e30nacHOCTb KOHTEMHEPOB
anpektop Luntry n Kubernetes

Bbonee 15 net onbita B B AsTop Tr-KaHana k8s(in)security

JKcnepT B chepe 6e30NacHOCTM KOHTEMHEPHbIX cpep,

e OpraHu3aTop KoHpepeHumn «beKoH» no bEsonacHoctn KOHTelMHepoB
* bbIBLWINI peaakTop pybpuK B xypHane «XAKEP», aBTop cepun ctaTtemn

* ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

* YneH nporpammHoro komuteta CFP DevOpsConf n HighLoad++

Cnukep

VK Kubernetes Confidence ZeroNights BeKoH HITB
DevOpsConf HackInParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops SAS
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https://t.me/k8security

O KomnaHuu Luntry

Luntry — 310 KOMnsieKcHaAa 3awmTa

Ha BCEM }KMU3HEHHOM LUKNe

KOHTEUHEPHbIX NPUNOXKEHUNN

N cpeacTs opKecTpauum Ha b6ase Kubernetes

MpoayKT B peectpe MnHuuopsbl
https://reestr.digital.gov.ru/reestr/1057835/

MonyyeHue ceptndunkata PCTIK nnaHmnpyertca Bo BTopom KBapTane 2026 roaa.
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https://reestr.digital.gov.ru/reestr/1057835/

dYyHKUMOHaNbHOCTb Luntry

KOHTpO/b BCEX
Kubernetes-pecypcos

KoHTponb cocTtoaHua Kubernetes-
KNnacTepos

KOHTpO/Ab COOTBETCTBMA KNacTepa
CTaHAapTam
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YnpasneHne 6e30nacHOCTbIO
06pa30B KOHTENHEPOB

YnpaBneHue ceTeBo
6e30nacHOCTbIO

AHanus npas 4OCTyna

3awumTta Runtime



[MpoaKTUBHbIN U peaKTUBHbIN NOAXOAbI
K 6esonacHocTu

REACTIVE

Before Threat | AfterThreat l

Detection  Ji | Detection

Locates & corrects your System’s Bulks up your defenses against
potential vulnerabilities before they common attacks and defends against
can be exploited & an attack can occur attacks that have already happened

Kynbtypa KnbepyctonumsocTtu: «pm NOCTPOEHNMU KY/IbTYPbl KUOEPYCTOMUYMBOCTU POAb CAYXK6bl 6e3onacHoCTU
3aK/Il0YaeTCA He B NpeaoTBpaLlLeHUun BceX MHUUAEHTOB, A B NPeAOoTBPaLLEHUN HEFaTUBHOTO BAUAHUA
UHUMAEeHTa 6e3onacHOCTM Ha 6u3HecC».

YA3BUMOCTHU = yAa3BMMbIN

LUNTRY
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PEAKTUBHbIX NOAXOA




Pabota c 1day ya3BmmocTbio

Oday

LUNTRY

1day

Bce 310 BpeMsi OKpy)XXeHue ysa3BUMMOo! ) Odav*
(oT naTya o aKCNIOUTa MPUMEPHO OT HECKOJSIbKMX YacoB a0 2-3 aHen) y

B

O6HapyxeHue
ySiI3BUMOCTH
paspaboT4ynukom

7

YA3BUMbBIN
KOMIMOHEHT y)l(e
pa6otaert B Prod

OKpPY)XEHUU

Bbinyck
natya n CVE

O6HoBneHue CkaHupoBaHue MocTaHoBKa O6HoBneHue TecTupoBaHue HoOBOM 3anyck Ha Test,
feed o6pasos 3apgauu KOMIMOHEHTa Bepcuu, QA, pelueHune Pre Prod
paspaboTynkam BO3MOXHbIX Npo6nemM OKPY>XEHUU
obpaTHou
COBMECTUMOCTH,
TecTupoBaHue

NPOU3BOAUTENBHOCTH
T.4.



PaboTta c yassumoctamum no ¢pakrty

Oday/1day

LUNTRY
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O6HapyxeHue Bbinyck O6HoBneHue CkaHupoBaHue MocraHoBKa O6HoBneHue
ySI3BUMOCTH natya n CVE feed o6pasos 3apaum KOMMOHEHTa
paspaboTymkom paspaboTymkam

7

Ya3BUMbBIN
KOMIMOHEHT y)l(e
pa6otaert B Prod

OKpPY)XEHUU

TecTupoBaHue HOBOM
Bepcuun, QA, pelueHmne
BO3MOXXHbIX Npo6nem
o6paTtHou
COBMECTUMOCTH,
TecTupoBaHue

NPOV3BOAUTENBHOCTU

T.A.

3anyck Ha Test,
Pre Prod
OKpPYXXeHUU



KusHeHHbIN NyTb 06pa3a

CI\CD Pipeline
* CbopKa obpasa
* AHanun3 obpa3sa
* Security/Quality gates

* Bo3morkHa 610KMpoOBKa

* Noanucb obpa3sa

Shift Left Security

(—

Image registry

* XpaHeHue

* OuncTtKa/poTaums

* AHanu3 obpasos

* Security/Quality gates

Shift Everywhere Security

4

Shift Down Security

Runtime

* 3anyck

* AHanun3 obpasos

* Security/Quality gates

mmmmm))  shift Right Security
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AHanuns obpasos B Luntry

>-
a4
* Bctpausanue B CI\CD, Registry, Runtime * KOHTpO/ib COOTBETCTBMA NYYLIMM MPAKTUKAM IE
* MNHBeHTapM3auMA NCNonb3oBaHMA 0H6pa3os * [louck cekpeToB »)
* KoMnoHeHTHbI aHanu3 (SBOM) * AHann3 Ha BPeAOHOCHbIN KOA, 1 KO4 ABOMHOIO Ha3Ha4yeHuA |
* CKaHMpOBaHME HA U3BECTHbIE YA3BMMOCTH * lMNoppeprkKa BHeWHMX U cobcTBeHHbIX 10C
* [MoppeprkKa oteyectBeHHbix OC u bAY ®CTIK * BcTpoeHHas bubnnoTteKka YHUKaNAbHbIX MPOBEPOK
* Mpuoputnsaums yassumoctein CVSS, Severity, Type(RCE/DoS), * CKOpOCTb M Napaan3aumna CKaHMPOBaAHUM
Exploit, KEV, EPSS, Runtime * Security Gates B CI\CD, Registry, Runtime

Details Runtimeinfo SBOM Vulnerabilities Config Secrets Malware

Severity
€«
| =1
-
[ ===y
a
a
(—
=]
f—3]

Vulnerability id 7 Severity Type T Exploit T Kev 7 EPSS Resource Y Installed Version Y Fixed Version T

critical (




11



Security/Quality Gates — BopoTta KauyecTsa

Cl

* YBegomsieHue
* B/IOKMpPOBKa

Image registry
* YBegomneHue

Runtime
* YBegomneHue

«be3onacHocTtb Kubernetes knacrepoB: BpeaHble coseTbl», DevOpsConf 2024

LUNTRY
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https://materials.luntry.ru/f.php?h=01SyPl6M&d=1

NMpumep 1: B ClI

MaKcMmym sKOHOMMK Ha “camom aelwéBom” aTane:
* PaHHee obHapyXeHune aedeKTos

JKOHOMMUKA:
* Ucnpasnernune npobnemsbl Ha sTane Cl gewesne, 4em Ha NocaeayoLWKnX 3Tanax

IdPeKT Ha KOMmaHAy:
* CHU»KaeTcA HarpysKa Ha QA / DevOps / SRE

Security Gates > Gates

Runtime Policies ~ Policy Engines  Runtime Rules ~ Reaction Policies ~ Security Gates =~ Audit Rules

Dashboard Gates Results

= Scope Severity Active

Severity Scopes Vuln Malware  Misconfig Secret Description

critical ! try O O ] ] only 1 crit

critical Registry B B OJ OJ no libssl <= 1.1.1 allowed

critical

Block Action

Status

LUNTRY



Mpumep 2: B Image Registry

CHUXKeHMe pUCKa U 3aTpaT Ha MacluTabnpoBaHme oWnbOoK:
° ELI,MHaFI TOYKa KOHTPO/A

JKOHOMMKA:
* CHMXKaeT CTOMMOCTb ayanTa/cooTBETCTBUA — YNPOLLAET NPOBEPKM U MEPENPOBEPKN,
COKpaLWaeT Py4yHOW TPYA,

IdPeKT Ha KOMaHAy:
* CHu»keHue FTE Ha KomaHay 6e30nacHOCTH

Policy Engines Runtime Rules  Reaction Policies = Security Gates

Severity Scopes Sbhom Malware Misconfig Secret Description Block Action

critical Runtime O O O O Runtime vulns monitoring O

critical Blocks images with critical vulnerabilities

high Blocks images with malware

Status

LUNTRY
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Mpumep 3: B Runtime

doKycnpoBaHMe Ha AENCTBUTE/IbHO ONACHOM U Ba*KHOM B TEKYLLIUM MOMEHT:
* KOHTPO/Ib CaMOro akTyasibHOro

JKOHOMMUKA:
* DKOHOMMUA Ha UHUMAOEHTAX U NPOCTOAX

IdPeKT Ha KOMaHAy:
* MpocTtoTta paboTbl U MOHUMKEHME NOPOra BXoAa 3a CYET NpMopuTesaumnmn 3aaay

Severity Scopes Vuin Sbom  Malware Misconfig Secret Description

Block Action

Status

]

LUNTRY

15



Monb3a Security Gates

[ Defense in depth: ]

* Cl: “peweBo ncnpasutb”
* Registry: “He paTb pacnpocTpaHuTbca”
* Runtime: “He gatb HaBpeaAUTb (MM MUHUMU3NPOBATDL YyLLepPO)”

[ KntoueBble OBU3HEC-METPUKN, KOTOPbIe 0ObIYHO yay4LlatoTCA ]

* Lead time / time-to-release: meHbLLe OTKAaTOB U “KpacHbIX” pennsos.

* Change failure rate: cHu»kaeTcAa 3a CYET oTceBa AedeKTOB U HeOe30MnaCHbIX U3SMEHEHUMN.

* MTTR (Bpema BOCCTaHOBNEHUA): HAXKE, MOTOMY YTO MEHbLUE MHUNAEHTOB M BbilLE NPO3Pa4YHOCTb.

* CtommocTtb BnageHuna (TCO) nnatdopMbl: MeHbLLE PYYHbIX MPOLECCOB, MeHbLUEe “noXapHbix” 4Yacos,
MeHbLe notepb oT downtime.

-

LUNTRY
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Ho npobnema ycunusaercs ...

NIST
NIST Updates NVD Operations to Address Record CVE Growth

New risk-based model will allow NIST to manage current CVE volume while modernizing the NVD for long-term
sustainability.

April 15,2026

LUNTRY
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https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
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Bknapg Al

For the first time in bug bounty history, an autonomous penetration tester has reached the top spot
on the US leaderboard.

xbow

r3aper Reputation n3rdnymph

Reputation Signal Reputation 1901

Signal J Impact Signal 7.00

Impact Impact

IDENTIFYING VULNERABILITIES
AND EXPLOITS WITH
CLAUDE MYTHOS PREVIEW

Over the past few weeks, we have used Claude Mythos Preview to identify
thousands of zero-day vulnerabilities (that is, flaws that were previously
unknown to the software’s developers), many of them critical, in every major
operating system and every major web browser, along with a range of other
important pieces of software.

In a post on our Frontier Red Team blog, we provide technical details for a subset
of these vulnerabilities that have already been patched and, in some cases, the
ways that Mythos Preview found to exploit them. It was able to identify nearly all
of these vulnerabilities—and develop many related exploits—entirely
autonomously, without any human steering. The following are three examples:

« Mythos Preview found a 27-year-old vulnerability in OpenBSD—which hasa
reputation as one of the most security-hardened operating systems in the
world and is used to run firewalls and other critical infrastructure. The
vulnerability allowed an attacker to remotely crash any machine running the
operating system just by connecting to it;

 Italso discovered a16-year-old vulnerability in FFmpeg—which is used by
innumerable pieces of software to encode and decode video—in a line of code
that automated testing tools had hit five million times without ever catching
the problem;

« The model autonomously found and chained together several vulnerabilities
in the Linux kernel—the software that runs most of the world’s servers—to
allow an attacker to escalate from ordinary user access to complete control of
the machine.

LUNTRY
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https://xbow.com/blog/top-1-how-xbow-did-it
https://www.anthropic.com/glasswing

Peanuu v nporHosboi

MossneHune Claude Mythos NponcXoauT B KOHTEKCTE YrKe YCKOPAIOLLEroca BPeMEHHOro OKHa Mexay
PacKpbITUEM YA3BMMOCTU U €€ 3KCnyaTaumuen.

OKHO coKpaulaetcs ¢ 63 aHen B 2018-2019 rogax A0 BCero HECKONbKUX YacoB K 2024-2025 rogam[1][2].
Claude Mythos yrpoxaeT eLé 6onblle CKaTb 3TO OKHO.

C BbINnyCKOM Mmoaenen, nogobHbix Mythos, no nporHo3am, Bpems OT PacKpbITUA YA3BMMOCTU K NOJIHOMY
HACTynaTe/IbHOMY NOTEHLMANY MOMKET CXKaTbCA A0 MUHYT UAKM Aaxke cekyHa[1][3].

3To NpeAcTaBnaeT PyHAAMEHTaNbHbIN CABUT B AMHaMMKe KnbepbesonacHocty, raoe TpagnuLMOHHbIe
LMKAbl TECTUPOBAHUSA U PA3BEPTbIBAHMA NATYEN, KOTOPbIE U3SMEPAIOTCA AHAMU AU HEAENAMM,
CTaHoBATCA HeageKkBaTHbIMU[ L ][4][5].

LUNTRY
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https://www.resilientcyber.io/p/the-zero-day-clock-is-ticking-why
https://abnormal.ai/blog/bypassing-safeguards-ai-tools-chatgpt-gemini-claude
https://www.resilientcyber.io/p/the-zero-day-clock-is-ticking-why
https://www.youtube.com/watch?v=_brOOGx9Chs
https://www.resilientcyber.io/p/the-zero-day-clock-is-ticking-why
https://80000hours.org/2026/04/claude-mythos-hacking-alignment/
https://cset.georgetown.edu/publication/anticipating-ais-impact-on-the-cyber-offense-defense-balance/

KoHTenHepbl Ha cTpake Ub

o PacnpegeneHHOCTb
o JononHutenbHas

n3onAayunAa

o PaboTta mukpocepsucos
B HECKO/IbKO KOMMUM

o [ONONHUTENbHbIN CNOMK

3alUnThbI o Mukpocepsuc npouwe OC u O BbICOKaa ckopocTb
MOHO/IUTOB moandukaumm 6es npocros
cucTemol

o UmmyTtabenbHOCTb
obpasa KoHTenHepa
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Kubernetes Ha cTpaxe Ub

KUBERNETES:
* [leknapaTUBHOCTb
o Security/Policy-as-Code
o PolicyEngines

o [po3payHoe B3aumogencrteme c UT

* ZeroTrust
o Whitelisting

o Micro segmentation

* ShiftLeftSecurity
o SecDevSecOpsSec

LUNTRY

kubernetes

Platform as a Service
(Paa$)

Configuration

Applications

Runtime

Containers

Operation Systems

Hardware
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Mpumep NPOAKTUBHOMU 3aLLUTDI

MUWKPOCEPBUC:

* Ha 6a3e mnHumasnbHOro obpasa

LUNTRY

o distroless
* C dannoBoOn cuCcTemMomn, 4OCTYNHOW TO/IbKO Ha YTEHMUE

o SecurityContext.readOnlyRootFilesystem.true

1 Perimeter Security

* be3 AnwWHMX BO3MOXKHOCTEN

@ Network Security
o SecurityContext.capabilities.drop.all

@ Endpoint Security
* Co cTporo onpeaenéHHbIM Habopom

ncnonHAemblx ¢pannos

@® Application Security

Data Security
o AppArmor profile

* C orpaHM4YeHHOM aKTUBHOCTbIO NO CETU

o NetworkPolicy

23



Luntry ana npoakTnsHOro noaxoaa

-

U

KoHTponb hardening
MEXaHM3MOB ANA
MMNKPOCEPBUNCOB

N

%

-

\_

ABTOMaTUYeCKoe co3aHune
npodunen noseaeHunm

o

-

p

ABTOMaTUYeCKOe co3aHune
ceTeBbIX NOINUTUK
NetworkPolicy

§

¥

[eHepaumnA
prevention policy

LUNTRY
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Luntry ana npoakTnsHOro noaxoaa

-

&

ABTOMaTUYeECKOe co3aHune
ceTeBbIX MONUTUK
NetworkPolicy

N

4

LUNTRY

25



Luntry ana npoakTnsHOro noaxoaa

-

\§

[eHepaumnAa
prevention policy

~

v

~

-

ABTOMaTUYeCKOoe co3aHune
npodunen noseaeHmnmn

>

v

LUNTRY

26



Luntry ana npoakTnsHOro noaxoaa

-

\§

KoHTponb hardening
MEXaHM3MOB ANA
MMNKPOCEPBUNCOB

LUNTRY
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BbiBOADbI

Pa3HbiY ypoBeHb 3penioctu, TpeboBaHU, KPUTUYHOCTY NO3BONAIOT UCMO/1b30BaTb
pa3Hble noaxoAabl

CMTyaLI,MFI C YA3BUMOCTAMMU C KaXXaAbiM AHEM CTaHOBUTbCA BCe XYXKe

CneuunduKa KoHTeliHepoB u Kubernetes nossonser 6onee npo3payHoO CMOTpPeTb Ha
BONPOC yNpasaeHUA YA3BUMOCTAMM

Luntry no3sosideT NOCTPOUTb KOMIMJIEKCHbIN noaxoAa C UCnosib3osaHmem peakTuBHbIX
U NPOAKTUBHDIX NMPAKTUK
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oy -4 luntry official & luntry.ru
e

o
£ pals X

W luntrysolution i info@luntry.ru

o
E_I..-.:'&' j B luntrysolution

CMACUEO
3A BHUMAHME!

OAMWTPUNA EBOOKMMOB
Founder & CTO Luntry .

% de@luntry.ru
-d Qu3b3c

-“d k8security


https://t.me/luntry_official
https://vk.com/luntrysolution
https://www.youtube.com/@luntrysolution
https://luntry.ru/
info@luntry.ru
info@luntry.ru
t.me/Qu3b3c
t.me/k8security
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