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https://t.me/k8security

O KomnaHuu Luntry

Luntry — 310 KOMnnekcHaa 3awumTa

Ha BCEM XXU3HEHHOM LUKe

KOHTEMHEPHbIX MPUNOKEHU

N CpeacTB opKecTpaumm Ha b6ase Kubernetes a

MpoayKT B peectpe MuUHUndpbl
https://reestr.digital.gov.ru/reestr/1057835/

NonyyeHune ceptndunkata PCTIK nnaHmnpyetca B YeTBepTom KBaptane 2025 roaa.
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3HakomcTBo ¢ Kubernetes Audit Log

Morpy)XeHne B NONIUTUKY ayauUTa

Cnocobbl 06Hapy)XeHUA 310yMbiLI/IEHHUKA MO /Iofam

Kak Luntry nomoraet pewuntb 3agaumn, ceasaHHble ¢ Kubernetes Audit Log

BbiBOoAbI
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NNoacucrema aygura
Auditing

Kubernetes auditing provides a security-relevant, chronological set of
records documenting the sequence of actions in a cluster. The cluster
audits the activities generated by users, by applications that use the
Kubernetes API, and by the control plane itself.

Auditing allows cluster administrators to answer the following questions:

what happened?

when did it happen?

who initiated it?

on what did it happen?
where was it observed?
from where was it initiated?

to where was it going?

Audit records begin their lifecycle inside the kube-apiserver component.
Each request on each stage of its execution generates an audit event, which
is then pre-processed according to a certain policy and written to a
backend. The policy determines what's recorded and the backends persist
the records. The current backend implementations include logs files and
webhooks.
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* [lo ymonyaHu1Io BbIKIOYEH

Hy»xHO BKAtovaTb Ha Bcex Master Nodes B Control Plane

OyeHb MHOTO HACTPOMKMU
*  MN3meHeHMe napameTpoB TpebyeT nepesanyck APl-cepBepa

* [laeT AONONHUTENbHYIO Harpy3Ky Ha cuctemy

Tpebyet onpeaeneHusa Audit Policy

*  CmoTtpwuT 3a Bcemmn™ onepaumamu ¢ YAML parnamu

other apps

LUNTRY

other node ingress
apps apiserver Ko controllers ) , ‘ )
The audit logging feature increases the memory consumption of the API
cluster-
autoscaler

server because some context required for auditing is stored for each
kube-proxy

request. Memory consumption depends on the audit logging configuration.

kubelet controllers scheduler coredns



https://kubernetes.io/docs/reference/command-line-tools-reference/kube-apiserver/

O6paborKa Audit Log

no cucreme ayauTta

Log backend

The log backend writes audit events to a file in JSONlines format. You can
configure the log audit backend using the following kube-apiserver flags:

® --audit-log-path specifies the log file path that log backend uses to
write audit events. Not specifying this flag disables log backend. -
means standard out

® --audit-log-maxage defined the maximum number of days to retain
old audit log files

® --audit-log-maxbackup defines the maximum number of audit log files
to retain

® --audit-log-maxsize defines the maximum size in megabytes of the
audit log file before it gets rotated

Webhook backend

The webhook audit backend sends audit events to a remote web API, which
is assumed to be a form of the Kubernetes API, including means of
authentication. You can configure a webhook audit backend using the
following kube-apiserver flags:

® --audit-webhook-config-file specifiesthe path to a file with a
webhook configuration. The webhook configuration is effectively a
specialized kubeconfig.

® --audit-webhook-initial-backoff specifies the amount of time to wait
after the first failed request before retrying. Subsequent requests are
retried with exponential backoff.

The webhook config file uses the kubeconfig format to specify the remote
address of the service and credentials used to connect to it.

LUNTRY
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https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/

Cutyauunsa B Managed Kubernetes

* Henb3Aa KOHTpOAMPOBaATb KOHPUTrypauuo mexaHnsma Audit Log
* Henb3a BanaTb Ha aetanmsauymio Audit Policy

*  CuTyaums MOXKEeT BapbMpPOBaTbCS OT NpPOBaiaepa K npoBanaepy
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Jlyduwine npaKTUKU

National
Security
Agency

Cybersecurity

yanmmewe  Kubernetes Hardening Guidance

Another precaution to take when utilizing an external log server is to configure the log
forwarder within Kubernetes with append-only access to the external storage. This
protects the externally stored logs from being deleted or overwritten from within the
cluster.

Kubernetes native audit logging configuration

The kt é esides on the Kubernetes control plane and acts as the front
end, handling internal and external requests for a cluster. Each request, whether
generated by a user, an application, or the control plane,
produces an audit event at each stage in its execution. When
an audit event registers, the k r checks for an logging capabilities
audit policy file and applicable rule. If such a rule exists, the
server logs the event at the level defined by the first matched
rule. Kubernetes’ built-in audit logging capabilities pefformno  default
logging by default.

Kubernetes audit

are disabled by

3.2.1 Ensure that a minimal audit policy is created (Manual)

Profile Applicability:
» Level 1 - Master Node
Description:

Kubernetes can audit the details of requests made to the API server. The
= flag must be set for this logging to be enabled

7. Container Orchestration Tool Auditing

7.1 Existing inventory management and a. Access to the orchestration system API(s)

logging solutions may not suffice due to should be audited and monitored for

the ephemeral nature of containers and indications of unauthorized access. Audit logs

container orchestration tools integration. should be securely stored on a centralized
system.

2401r712559_rule" w 1t="10.0" ty="medium"
CNTR-K8-000600
The Kubernetes API Server must have an audit policy set.

i T t;VulnDiscussionigt ;When Kubernetes is started, components and user services are started. For auditing startup events, and events for components
and services, it is important that auditing begin on startup. Within Kubernetes, audit data for all components is generated by the API server. To enable auditing
to begin, an audit policy must be defined for the events and the information to be stored with each event. It is also necessary to give a secure location where
the audit logs are to be stored. If an audit log path is not specified, all audit data is sent to studio. /VulnDiscussio: alsePositive
/FalsePositives alseNegatives FalseNegative: Documentabl alselt;/Documentables Mitigations Mitigations
SeverityOverridi rideGuidance ntialImpacts tentialImpact ThirdPartyToo
MitigationControlig z igationControligt /Responsibili ;/Responsibilityé&gt &1t ;IAControl /IAControls

=>DPMS Target Kubernetes
2r>DISA :puk e
=>DPMS Target
biect>Kubernetes
fier>5376 :ident

ber.mil/cci">CCI-001464</ident
£717023 fix">Edit the Kubernetes API Server manifest and set "--audit-policy-file" to the audit policy file.

Protect: Protective Technology
o PR.PT-1: Audit/log records are determined, documented, implemented, and reviewed
in accordance with policy

LUNTRY
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https://www.cisecurity.org/benchmark/kubernetes/
https://www.cisecurity.org/benchmark/kubernetes/
https://www.cisa.gov/news-events/alerts/2022/03/15/updated-kubernetes-hardening-guide
https://ncp.nist.gov/checklist/996
https://blog.pcisecuritystandards.org/new-information-supplement-guidance-for-containers-and-container-orchestration-tools
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118

Kubernetes Audit Log npotus Dynamic Admission
Webhook

Ha 6a3e Dynamic Admission Webhook co3gatotca Policy Engine

+ MNnrocobl:

Mo3KHO nony4yaTb UHPOPMaLULIO

o B3aumogenctemu ¢ Kubernetes API
6e3 HacTpomku Control Plane
®PuKcMpoBaHHbIM GOpMaT AaHHbIX
OT1BA3Ka OT 06/1a4HOro NpoBanaepa

API request

MuHycbl:

He ¢oukcmpyeT onepauum uyteHus (get/list/watch)

PaboTaeT TONIbKO C ayTEHTUPULMPOBAHHBIMM

N aBTOPU3NPOBAHHbLIMWU COBBLITUAMMU

He cmoTtpuT 3a pecypcamu Events,ValidatingWebhookConfiguration,
MutatingWebhookConfiguration

He 3HaeT HMYero npo impersonation

LUNTRY
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https://kubernetes.io/docs/reference/access-authn-authz/extensible-admission-controllers/
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MOINPYXEHMUE
- B NO/IUTUKY AYOUTA




O/INTUKA

Audit Policy - audit.k8s.io/v1
®nar --audit-policy-file=

conocTasnAaeT 3anpocbl K Kubernetes APl Ha
OCHOBE MeTaZaHHbIX C YPOBHEM ayguTa.
3anpocbl A0/KHbI COOTBETCTBOBATbL NPaBu/iam
B KaXX40M nosne.

[Mpnmepbl NONNTUK:

Field

level [Required]

[1string

nonre u
[Istrin

bool

Description

The Level that requ matching this rule are recorded at.

matching if it

r group.

Resourc

of URL paths that should be a

ep in the path. Examp

e that thi
ed

/hether to omit the managed fields of t
ritten to the API audit log.

ill drop the manag
' indicates that the mana

n
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https://kubernetes.io/docs/reference/#config-apis
https://kubernetes.io/docs/reference/config-api/apiserver-audit.v1/#audit-k8s-io-v1-PolicyRule
https://kubernetes.io/docs/reference/config-api/apiserver-audit.v1/#audit-k8s-io-v1-PolicyRule
https://cloud.google.com/kubernetes-engine/docs/concepts/audit-policy#understanding_the_kubernetes_audit_policy_file
https://cloud.google.com/kubernetes-engine/docs/concepts/audit-policy#understanding_the_kubernetes_audit_policy_file
https://www.alibabacloud.com/help/en/ack/ack-managed-and-ack-dedicated/security-and-compliance/logging-and-auditing
https://www.alibabacloud.com/help/en/ack/ack-managed-and-ack-dedicated/security-and-compliance/logging-and-auditing
https://yandex.cloud/ru/docs/managed-kubernetes/concepts/audit-policy
https://yandex.cloud/ru/docs/managed-kubernetes/concepts/audit-policy

anIHLI,I/II'I HAaNMMCaHUA NOJINTUKHU

[MoNNTUKY MOXKHO pa3buTtb Ha 3 610Ka: apiVersion: audit.}
kind: Policy
1. [detanusunpyem BarkHoe omitStages:
- "Reques >ived”
2.  WUcKknouaem nuHee ules:

- level: RequestRe
resources:
ma

- group:
resources: |["pods"]

3. OcTtanbHOE B 0OLLIEM perMUMe

Nornka: OT YacTHOro K obwemy

- level: None
users: [" em: kube-proxzy"]
verbs:

resources:
- group:
resources: ["endpoints", "services "services/status"]

mar

- level: Metadate

LUNTRY



CoobweHune (Event)

— coobuieHmne co Bcen nHpopmaumnemn
Mo ayauTty

dHHOTaUuun"

Field

apiversion
string

kind
string

level [Required]
Level

auditip [Required]
k8s.io/apimachinery/pkg/types.UID

stage [Required]
Stage

requestURT [Required]
string

verb [Required]
string

user [Required]
authentication/vil.UserInfo

impersonateduser

authentication/v1.UserInfo

— cneynanmn3npoBaHHblE

Description

audit.k8s.io/v1

AuditLevel at which event was generated
Unique audit ID, generated for each request.
Stage of the request handling when this event instance was generated.

RequestURI is the request URI as sent by the client to a server.

Verb is the kubernetes verb associated with the request. For non-resource

requests, this is the lower-cased HTTP method.

Authenticated user information.

Impersonated user information.

sourceIPs
[1string

userAgent
string

objectref
ObjectReference

responseStatus
meta/vl.Status

requestObject
k8s.io/apimachinery/pkg/runtime.uUnknown

responseObject
k8s.io/apimachinery/pkg/runtime.Unknown

requestReceivedTimestamp
meta/vl.MicroTime

stageTimestamp
meta/vl.MicroTime

annotations
map[string]string

Source IPs, from where the request originated and intermediate proxies.
The source IPs are listed from (in order):

1. X-Forwarded-For request header IPs

2. X-Real-Ip header, if not present in the X-Forwarded-For list

3. The remote address for the connection, if it doesn't match the last IP
in the list up to here (X-Forwarded-For or X-Real-Ip). Note: All but the
last IP can be arbitrarily set by the client.

UserAgent records the user agent string reported by the client. Note that
the UserAgent is provided by the client, and must not be trusted.

Obiject reference this request is targeted at. Does not apply for List-type
requests, or NON-resource requests.

The response status, populated even when the ResponseObject is not a
Status type. For successful responses, this will only include the Code and
StatusSuccess. For non-status type error responses, this will be auto-
populated with the error Message.

API object from the request, in JSON format. The RequestObject is recorded
as-is in the request (possibly re-encoded as JSON), prior to version
conversion, defaulting, admission or merging. It is an external versioned
object type, and may not be a valid object on its own. Omitted for non-
resource requests. Only logged at Request Level and higher.

API object returned in the response, in JSON. The ResponseObject is
recorded after conversion to the external type, and serialized as JSON.
Omitted for non-resource requests. Only logged at Response Level.

Time the request reached the apiserver.

Time the request reached current audit stage.

Annotations is an unstructured key value map stored with an audit event
that may be set by plugins invoked in the request serving chain, including
authentication, authorization and admission plugins. Note that these
annotations are for the audit event, and do not correspond to the
metadata.annotations of the submitted object. Keys should uniquely
identify the informing component to avoid name collisions (e.g.
podsecuritypolicy.admission.k8s.io/policy). Values should be short.
Annotations are included in the Metadata level.

LUNTRY



https://kubernetes.io/docs/reference/config-api/apiserver-audit.v1/#audit-k8s-io-v1-Event
https://kubernetes.io/docs/reference/config-api/apiserver-audit.v1/#audit-k8s-io-v1-Event
https://kubernetes.io/docs/reference/labels-annotations-taints/audit-annotations/
https://kubernetes.io/docs/reference/labels-annotations-taints/audit-annotations/

Npumep Event

"kind": "Event",

"apiVersion":

"audit.k8s.io/v1",

"level": "Metadata",
"auditID": "5¢feb031-2590-4b3a-bfeb-f3cl10ad254cl",
"stage": "ResponseComplete",

"requestURI":

L IR N L
verp o :

"user": {

"username":

"groups":

"/apis/rbac.authorization.k8s.io/vl/clusterroles?fieldManager=kubectl-create&fieldvalidation=Strict",
"create",

"kubernetes—admin",

"system:masters",
"system:authenticated"

]
by

"sourcelIPs":

[

"127.0.0.1",
"192.168.53.9"

1,
"userAgent":
"objectRef":

"resource":

"kubectl/v1.26.15 (darwin/arméd)
{

"clusterroles",

"name": "test-cluster—-admin",

"apiGroup":

"rbac.authorization.k8s.io",

"apiVersion": "wv1"

by

"code":

),

"requestReceivedTimestamp":

"stageTimestamp":
"t
"authorization.k8s.io/decision": "allow",

-

"authorization.k8s.io/reason

"annotations'

responseStatus":
"metadata":

{1,

o

LLE mn

kubernetes/1649f59",

"2025-10-29T068:56:12.597887Z2",
"2025-10-29T08:58:12.6103982",

LUNTRY




OyeHb nosne3Hble aHHOTaLUUuun

Paborta c PSA:

* pod-security.kubernetes.io/exempt

* pod-security.kubernetes.io/enforce-policy

» pod-security.kubernetes.io/audit-violations

Pabora c VAP

» validation.policy.admission.k8s.io/validation_failure
BepauKT paboTbl mexaHM3Ma aBTOPM3aALLUMK:

e authorization.k8s.io/decision

e authorization.k8s.io/reason

LUNTRY
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Cnenblie 30Hbl U 06x0abl Kubernetes Audit Log

Y10 MOXKHO : auditID, sourcelPs, userAgent

Cnenble 30HbI:

*  «CKpbiTbie» StaticPod
Co3gaHue Pod B HecyLlecTBytOLWEM hamespace C HAaCTPOMKOM
hostNetwork:true
*  HyXHo oTKAto4aTb noaaepKy StaticPod Ha kubelet, roe ato
He TpebyeTca

*  WHTepaKTuBHble KOMaHAbI B kubectl exec
0 Mepeaaya AaHHbIX NO CTPUMUHIOBOMY NpoTokoay SPDY/3.1
nnn WebSocket (3aBucut ot )
*  ATaKyHOLWWNIA MOXKET NCNO/Ib30BaTb
*  HyxeH Privileged Access Management (PAM)

*  Bsaumogpeiicteue c kubelet APl yuepes pecypc node/proxy
Paborta c KoHTeltHepamu Ha Node
O HyXHO cnepgoBaTb NPUHUMNY HaMMeHbLUMX Npusuaernii B RBAC, HaCTPOMKK
6e3onacHocTn gna kubelet, Hy»keH Container Runtime Security

*  Mpamoe B3aumopgeiicteue c etcd
O YTunmtol ,
*  HukTO He ponkeH HaxoanTbea Ha Node c etcd

* MMpamoe B3aumogeiicteue ¢ Container Runtime Socket
*  YTUAnUTbl TUNa , nT.A.
*  Hy)KHO orpaHnMunTb AOCTYN Nosnb3oBaTenei Ha Nodes

Kubernetes API Server Bypass Risks

rchitecture information relz ver and other ¢
The Kubernetes API server is the main point of entry to a cluster for external parties (users and services)
interacting with it.

As part of this role, the API server has several key built-in security controls, such as audit logging and
admission controllers. However, there are ways to modify the configuration or content of the cluster

ter operators and security architects can ensure that these bypasses are
appropriately restricted.

LUNTRY
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https://github.com/raesene/k8s_audit
https://kubernetes.io/blog/2024/08/20/websockets-transition/
https://github.com/jpts/kubectl-execws
https://github.com/jpts/kubectl-execws
https://github.com/jpts/kubectl-execws
https://kubernetes.io/docs/tasks/administer-cluster/configure-upgrade-etcd/
https://github.com/nccgroup/kubetcd
https://github.com/kubernetes-sigs/cri-tools
https://github.com/containerd/nerdctl
https://kubernetes.io/docs/concepts/security/api-server-bypass-risks/

[NoKpbiTHUE

NCTOYHUK

C11 |C-K8s-AuditLogs

Attack Vectors (AV)
ID | Description
\AVD1| Publicly exposed host with vulnerable non-K8s endpoint(s)/service(s)/port(s).
\AVO2Z Compromised kubeconfig file
\AV03 Compromised KBs service account token with cluster details.
\AVI04 Malicious container image in public registry.
\AVIDS Publicly exposed vulnerable KBs workload: e.g. RCE.
\AVDB Malicious 3rd party dependency.
AV kube-apiserver vulnerabilty.
\AVOB kube-apiserver's oplions
\AV09 kube-apiserver's authorization configured incorrectly.
AV10 eted's authentication configured incormectly
AV11|Compromised credentials of publicly exposed host.
\AV12 Container runtime configured incorrectly.
\AV13 Compromised OIDC token with cluster details.
\AV14/Host with vulnerable non-K8s endpoint(s)/service(s)/portis).
\AV15|Legitimatety obtained kubeconfig file.
\AV1E Lagitimately obtained KBs service account token with clustar datails.
|AV17 Malicious container image in private registry
\AV18 Vulnerable K8s workload: e.9. RCE.
AV 19 kubedet vulnerability.
\AV20 kubelet’s options configured incorrectly.
\AV21 Compromised credentials of host.
\AV22 Legitimately obtained OIDC token with cluster details.
|AV22|Legitimately ablained credentials of host

Assumptions (AS)
D Description
AS01 Fault-tolerance and high availability are not in scope for this model
AS02 Two certificate authorities (CAs) are in scope for this model.
one for the cluster and one for eted.
ASC3 Within this model, the kube-proxy is running as a service in the host
and using a config file.
‘agpa Container Runtime installation and related files are out of scope for
this model.
Within this model, there are no business-type KBs workloads scheduled in
the master node.
|Agog|YVithin this model, K83 admission controllers include: ResourceQuota,
LimitRanger, PedSecurity(Policy), and ImagePolicyWebhook.
'Within this model, K8s authorisation is limited to: RBAG, Node,
and Webhook.
‘Within this model, KB encryption is implemented via
EncryptionConfiguration and applies for data at rest only.

ASD5.

ASOT

ASDB

Within this model, K8s MutatingAdmissionController enables
disable service account token auto-mount,

AS0S PodSecurityContext/ContainerSecurityContext,
AppArmar,

container sandboxing,

and application logging consumption

Within this model, K8s authentication is limited to: client certificates,

service account tokens, and O1DC tokens.

AVO2, AV03, AVO7, AV08, AVDS, AV10, AV12, and AV13 are being taken

AS11 into account under the assumption that the hosts holding the cluster
«control plane’s components are publicly exposing them.

AS10

Controls
Description
C-Harden-Companent
(G-Cantrol-Traffic-Flow
C-Harden-Config-Compi-Mon / C-Mon-Drift
C-Evt-Log-App | C-Evt-Log-Sec / G-Evt-Log-Sys
C-Mon-File-Integrity
C-Mon-Log
C-Mon-Health
C-Vuin-Scan
C-KBs-Harden-Companent
C-Kes-AdmissionControllers
C-KBs-AuditLogs
C-Kas-Authorisation
(G-KBs-CNI-NatworkPolicies

- o Em E e Em Em mm mm mm Em ay
tZ-Internet

1
1
T
1

TO15  COS

 Poem mm mm mm wm mm mm omm m o mm Em Em o o =

FZ.clusterControlPlane

TO16 | CO6

TO17  CO7

P col | cos
HTTPS
TLS1.2

Public 3rd Party

Repository

Public Registry

»

TOR24
TO25
TO26
TO27
TO28
TO28
TO41
TO42
co1
Co3
Co4
Co5.
C08.

Co8
cos
c10
cn
ci2
C13
C14

— N }

JiZ-pod

kube-
controlier- | |
manager

10256HTTP. Kube-proxy
10249HTTP
6443
~HTTPS
| msiz
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Container
Runtime
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scheduler
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TO30
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https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc

Open Source NpoeKTbl

[eHepaTop NOAUTMK ayamuTa

l[eHepauma RBAC n3 nora

AHanun3 nora

[eHepaTop NONUTUK ayamTa

Ho6aBuTb NpaBuio

YpoBeHb

RequestResponse

He pecypcHoe

Pecypcbl +

Bce rnarons

Maronsr W

Ounstpe®©
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https://policyeditor.shturval.tech/
https://policyeditor.shturval.tech/
https://github.com/liggitt/audit2rbac
https://github.com/liggitt/audit2rbac
https://github.com/falcosecurity/plugins/tree/main/plugins/k8saudit/rules
https://github.com/falcosecurity/plugins/tree/main/plugins/k8saudit/rules
https://github.com/falcosecurity/plugins/tree/main/plugins/k8saudit/rules
https://github.com/falcosecurity/plugins/tree/main/plugins/k8saudit/rules
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Kubernetes Audit Log u matpuua yrpos

“Threat Matrix for Kubernetes” ot Microsoft

- — T0, YTO MOXKHO 0bHapyXunTb B Kubernetes Audit Log

LUNTRY
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https://microsoft.github.io/Threat-Matrix-for-Kubernetes/

NMpumep 1

e Pods 6e3 metadata.ownerReferences

* [lpogaKLlieH Harpyska
TaK He 3anycKaeTcA

* BOAbLWKMHCTBO NPMMEPOB aTakK
B MHTEPHETE AEMOHCTPUPYETCA HA
npumepe Pod 1 yacto Konupyetcs
script kiddie

"requestObject"

"kind": "Pod"

"apiversion": "v1"

"metadata"
"name": "priv-exec-pod"
"namespace”: "bank"
"creationTimestamp"”
"labels™

app": "pentest”

Ilspecll
"containers"

"name": "priv-pod"
"image": "ubuntu"
"command™
"/bin/sh"
"

"requestObject”

"kind": "Pod"
"apiversion": "v1"
"metadata"
"generateName": "nginx-deployment-6f87fb7ccf-"
"creationTimestamp"
"labels"
"app": "nginx"
"pod-template-hash": "6f87fb7ccf"

"ownerReferences": [

{

"apiversion": "apps/v1",
"kind": "ReplicaSet",
"name": "nginx-deployment-6f87fb7ccf",

"uid": "70ea79a8-3c18-410d-95fc-00eedcfed244",

"controller": 5
"blockOwnerDeletion":
1
J

]

"spec”
"containers"

"name": "nginx"
"image": "nginx:1.27.2"

LUNTRY
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Mpumep 2

 QO6bpauweHune K pecypcy
SelfSubjectRulesReview
oT ServiceAccount mnkpocepsuca

e CaMu MUKPOCEPBUCHI HE Y3HALIOT, KaKune y
HUX NpaBa

* Ecan TONbKO He Hayanocb BOCCTaHME
MaLLUUH;)

e Atakytowun BHyTpU Pod moxeTt
NONbITATbCA BbIACHUTb, KAKNMW NPaBaMM
obnagaet AaHHbIN Service Account Token

"USEI"‘"

"username”: "system:serviceaccount:test:default”,

"groups”: [

"sourceIPs” =]

"userAgent"”: "kubectl.exe/v1.31.0 (windows/amd64)
kubernetes/9edcffc”

"objectRef": {

"resource"”: "selfsubjectrulesreviews"”,
"apiGroup"”: "authorization.k8s.io",
"apiversion": "v1"

"responseStatus”: {3
"requestObject™
"kind": "SelfSubjectRulesReview"
"apiVersion": "authorization.k8s

LUNTRY
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Mpumep 3

* OTKasbl B BbIMNOJIHEHWUW AEeNCTBUA _ _
"requestReceivedTimestamp”: "2024-10-30T11:19:19

.9110447"

* Kro-To nbiTaeTesa caenato To, "stageTimestamp": "2024-10-30T11:19:19.912790Z"
YTO eMy HEJ1b3A n . "
annotations

* Kak npaBuno He xBaTaeT Npas

"authorization.k8s.io/decision": "forbid",
"authorization.k8s.io/reason": "RBAC ..."

LUNTRY



NMpumep 4

o "requestObject™
CO3AaHMe Ilkindll l!pod"
* YacTtHbIn cnyyan — privileged pod "apiversion”: "v1"
"metadata” =
 OO6bl4yHO TpebyeTca TONbKO ANA MANOro "spec”
KO/IMYEeCTBa CUCTEMHDbIX, “containers”
MHOPACTPYKTYPHbIX CEPBUCOB, KOTOPbIE "name": "priv-pod”
MO>XHO 3a4aTb "image": "ubuntu”
Kak whitelist "command”
. "/bin/sh"
e ATaKylOLWKMN MOXKET NCNO/Ib30BaTb "o

11 n

Ana nobera n3 KOHTeMHepa --

llapgsll
"while true; do sleep 30; done;"

"resources”
"terminationMessagePath": "/dev/termination-log"
"terminationMessagePolicy": "File"
"imagePullPolicy": "Always"
"securityContext™: {

"privileged":

-

LUNTRY


https://github.com/BishopFox/badPods

NMpumep 5

* ObHapy:eHue, BbINONHEHWE KOMAHA "requestURI": "/api/vl/namespaces/bank/pods/priv-exec
N CO37,aHWE UHTEPAKTUBHbBIX CECCUA -pod/exec?command=%2Fbin%2Fbash&container=priv
BHYTPU KOHTEWHEPOB -pod&stdin=true&stdout=true&tty=true"

« kubectl exec, kubectl debug, kubectl “verb": "create”
port-forward v 7.4, “user®: {EJ

"sourceIPs" =
"userAgent”: "kubectl.exe/v1.31.0 (windows/amdé64)

e [aHHas HeoHBXOAMMOCTb OYEHb OMacHaAa U
peakan, ocobeHHo

) kubernetes/9edcffc"
ana production oKpyXeHus

"objectRef"”
"resource”: "pods"”
"namespace”: "bank™
"name": "priv-exec-pod"
"apiVersion": "v1"
n [1] n n
subresource": "exec

LUNTRY



Mpumep 6

* O6paueHune ot “system:anonymous’
“system:unauthenticated”

* JlaHHble cybbeKTbl A0/KHbI ObITb
OTK/IIOYEHbI U HE NCNO/1Ib30BaATbCA

)
U

"user"”
"username”: "system:anonymous"”,

Ilgrﬂups"
"system:unauthenticated”

LUNTRY
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NMpumep 7

* PenakTupoBaHMe NpaBuU/l MEXCETEBOTO
3KpaHa AnA nosy4eHnsa A0NO/IHUTE/IbHbIX
ceTeBbIX AOCTYNOB

* Co3pgaHue, pegakTMpoBaHue, yaaneHume
NetworkPolicy

* Native
e Custom ot Calico u Cilium

e [JlaHHas onepaunsa MOMKET MPOM3BOAUTLCA
OrpaHUYEHHbIM KPYrom aud,

* [lpeumywectso Policy-as-Code noaxoga

"verb": "create"

"user"” =)

"sourceIPs”

"userAgent”: "kubectl.exe/v1.31.0 (windows/amdé64)
kubernetes/9edcffc"”

"objectRef": {
"resource”: "CiliumClusterwideNetworkPolicy",
"name”: "processing-np",
"apiGroup": "cilium.io",
"apiVersion": "v2"

LUNTRY
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NMpumep 8

PepaktnpoBaHue nonntuk PolicyEngine
WU ero OTKAKYeHue

Co3naHue, pegakTMpoBaHue, yaaneHme
NONUTUK

* OPA Gatekeeper, Kyverno, VAP u 1.4,

[laHHaA onepauna moxer
NPOU3BOAUTBLCA OrPAHUYEHHbBIM KPYrom
vy,

BO3MOKHO aTaKyHOLMA NbiTaeTcA
OTK/IIOUYMTb CPeacTBo 6e30nacHOCTU

Mpeumyuiectso Policy-as-Code noaxopa

"verb": "delete”

"user"” =)

"sourceIPs"™

"userAgent": "kubectl.exe/v1.31.0 (windows/amdé64)
kubernetes/9edcffc”

"objectRef": {

"resource”: "ClusterPolicy",
"name”: "drop-all-capabilities”,
"apiGroup"”: "kyverno.io",
"apiVersion": "v1"

LUNTRY
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Mpumep 9

*  YyutbiBaem 6u3Hec N0rmKy pabotol

*  BbIKaTKM NPUAOKEHNI TONBKO
B paboumne yacbl no bygHam

e OcTanbHoOe — 3TO aHOMaNNKU, BOSMOXKHO
AENCTBMA aTaKyOLWEro

"objectRef"

"resource”: "deployment™
"namespace”: "bank"

"name”: "nginx
"apiVersion”

"responseStatus™
"requestObject™
"requestReceivedTimestamp"”: "2024-11-2T723:00:32.7777372"

"stageTimestamp"

-deployment”
"V]_ 1]

(=]
(=]

"2024-11-2T23:00:32.840496Z"

LUNTRY
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Mpumep 10

* CyyeTOoM pONU Knacrepa

* Hanpumep, B KOMNAHUU NCNONb3YETCA
GitOps noaxon
N BCE BblKaTbIiBaeT TONbKO Flux
nnn ArgoCD

* BbIKkaTKa OT Apyron cywHoCcTn —
3TO aHOManNuA

"LISEr'"
"username”: "system:serviceaccount:argocd:argocd

-application-controller”,

LUNTRY
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NMpumep 11

Ncnonb3ynte NPMMaHKKU 1 NOBYLLKM
» “Detection through Deception”
* “Security through Deception”

3arotoBneHHble ServiceAccount, Secret u
T.A.
Ob6HapyKMBaem X NCNOJIb30BaHUE

AN
gFF
ONE

2022

Kubernetes security:

Deception phase

Dmitriy Evdokimov
Founder&CTO Luntry

Moscow, August 25, 2022

LUNTRY
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https://luntry.ru/research
https://luntry.ru/research
https://luntry.ru/research
https://luntry.ru/research
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KAK LUNTRY MOMOTAET
" PELLUMTb 3AAAYU, CBASAHHDIE
~ CKUBERNETES AUDIT LOG
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CpaBHeHuMe ¢ Falco

Peanunsaumua
Pabota c nor-dannamu

[MBbKOCTb NpaBun

[NedonTHbIM Habop NpaBun

CUHTaKcunc npasun

ynpaBneHme MaCLUTa6MpOBaHMEM

LUNTRY

Falco Luntry
C++, Go Go
Webhook backend Webhook backend

Hun3kas BbicoKasa
(TonbKo NpeponpeaenéHHbii  (NPon3BO/IbHbIE NOAA, YKA3bIBas
Habop nonen) json path)

+ +

Kak u B gpyrmx Falco npasmnax CneuunanbHO CO34aHHbIN Ha
6a3e json path

+/- +
(peannsoBaHO Yepes nNaaruH) (oTaenbHbIN cepBUC)
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[Mpumep npasuna 1

name: "S >dulinc
description:
isolation and
severity: "h
tags: []
rule:

filters:

regexp:

on ma

~ation of wa

with nc

to cluster compromise"

- ".objectRef.resource": ""
- " yerb": "~ ::,..re-atef;‘-"

(pc

Selector to place on mas

" .requestObject. spec.nodeSelector['node-role.kubernetes.io/master']":

aggregation:

O

~/control-plane no

mmn

" .requestObject. spec.nodeSelector['node-role.kubernetes.io/control-plane’']": ""

aggregation:

oOr

r

which violate:

~ontrol plane

LUNTRY
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[Mpumep npasuna 2

LUNTRY

- rule:
filters:
regexp:
- ".objectRef.resource": "" (pods|deployments|daemonsets|statefulsets]|jobs|cronjobs)s$"”
- ".verb": "“create$"
# Host IPC/Network/PID
eq:
- ".requestObject.spec. template.spec.hostIPC": "true"
- ".requestObject.spec.template.spec.hostNetwork": "true"
- ".requestObject.spec.template.spec.hostPID": "true"
# HostPath mount
exists:
- path: ".requestObject.spec.template.spec.volumes|[].hostPath"
aggregation: or
# Privileged container
eq:
- ".requestObject.spec.template.spec.containers|[].securityContext.privileged": "true"
aggregation: or
# IonomuuTenbuble Capabilities
exists:
- path: ".requestObject.spec.template.spec.containers|[].securityContext.capabilities.add[]"
aggregation: or




Live Demo Luntry

e AHann3 Kubernetes Audit Log
® BcTpoeHHaa 6bubanoteka npasun (50+)
e Co3aaHme cobCTBEHHbIX MPaBUN

e CobctBeHHas Audit Policy c opneHTMpom Ha
6e30nacHOCTb

Dashboard Rules Detects Library

Severity Rule Name

Resource type

Time Severity Namespace Resource type

29.10.2025

21:04:11 lol namespaces

29.10.2025

20:56:52 kube-system cronjobs

29.10.2025

20:53:19 default networkpolicies

29.10.2025

20:53:19 default networkpolicies

29.10.2025

20:53:01 default clusterpolicies

® BbICOKasA CKOPOCTb NPUMEHEHUA NPaABU

e [pocTas maclwTabrupyemoctb cepBuca

e CHUMKEHME Harpy3Kku 1 nnmueH3um Ha SIEM ;)

User name Verb

Resource name Verb

lol create

create

test-network-
policy
test-network-
policy

advanced-
restrict-image- update
registries

Namespace

Source IP

10.11.226.79

10.11.226.79

192.168.53.15

192.168.53.15

172.20.212.41

User name

system:anonymo
us

system:serviceac
count:pentest:mt
kpi-sa

kubernetes-
admin

kubernetes-
admin

system:serviceac
countkyvernozky
verno-admission-
controller

User agent

curl/7.68.0

k/v1.31.0
(linux/amdeé4)
kubernetes/%edc
ffc

node-fetch

node-fetch

kyverno/v0.0.0
(linux/amdé4)
kubernetes/SFor
mat

Decision

LUNTRY
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RoadMap Luntry pna paHHON PYHKLMOHANBHOCTM

e HoBbin Ul
e O6bHoBNEHME BUDBANOTEKM NPaBUN

e [locTpoeHune aepeBbeB aTakK

Mb! Bceraa paabl Bawen obpaTHOM CBA3U
n features requests =)

LUNTRY
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~ BblBOADbI




BbiBOoAbI

AHanun3 Kubernetes Audit Log o6a3areneH

BHumaTenbHo nogrotasnamsaute Audit Policy

Co3pgaHue npaBun AeTeKTUPOBAHUA OYEeHb KpeaTUBHAA 3a4a4a

Luntry nonHOCTbIO pelwiaeT AaHHbliA acnekT paboTbil ¢ Audit Log
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NMonesHble CCbINKU

* "Bbl ewe He yntaete Kubernetes Audit Log? Toraa mbl uaem K Bam!", beKoH 2024
 "Kubernetes Audit Log B apceHane SOC", SOC Forum 2024

» "Be3onacHocTb KOHTenHepoB M Kubernetes ans SOC", BebuHap Luntry
e "DeTT&CT(ing) Kubernetes ATT&CK(s) with Audit Logs", SANS 2021
 "Kubernetes Audit Log Gotchas", fwd:cloudsec Europe 2024

* "JKcKypcua no matpuuam yrpo3 Anas KoHtenHepos 1 Kubernetes", VK Kubernetes Conf 2023

LUNTRY
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https://bekon.luntry.ru/2024
https://bekon.luntry.ru/2024
https://bekon.luntry.ru/2024
https://bekon.luntry.ru/2024
https://luntry.ru/research
https://luntry.ru/research
https://luntry.ru/research
https://luntry.ru/research
https://sansorg.egnyte.com/dl/uzWJooP0Rl
https://fwdcloudsec.org/assets/presentations/2024/europe/shay-berkovich-kubernetes-audit-logs-gotchas.pdf
https://luntry.ru/research
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https://t.me/luntry_official
https://vk.com/luntrysolution
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