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O60 MHe GEIKOH

4 4
y 9 OcHoBaTenb Cneumnanusauun -
U TEXHUYECKUM 6e30nacHOCTb KOHTEMHEepPOoB
S He Beplo B TO, quo cuctemy MO)‘|’(HO AUPeKTop Luntry u Kubernetes
coenaTb HagexHon n beaonacHou,
HE NOHUMas TOro, Kak OHa yCTPOEHa. bonee 15 net onbiTa B b AsTop Tl -kaHana
[ 4

3kcnepT B chpepe 6e30nacHOCTU KOHTENHEPHbIX cpef,

- OpraHusaTop koHdepeHummn «beKoH» no BE3onacHocTv KOHTeNHepoB
- BbiBLINIM pepakTop pyopuk B xypHane «XAKEP», aBTop cepuun ctatemn

- ABTOp Kypca «Cloud Native 6esonacHocTb B Kubernetes»

« YUneH nporpammHoro komuteta CFP DevOpsConf n HighLoad++

4
Cnukep
VK Kubernetes Confidence ZeroNights BeKoH HITB
DevOpsConf HacklnParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops  SAS
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https://t.me/k8security

Disclaimer GEKOH

OT MOMeHTa ngewu goknana go ero rnosaBsieHns
MnpoLsio OKOJ/1I0 roga.

3a 310 BpeMAa B Kubernetes n KOHTEMHEPHbIX KOMMOHEHTAaX
NOMEeHANOCb Tak MHOI0, UTO KOHLUeNuuna goknaana

Oblna npakTnyecKku NoTIHOCTbHO M3MEHEHA

N AOMOo/IHEHA HOBbLIMU CMbIC/TaMW.

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea 3



Kak aTo BooOLue paboTaeTt?

K8s version, APl version, feature gates, CRI
API, CRI, CNI, CSI, CDI ,CMI, CPI, NRI, ...

runc, crun, youki, containerd, CRI-O,

docker, gVisor, wasm, ...
MaTpuua

KOMOMHaLU M ,
SeLinux, AppArmor, PARSEC, kernel

features, kernel namespaces, capability, ....

Apxutektypa CPU, Habop MHCTPYKLMUN, ...

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea il



Bce nerko nocmorpertb?)

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPef,

LEIKOH



Cutyauus c “kubectl get all”

kubeclt -n namespace get all - He paboTaeT, Kak o)kupaertca!

kubectl get all does not list all resources in a namespace #1517

(@LaEL W thack opened this issue on Noy

Need a real “get—a”" Command ;,IE. 7 @l What happened:

(@IACEEW schollii opened this an A : kubectl get all only shows a small subset of kubernete

m another clusts

yment,

6 eddiezane commented on Aug 1f Member {E}

Following up..

maintain.

We recommend using ketall which can be installed standalone or via krew
/close

@ &1

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea
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LEIKOH

. not list all resources in a namespace.

cts in a cluster, :

nd there does not seem to be a command to get




LEIKOH

Kak yuntaercs Ttak u nuuierca?

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPef,



PodSecurityContext & SecurityContext* LGEKOH

B Cneuundwukaunm Pod

SecurityContext holds pod-level security attributes and common container settings. Optional: Defaults to empty. See type description for default values of each field.

Optional: SecurityContext defines the security options the ephemeral container should be run with. If set, the fields of SecurityContext override the equivalent fields of
PodSecurityContext.

apiVersion: Vi
kind: Pod
metadata:

: name: mypod
PodSecurityContext R s
SecurityContext:
runAsUser: 1000
containers:

SecurityContext - name: my-container
Image: my-image
SecuntyContext: * - Mo gokyMeHTauum ang v1.33
KoHdepeHunst no BE3onacHocTn KOHTenHepoB 1 KOHTEMHEPHbLIX Cpes runAsUser: 2000



OaunHaKkoBbIM CMbICHN
n oAMHaKOBbIe 3HaYeHua?

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPef,

LEIKOH



Hactpounku PodSecurityContext

& SecurityContext*

* - Mo poKyMeHTauum onsa v1.33

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea

GEIKOH

PodSecurityContext
appArmorProfile
runAsGroup
runAsNonRoot
runAsUser
seLinuxOptions

seccompProfile

windowsOptions
fsGroup
fsGroupChangePolicy
seLinuxChangePolicy
supplementalGroups
supplementalGroupsPolicy

sysctls

SecurityContext
appArmorProfile
runAsGroup
runAsNonRoot
runAsUser
seLinuxOptions
seccompProfile
windowsOptions

allowPrivilegeEscalation
capabilities
privileged
procMount
readOnlyRootFilesystem

10



Kak Hanucan, Tak un byper?
Yactb 1

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPef,

LEIKOH



allowPrivilegeEscalation by default?! GEKOH

Mo ymonyaHutio true

allowPrivilegeEscalation AllowPrivilegeEscalatign cantrols whether 3 process can gain more privileges than its parent process. This bool directly controls if the no_new_privs flag will be set on
boolean the container procesq AllowPrivilegeEscalation is true always when the container is}1) run as Privileged 2) has CAP_SYS_ADMIN Note that this field cannot be set when
spec.os.name is windows.

Q 0xbf00 on Mar 17, 2023 - edited by 0xbf00 Edits ~
{

AllowPrivilegeEscalation controls whether a process can gain more [E]
privileges than its parent process. This bool directly controls if

the no _new privs flag will be set on the container process.

Default to false.

AllowPrivilegeEscalation is true always when the container is:

1. run as Privileged and

2. has CAP_SYS_ADMIN

Note that this field cannot be set when spec.os.name is windows. =~

| believe this description is not (no longer?) correct, because:

1. AllowprivilegeEscalation defaults to true, see this code. The code returns false both if allowprivilegeEscalation is not set
and if AllowprivilegeEscalation issetto true . This is also supported by my understanding of the code you already linked.
Here, containers with container.securityContext.AllowPrivilegekscalation == nil are flagged as bad by the script.

2. the current implementation adds an error if either the container is privileged or has the cap_sys_apmIn capability.

Note however that therefore and confusingly, no_new_privs defaults to false . The documentation however describes
AllowPrivilegeEscalation and not no new privs directly.

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea



https://github.com/kubernetes/website/issues/30104

Kak Hanucan, Tak un byper?
YacTtb 2

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPef,

LEIKOH



Capability CAP_NET_RAW by default?! GEKOH

cap_net_raw - PaspeliaeT Mcnonb3oBaHMe CbIPbIX COKETOB

MOXXHO NPOBOAUTL aTaku
ARP 1 DNS spoofing.

Access network packet headers

PacLuu pPAET NMOBEPXHOCTb aTaKu.

No additional capabilities

CVE-2021-23134 A
CVE-2020-14386 ‘ )

CVE-2017-7308

&7

3¢

20

root@mtkpi-68d67d484-9tc2b: frun# capsh —print

WARNING: libcap needs an update (cap=48 should have a name}.

Current: = cap_chown,cap dac_override,cap_fowner,cap_fsetid,cap_kill,cap_setgid, cap setuid,cap setpcap,cap _net_bind service,cap_net_raw,cap_sys_chroot,cap_mknod,cap_audit write,cap setfcap+ep
Bounding set =cap_chown,cap_dac_override,cap_fowner,cap_fsetid,cap_kill,cap_setgid,cap setuid,cap setpcap,cap net _bind service,cap net_raw,cap_sys_chroot,cap _mknod,cap_audit write,cap setfcap

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea 14


https://www.youtube.com/watch?v=4d8K1w1GLq4

CAP_NET_RAW Ha Bug Bounty LEIKOH

D
Man in the middle leading to root privilege escalation using hostNetwork=true
(CAP_NET_RAW considered harmful)

SUMMARY BY CHAMPTAR
Write up with both EKS and GKE exploits and more details available at
https://blog.champtar.fr/Metadata_MITM_root_EKS_GKE/

TIMELINE

champtar submitted a report to Kubernetes.

Summary:

CAP_NET_RAW capability is stillincluded by default in K8S, leading to yet another attack.

An attacker gaining access to a hostNetwork=true container with CAP_NET_RAW capability can listen to all the traffic going
through the host and inject arbitrary traffic, allowing to tamper with most unencrypted traffic (HTTP, DNS, DHCP, ..), and
disrupt encrypted traffic.

In many cloud deployments the host queries the metadata service at http://169.254.169.254 to get many information
including the authorized ssh keys.

This report contains a POC running on GKE, manipulating the metadata service responses to gain root privilege on the host.
The same attack should work on all clouds using similar metadata services to provision ssh keys (Amazon / Azure /
OpenStack/ ...)

The goal of this report is to ask the K85 team to make a breaking change by removing CAP_NET_RAW from the default
capabilities,
as it allows way too many attacks.

K8S could enable net.ipv4.ping_group_range to stilllet users use ping (maybe 99% of CAP_NET_RAW usage)

KoHdepeHumsa no BE3onacHoctn KOHTEMHEPOB 1 KOHTEMHEPHBIX Cpes



https://hackerone.com/reports/899103

CRI-O LEIKOH

C Bepcun 1.18.0 (2020 ron)

Apr 23, 2020 V1 .1 8.0
haircommander
© v1.180
o 747342 CRI-O v1.18.0
Compare ~
The release notes have been generated for the commit range
v1.17.0..v1.18.0 on Thu, 23 Apr 2020 07:43:06 UTC.

Downloads Com m|t 63b9f4e

Download the static release bundle via our Google Cloud Bucket:

é—) rhatdan authored and haircommander committed on Mar

crio-v1.18.0.tar.gz

Changes by Kind Remove NET_RAW and SYS_CHROOT capabilities

Dependency-Change as well as add net.ipv4.ping_group_range sysctl for tests

* Update cri-tools to v1.18.0 in static release bundle (#3520, @saschagrunert)
* Default pause image is k8s.ger.io/pause:3.2 (#3582, @haircommander) also gl‘abbed some changes introduced by @(:henditang on glth'-lb to

update the crio.conf man page
Deprecation

* Drop support for golang < v1.13 (#3312, @saschagrunert) Increase the security of containers by removing the NET_RAW and CHROOT capabilties.

API Change Suggest adding net.ipv4.ping _group range so that ping will still work.

* Removed version from default AppArmor profile name in config (#3287, @saschagrunert)

o} CRI-O now runs containers without NET_RAW and SYS_CHROOT capabilities by default. F'his can result in permission
denied errors when the container tries to do something that would require either of these capabilities. For instance,
using ping requires NET_RAW, unless the container is given the sysctl net.ipva.ip_forward . Further, if you have a
container that runs buildah or conﬁgures RPMs, they may fail without SYS_CHROOT. UItlmater, the dropped capab|l\t|es

root@mtkpi-77b59b9d6d-mlbdk: frun# capsh —print

WARNING: libcap needs an update (cap=4@ should have a name}.

Current: = cap_chown,cap_dac_override,cap_fowner,cap_fsetid,cap_kill,cap_setgid, cap_setuid, cap_setpcap,cap_net_bind service+ep
Bounding set =cap_chown,cap_dac_override,cap_fowner,cap_fsetid,cap_kill,cap_setgid,cap_setuid,cap_setpcap,cap_net_bind service

KoHdepeHumsa no BE3onacHoct KOHTENHEPOB 1 KOHTEMHEPHBIX Cpea 16


https://github.com/cri-o/cri-o/releases/tag/v1.18.0

containerd GEKOH

C Bepcum 2.0 (2025 rop)

containerd / docs / containerd-2.0.md

Preview Code Blame @ 187 lines (188 loc) - 13.7 KB

Unprivileged ports and ICMP by default for CRI

The CRI plugin now enables net.ipv4.ip_unprivileged-port-start=e and net.ipv4.ping_group_range=e 2147483647 for containers that do not

use the host network namespace or user namespaces. This enables containers to bind to ports below 1024 without granting

CAP_NET_BIND_SERVICE and tojrun ping without cAp_NET_RAW | This default behavior change can be reverted by setting the

enable_unprivileged_ports and enable_unprivileged_icmp options to false inthe CRI plugin configuration.

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea 17


https://github.com/containerd/containerd/blob/e393f41d2063adb78fa649958ca21b7abe389c8a/docs/containerd-2.0.md#unprivileged-ports-and-icmp-by-default-for-cri

Docker GEKOH

TaHUbl BOKpPYr ping

Remove CAP_NET_RAW from default capabilities #41886

i thaleztah opened on Jan 14, 2021

Mostly a tracking issue as follow-up to #41030 (#4

Busybox 1.36.1-glibc

docker run --rm --cap-drop CAP_NET _RAW busybox:1.36.1-glibc sh -c 'ping -c1 google.com’
ping: permission denied (are you root?)
PING google.com (142.250.179.142): 56 data bytes

Busybox 1.36.1-uclibc

Many base images now no longer require cAP_NET RAW to use ping in a container, but there's some images that may still need it.

docker run --rm --cap-drop CAP_NET_RAW busybox:1.36.1-uclibc sh -c 'ping -cl google.com’
ping: permission denied (are you root?)
PING google.com (142.250.179.142): 56 data bytes

Questions:

1. which base images remain to be problematic? (IIRC (some versions of) ubuntu)
2. can we (and if so:) would it be acceptable to patch the upstream source when building our official base images to allow ping to

run without cap_net_raw ?

Busybox 1.36.1-musl

Answering myself; 2. is probably not an option; looks like ping is available by default on debian, but (no longer) installed by default
docker run --rm --cap-drop CAP_NET_RAW busybox:1.36.1-musl sh -c 'ping -cl1 google.com’
PING google.com (142.250.179.142): 56 data bytes

ping: permission denied (are you root?)

on ubuntu, and requires iputils-ping to be installed

®

18
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https://github.com/moby/moby/issues/41886

Kak Hanucan, Tak un byper?
Yactb 3
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[lpaBa n noBeaeHue Default Service Account LGEKOH

* HeAaBHO MPOCTaB/NAETCA U BblAAaOTCA Nnpasa, eC/in HU4Eero He yka3aTb

 [1na99.99% 6mn3HEC NPUNOXKEHUN HE HY>KEH

* [Ho 1.6 (MapT2017) MOr UMETb LULMPOKME NMPUBUTIETNN B KNacTepe
* [loka RBAC He cTan ctaHOapTHbLIM pexxnuMoM aBTopun3daumnm (o spemeHa ABAC)

 OTknto4vaTb €ro MOHTUPOBaAHME HY>XKHO ABHO Yeped automountServiceAccountToken: false

Kubernetes should not mount default service account credentials by
default #5760

s " vincentwoo opened on Dec 24, 2017

/kind bug
What happened:

Kube automounts default service account credentials, which allows any compromised pod to run APl commands against the cluster.
This seems like a very odd choice from a security standpoint - | only just discovered this was the case after a couple years of running
a Kube cluster in production.

* - 0bcyxaeHne Tam
NOEeT N No cen AeHb

What you expected to happen:

Pods not having cluster-modifyin

KoHdepeHumsa no BE3onacHoctn KOHTEMHEPOB 1 KOHTEMHEPHBIX Cpes 20


https://github.com/kubernetes/kubernetes/issues/57601

Bbi6op 31O BCerpa xopowo?

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPef,
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«MpocTo» npoBepuTb YAML? bEKOH

Kak KoHTponupoBaTtb cogep>kumoe Pod?

Pod Security Policies (PSP)
* [lpnsHaHaycTtapeswen Bv1.21 nyganeHasvi1.25

* Pod Security Admission (PSA)
* Cratyc AlphaBv1.22, Betasv1.23, GABVv1.25

* Pod Security Standards (PSS)
« Habop pekoMeHaaumnin, KOTOPbIN MOXXET 6bITb NpuBA3aH K PSA

* Validating Admission Policy (VAP)
« Crtatyc Alphasv1.26, BetaBv1.28, GABVv1.30

* Policy Engines
 CropoHHue pewieHunsa: Kyverno, OPA Gatekeeper, JSPolicy, Kubewarden, ...

* OPA Gatekeeper nognep>xmsaet VAP c 1.13
* Kyverno nogaep>xueaet VAP c 1.11

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea 22



LEIKOH

MeHsa10TCA NU NpaBuna urpbl?
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HoBasa apa hostUsers: false GEIKOH

Root B KOHTEenHepe, 3To root Ha Host?!

Without using a user namespace a container running as root, in the case of a container breakout,
has root privileges on the node. And if some capability were granted to the container, the
capabilities are valid on the host too. None of this is true when we use user namespaces.

Support User Namespaces in pods #127

@ derekwaynecarjopened on Oct 10, 2016 Jedited by neolit123

Enhancement Description

® One-line enhancement description (can be used as a release note): Add support for user namespaces in pods

Kubernetes v1.33: User Namespaces enabled by

1
d efa U It' B UepTorax Kubernetes',
beKoH 2024

"Linux user namespace

By Rodrigo Campos Catelin (Microsoft), Giuseppe Scrivano (Red Hat), Sascha Grunert (Red Hat) ||F

In Kubernetes v1.33 support for user namespaces is enabled by default. This means that, when the stack requirements
are met, pods can opt-in to use user namespaces. To use the feature there is no need to enable any Kubernetes feature

flag anymore!

24
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https://kubernetes.io/blog/2025/04/25/userns-enabled-by-default/
https://kubernetes.io/docs/concepts/workloads/pods/user-namespaces/
https://github.com/kubernetes/enhancements/issues/127

LEIKOH

MeHSAI0TCA NU CTaHAAPTbl Urpbl?

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPef,



UserNamespacesPodSecurityStandards feature gate BEKOH

He Bce Tak npocrTo... For Linux Pods that enable user namespaces, Kubernetes relaxes the application of Pod Security
Standards in a controlled way. This behavior can be controlled b ate

Cv1.298B cTaryce Alpha UserNamespacesPodSecurityStandards , which allows an early opt-in for end user';. Admins have to
ensure that user namespaces are enabled by all nodes within the cluster if using the feature

gate.

If you enable the associated feature gate and create a Pod that uses user namespaces, the
following fields won't be constrained even in contexts that enforce the Baseline or Restricted pod

security standard. This behavior does not present a security concern because root inside a Pod
with user namespaces actually refers to the user inside the container, that is never mapped to a
privileged user on the host. Here's the list of fields that are not checks for Pods in those

circumstances:

c.securityContext.runAsNonRoot
c.containers[*].securityContext. runAsNonRoot
c.initContainers[*].securityContext.runAsNonRoot

c .ephemeralContainers[*].securityContext. runAsNonRoot
c.securityContext.runAsUser
c.containers[*].securityContext. runAsUser
c.initContainers[*].securityContext.runAsUser

c.ephemeralContainers[*].securityContext.runfsUser

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea

YAS)



LEIKOH

Korpa 6e3 6yTbi/IKM Y)XXe He pa3obpaTbcs



NMotemkn RBAC BEIKOH

Ha npumMepe, exec (M3 cBeXxero)

Users can exec into pods with the websocket endpoint even without
pods/exec create privileges #/8741

% wsong opened on Jun 5, 2019

What happened:

«He Takom o4yeBUaOHbIN
RBAC Kubernetesy,
BeKoH 2023

If you use the websocket endpoint for execing into a pod, you can exec into the pod if you just have pods/exec get privileges,
whereas kubectl exec (which uses the SPDY endpoint) requires pods/exec create

C Bepcun Kubernetes 1.31 ans onepauun attach, exec n port-forward Tenepb
no ymosn4yaHuio ucnonedyerca Websockets!

[MoopobHee B 3ameTke " " oT Rory McCune
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https://raesene.github.io/blog/2024/11/11/When-Is-Read-Only-Not-Read-Only/

LEIKOH

E - eauHOOOpa3ue
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«lpocTo» BCe 3anornpyem LEKOH

Kakue cnoxHoctn ¢ Kubernetes Audit Log?

anIHLI,VII'I HalMimcaHnA

MonuTUKY MOXHO pa3dbutb Ha 3 Onoka:

1. [Hdetanusvpyem BaXkHoe

apiVersion: audit.kfs.io/vl
2. Wcknroyaem nuwiHee kind: Policy
omit

3. OcTtancHoe B o6LLeM pexume

rules:
- level: Reqg
resources:
- group: ""
resources: ["pods”

- level: N
users: |
verbs: ["w
resources:
- group: ""
resources: ["endpoints", "

- level: Metadate

v " SOC Forum 2024
Hy n B npunaayy ewie pasHoe npuMmeHeHune wildcards gna ValidatingWebhookConfiguration, Roles, AuditPolicy
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https://broadcast.comdi.com/watch/rmrdvwec

3aKknr4yeHue BEIKOH

1. B Kubernetes nHdpactpykTtype, kak B Nto6on MHOroypoBHEBOW CUCTEME, MHOITO HEOYEBUOHbIX, HEOXKNOAHHbIX,
HEMNOHATHbIX, HEOOBACHUMbIX MOMEHTOB

2. KOHTeMHepHble KOMMNOHEHTbI Pa3BMUBAKOTCA YPE3BbIYANHO BbICTPbIMM TEMMNAMU, UTO NPUBOAUT K 601bLLOMY
pasbpocy n Bapraunn UTOroBbIX CUCTEM

3. Cneautb 3a BCEMU MBMEHEHNAMU U, TEM BOonee, Aep>kaTtb BCE B ro/y1ioBe CTaAaHOBUTCA BCE C/TIO>KHEE

KoHdepeHumsa no BE3onacHoctn KOHTEenHEpOB 1 KOHTEMHEPHBIX Cpea 31
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