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Kubernetes-nHxeH:
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B noknage BEKOH

« 3ayem Bam Policy Engine? A nodyemy Kyverno?

« Kak gennoutb n obHoBNAThL Kyverno?

« Kak 3awmTtntbes oT oTka3a Kyverno? Kak He HaBpeautb Kubernetes'y?
« Kak obecneunTb observability?

« Kak geweBo caenartb Harpy304HbIN TECT?

» Kak rubko oennonTb NOMUTUKN?

« Kak caenatb Cl anga nonntuk?

« Kak gena c HatuBHbiMK Kubernetes Policy? CtouTt nu BHeapsATb?



LGEKOH

3adyem Bam Policy Engine?



3ayem Policy Engine?

* [1peBeHTUBHbLIV XapAeHWHT

Muturaums ysi3BUMOCTEN

. (NGINX controller)
. (gitRepo volumes)
. (Argo events)

3aKoBbIpUCTbIE NpaBusa

CtaHpapTtusauus

MyTauua, reHepaumna, 04NCTKa pecypcoB

LGEKOH

’ Open Policy Agent
APy
—r Kyverno

KUBEWARDEN

jseolicy


https://nvd.nist.gov/vuln/detail/cve-2024-7646
https://nvd.nist.gov/vuln/detail/cve-2025-1767
https://nvd.nist.gov/vuln/detail/CVE-2025-32445

[Touemy Kyverno?

* [lpocton DSL

o _YcTpousn u Hac, n 6e30nacHMKOB
* [lonb3yemca 1.12.5. Camas ceexasa — 1.14.1.

LGEKOH

. )

’ Open Policy Agent

|
S Kyverno

KUBEWARDEN

jseolicy



Bce Policy Engine... LGEIKOH

* Nmetot kyyy CR

« 3abusaloT etcd

« HarpyxatT kube-apiserver
e Hy>XHbI TECTbI MONNTUK

e Hy)Ha rmbkoCcTb MONTUK

* HyxHa 3awnTta oT oTkasa PE

« Ecnu Bbl nuweTe ceon PE — BamMm Bce 310

/8L B Sckobap

3KCNEPT NO BIGOPY U3 ABYX BapHAHTOB




Y

Bam npupétca = / | \ AN 3 -\‘\\‘\ISI%OH

 HacTtpouTb MOHUTOPUHT U anepTuHr PE

« TlpoBepnTb U 4ONMUNUTE MOHUTOPWHT
n aneptuHr Kubernetes Control Plane

[oHacTponTb kube-apiserver n etcd

HacTtpounTb TecTbl U Aensnoun

Ocob6eHHO ecnun KnacTepoB MHOIO

OCODOEeHHO ecrin OHUu bonbLune




LGEKOH

KaKk oennounTb
n obHOBNATb Kyverno?



MaTtpuua coemectumocTtn. OduumanbHad. CypoBas. LGEKOH

Bepcusa Kyverno Kubernetes, Kubernetes,
MUHMMaANbHaA MaKCUMa/ibHadA

B3aTo oTcroaa: ,

10


https://main.kyverno.io/docs/installation/
https://release-1-11-0.kyverno.io/docs/installation/

[Toaxon 1. CTporoe cooTBETCTBUE MATPULIE LEKOH

Mniochkl lawful good
* YBEPEHHOCTb, YTO BCE DyOeT paboTaTb «Kak Hago»

MuHycCblI

* PasHble meTpukm

Pa3Hble cnekn nonnTuk
Pa3Hble values B helm

Pa3Has pearindaumd BHYTPEHHNX MEXaHU3MOB

e OTO MNOCTOAHHO MeHsAeTcH

11



MNooxopn 2. OgHa Bepcuga Ha Bce knactepa GEIKOH

Mniockl | | | chaotic good
« OTCyTCTBYET OBEpXeA

MuHycCblI

» [Noooepxka KACTOMHOro Yyaprta
UTtor
* [logxopn paboTtaeT. Ho ¢ orpaHn4yeHns IMu

12



Kak mognduumposatb 4apr? | N\ -~ BEKOH

. Y6paTb xapakon Bepcvwl k8s' 3 Chart.yaml

o |f/else ana Job'oB

# kubeVersion: '=21.25.0-0°

{{- if (semverCompare "<1.21-0" .Capabilities.KubeVersion.GitVersion) }}
apiVersion: batch/vilbetal

{{- else }}

apiVersion: batch/vil

{{- end }}

13


https://github.com/kyverno/kyverno/tree/main/charts/kyverno
https://github.com/kyverno/kyverno/blob/b5118eb891676357c9cbae6002dc37534892bf98/charts/kyverno/Chart.yaml

HemHoro 06 ArgoCD

* AppSets — cnocob packaTku
‘Ha MHOrO KfacTeposB

e OTO HAlLU TUMOBOW anmnceT

apiVersion: argoproj.io/vlalphal
kind: ApplicationSet
metadata:
name: coredns
namespace: argocd
spec:
generators:
- merge:
mergeKeys:
- server
generators:
- clusters:
selector:
matchLabels:

argocd.argoproj.io/secret-type:

matchExpressions:

- key: k8sversion
operator: Notln
values:

values:
limits-memory: '2Gi'
requests-cpu: '2'
requests-memory: '2Gi'
version: ' )

LGEKOH

cluster

14



CoenawTte pybunbHuK, oTKmoYaowmn kyverno - BEKOH

« ArgoCD label selectors generators:
- clusters:

selector:
matchLabels:
argocd.argoproj.io/secret-type: cluster
matchExpressions:
- key: kyverno-disabled
operator: Notln
values:
- "true"

15


https://argo-cd.readthedocs.io/en/stable/operator-manual/applicationset/Generators-Cluster/

He paboTaiite c neitbnamu yepes argocd-clit. ~ BEKOH

> ~ Kkubectl -n argocd label secrets \ | »» ~ argocd cluster set ${cluster} \
> ${cluster-secret} kyverno-disabled=true| > —-label kyverno-disabled=truel

16
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Ectb KpI/ITI/I‘-IeCKaFI yﬂ3|3|/||v|och CVE-
_2024-31989

[Taponb Ha redls

3anpeT Ha YypOBHE NetworkPollcy

loeanbHO — YHECTU
B OTAENbHbLIN KNacTep

[MogpobHo 3aeck: 33 MUHYTA

17


https://nvd.nist.gov/vuln/detail/cve-2024-31989
https://nvd.nist.gov/vuln/detail/cve-2024-31989
https://vk.com/video-172362100_456239152

- baruv B ynaneHum
penopToB

- barn ¢ OOM u Kpawamum
KOHTEMHEepPOoB




Summary #1 LEIKOH

MHoro Bepcum — MHOro nevanm

[TonpobyinTe 0aHYy BEPCUIO AN BCETO

Coenante pyousrnbHUK OTKITIOYEHUA Kyverno

dopmanusynte npouecc anrpenga Bepcum

19



LGEKOH

KaK 3alnNTUTBLCHA OT OTKa3a
Kyverno n k8s Control Plane?



OTKa30yCTOM4YMBOCTbL CeTana LEIKOH

« Admission Controller 3 pennuku

* Background Controller - 2, B e r | | i L S —:~{ —
Report Controller - 2, t -

'_
Cleanup Controller - 2 Admission R

r | Cleanup

| Policies

|

r *
Re, porr

Report N
m——
l olicy

Reports

 forceFailurePolicylgnore — He Ha
npoae!

21



[Noyemy MOXeT pyxHyTb etcd

* Tbicaun CR Reports

» etcd 3akpbiBaeTcs Ha 3anuchb,
ecnu pacnyx

* HekoTopble Bepcuu Kyvérno
barytoT B YacTu yaaneHus
penopToB (1.12.2)

3 pasa npwuner npoa




Kak obe3onacutb etcd BEIKOH

« quota-backend-bytes: 8 GB Count of object in etcd (top 10)
« etcd mvcc db total size in_bytes/ 6000 _
etcd_server _guota_backend bytes s /f/\
 [ang, kak genatb etcd gedparmeHTauuto /
. . 20000 Z —— === ==
« apiserver_storage objects{resource=~".*kyverno ~_ —
.*"} 10000 — *
o Workqueue_depth{JOb="kube-Contr()lIer- 09:00 09:30 10:00 10:30 11:00 11:30
manager”,

name="garbage_collector_attempt_to_delete"}

28,



Kak obe3onacutb kube-apiserver

Y Hac:

APl Priority and Fairness (K8s 1.18+) S —

B yapTe ecTb 40000

35000

30000

PaccuntanTte cBom ( )

20000

15000

XoTum obpabartbiBaTb 10000
300 rps oT kyverno

nominalConcurrencyShares = 30 i
queues=16
queueslLengthLimit=75

handSize=4

08:00

08:30 09:00

09:30

10:00

10:30

LGEKOH

service-accounts, workload-low

== kube-system-service-accounts, workload-high

== system-nodes, system
kube-system-service-accounts, workload-high
system-node-high, node-high

== kube-system-service-accounts, workload-high

== kube-controller-manager, workload-high

== endpoint-controller, workload-high

== kube-scheduler, workload-high

== catch-all, catch-all

== kube-system-service-accounts, workload-high
service-accounts, workload-low
service-accounts, workload-low

system-nodes, system

140

14
91.3
57.8
1.9
1.78
0133
0.0250
0.0167

) (=& © (@ | (=)

24


https://github.com/kyverno/kyverno/blob/main/charts/kyverno/values.yaml
https://github.com/kubestellar/kubestellar/blob/69a26617658b075494ed4f7c9c46201d7980721f/monitoring/grafana/APIServerPriorityFairness.json
https://habr.com/ru/companies/flant/articles/735718/

Summary #2 LEIKOH

High availability koHTponnepos
« HacTtponte meTpuku/anepTol/gawdopasbl etcd

Hactponte meTpuku/aneptbl/gawbopabl kube-apiserver

HayHuTe nonb3oBaTtbcd APF

25



LGEKOH

Kak obecne4untb observability?



UTO penaTtb ¢ MeTpUkamMmu LEKOH

« Bbibepute KpUTUYHbIE METPUKM Copepxcate paspena

KpUTUYHblE METPUKY

» PexbTe HeHyXKHble
B scrape_config vmagent

kyverno_policy_rule_info_total

kyverno_policy_results_total
« [lponanTte HeHyXHble Nenodn.l kyverno_http_requests_total
(bucket bou ndaries) kyverno_http_requests_duratior

kyverno_policy_execution_durat
kyverno_admission_review_dur:
kyverno_admission_requests_tc
kyverno_controller_drop_total

kyverno_policy_changes_total

kyverno_client_queries_total

27



Kyve

_ Cluster i 88 Kyverno Latencies | (® Lastlhour v Q@ ) Refresh \
/
v Overall status
Kyverno version K8s version Image URL ArgoCD app state
> Policies summary (8 panels) +

v Pods health

Replicas healthy - AC (© Replicas healthy - AC (© : Replicastotal-AC ©
100% 3 3
CPU absolute - AC Memory absolute - AC Memory relative - AC
0.05 100%
0,
128 MiB i
60%
64 MiB 40%
20%
(0] 0B 0%
15:10 15:20 15:30 15:40 15:50 16:00 15:10 15:20 15:30 15:40 15:50 16:00 15:10 15:20 15:30 15:40 15:50 16:00
Name Last Mean Name Last Mean Name Last Mean
== kyverno-admission-controller-78d7bc79-Ivrvk 0.0240 0.0279 O == kyverno-admission-controller-78d7bc79-fcsés 125 MiB 124 MiB 13 == kyverno-admission-controller-78d7bc79-fcsés 24.2% 2
== kyverno-admission-controller-78d7bc79-ngthr 0.0187 0.0249 O == kyverno-admission-controller-78d7bc79-Ilvrvk 144 MiB 134 MiB 14 == kyverno-admission-controller-78d7bc79-Ivrvk 26.1% Z
== kyverno-admission-controller-78d7bc79-fcs6s 0.0132 00214 O == Kkyverno-admission-controller-78d7bc79-ngthr 129 MiB 127 MiB 14 == Kkyverno-admission-controller-78d7bc79-ngthr 24.8% ‘
Replicas healthy - BC © Replicas healthy - BC (© Replicas total -BC ©®
100% 2 2
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https://github.com/eugenberend/kyverno-dashboards/blob/main/kyverno-status.json

/'// //, // / / | \\ '\\\
7 i / / \ N\
s >4 7 2 T X ~
K O L t n . // | \ N\
x Vi / i \ N
yverno Latencies (1n1Hk) :
i / / 4 \ N
7 y / / \ N
Cluster v namespace All ~ resource_request_operation All v resource_kind All policy_name All + rule_name All + ® Last12hours v Q &) Refresh v -
v Admission Requests
Admission requests by namespace Admission requests by resource kind Admission requests by operation
1.20 K 1.20K
1K 1K 800
800 800 600
600 600 400
400 400
200 200 vy l} |
0 J \ Lonadnnsllanollona vt N 0 A = nalis D SIS N AR WAL N 0 s
06:00 08:00 10:00 12:00 14:00 16:0 06:00 08:00 10:00 12:00 14:00 16:01 06:00 08:00 10:00 12:00 14:00 16:0
Name Last * v Name Last * Max Min Name Last * Max Min
- 143 == ClusterPolicy 18 18 9 == create 10 231 0
- 22 == DaemonSet 73 3 1 == delete 7 825
- 18 e= Denlovment a4 4 1 = undate 8 59 6
v Adimssion review results
Results by namespace Results per-policy by namespace Policy failures
140 80
120 70
100 60
80 50
60 40
30
40 20
= ol b 10 | SIE s ) No data
0 | ] l ] TR DN IAWEWEE 7Y P ITTEEMNTITER nyETItivE ffnrriTry ¥ 0 T ] l‘ 4 4 WIW N-G PemewE ccrsomcgngumeesdy ewge Coen skpenzigel= » L4 _— '-
06:00 08:00 10:00 12:00 14:00 16:01 06:00 08:00 10:00 12:00 14:00 16:01 o . e
Name Last * v Mean Name e S
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https://github.com/eugenberend/kyverno-dashboards/blob/main/kyverno-latencies.json

Kak caenatb OeleBbi TPEUCUHT LEKOH

® localhost:59529/trace/9e7 bc85abbd0566d5802e6c6d771

A
* — 054 aHalrin3a TpencoB

kyverno-admission-controller: AUDIT U \TE apps/v1,
Kind=Deployment

Kyverno ymeeT cnatb Tpeuncel B Jaeger i

Trace Timeline v

BkritovaeTca/BblknovaeTcs > 5 » e

~ | kyverno-admission-controller AuD:
N 6 A C D ~ | kyverno-admission-controller ¢
I-I O .n e M J-I y B rg O H kyverno-admission-controller
ﬂ kyverno-admission-controller
H kyverno-admission-controller RULE validate-hostPath-proc
| kyverno-admission-controller

AKTUBHO NONib3yeMcs Mpu Tectax

| kyverno-admission-controller

~ | kyverno-admission-controller

| kyverno-admission-controller
| kyverno-admission-controller
= \ kyverno-admission-controller

| kyverno-admission-controller

30


https://www.jaegertracing.io/

Summary #3 LEIKOH

« CobupanTe TOMBbKO HY>XXHblE METPUKU, OPONaANTE HEHYXKHbIE
o Popmannayinte TpadbnwyTuHr. Jawbdopabl B 3TOM MNOMOryT.

« Cobupaute Tpencol Kyverno, korga Bam 3TO HYXXHO

31



LGEKOH

Kak geweBo caenaTtb
Harpy3o4HbIN TECT?



CansuHr kyverno

replicas policies

1

#

17

Rule

Type

Validate

Validate

Validate

Validate

Validate

Mode

Enforce

Enforce

Enforce

Enforce

Subject

Pods

Virtual

Users/Iterations

100/1,000

200/5,000

500/10,000

100/1,000

200/5,000

500/10,000

Latency
(avg/max)

42.67ms/
141.24ms

80.74ms /
409.35ms

203.86ms /
1.5s

35.61ms/
92.61ms

67.37ms /
327.12ms

163.08ms /
3.02s

Memory
Limit

default
(384Mi)

default
(384Mi)

512Mi

default
(384Mi)

default
(384Mi)

512Mi

LGEKOH



https://kyverno.io/docs/installation/scaling/

/

/
/

10 MUHYT MeXay UTepaumsmm /

A "/

C COTHSIMM [eNroeB B AeHb,

 MakcumanbHO OELEeBO
(6e3 gon MHQPLI N UHCTPYMEHTOB)

34




Harpyso4yHoe TecTupoBaHue LGEKOH

Kon-Bo HenmMcneucos | Avg rule Avg policy Max policy
execution execution execution

35



i / /

HarpysouHoe TecTupoBaHue

=

/,

- Pynbic validate cniekv pa6otatoT GbICTpo
* Pyrbl C NOXOOOM BO BHELLKY - MEANEHHO

"+ BbisBunn camyto OOy NONUTUKY
(npoBepKa nognucu obpasoB B Harbor)

« Jaeger cunbHO nomor

36



https://goharbor.io/

Summary #4 LEIKOH

« HayHuTe c gelweBoro load testing
« Hanunwnte load testing guide

« ObpallanTte BHUMAHUE Ha MOJSIMTUKM C NOXOLOM BO BHELLIKY

37



LGEKOH

Kak rmbko gensnonTtb NONMUTUKN?



UTO Takoe «rmbko»?

BapbupoBaTb NnapameTpbl NONUTUK

BapbuposaTts Habop NOUTUK
« He penartb KonunacTbl

* He cTporaTb Ky4y Aaennoes

LGEKOH

&Y





https://github.com/eugenberend/kyverno-repo-template

HioaHchl | BEKOH

* [1poBepaunTe, YToO anncer
KaTtutcs Tyda, Kyaa BamM Hafo

e argocd appset generate (2.13+)
o OKkpaHupyute {{}} B wabnoHax

* Ncnonb3ynte PR description
N genanTte peBbio NOMUTUK

deny:
conditions:
any:
- key: {{ "{{request.operation || 'BACKGROUND'}}" }}

41




Summary #5 LEIKOH

* Ncnonb3syute moub GitOps
« Ecnun y Bac HeT GitOps — BpemMs BHEOPUTL

* Ncnonb3yute Haw wabnoH peno3utopus!

42



LGEKOH

Kak coenatb Cl nonntuk?



« kubeconform



https://github.com/eugenberend/kyverno-repo-template
https://github.com/yannh/kubeconform

A Takke — Kyverno Playground! (4apr)

45


https://kyverno.io/docs/kyverno-cli/usage/test/
https://github.com/kyverno/playground/tree/main/charts/kyverno-playground

Kyverno Playground

Results

Validation Results

APIVersion

CrtaBbTe 13

Resource

pod-with-docker-sock-mount

pod-with-docker-sock-mount

pod-with-docker-sock-mount

pod-with-docker-sock-mount

goodpod01

goodpod01

goodpod01

goodpod01

K

T
ooo

DOCs

© ONBOARDING A SHARE

Policy

disallow-container-sock-mounts

disallow-container-sock-mounts

disallow-container-sock-mounts

disallow-container-sock-mounts

disallow-container-sock-mounts

disallow-container-sock-mounts

disallow-container-sock-mounts

disallow-container-sock-mounts

B SAVE

validate-docker-sock-mount

validate-containerd-sock-mount

validate-crio-sock-mount

validate-dockerd-sock-mount

validate-docker-sock-mount

validate-containerd-sock-mount

validate-crio-sock-mount

validate-dockerd-sock-mount

@8 LOAD

£2 OPTIONS

[] Hide no match results

(%2}
p/4
o
-
c
2]

pass

COPY POLICY TO CLIPBOARD

? > START

B ADVANCED

LGEKOH

46


https://github.com/kyverno/playground/tree/main/charts/kyverno-playground

HyxeH nn kyverno apply B Cl nonmtuk? N\ GEKOH

« Ecnun knactepos mano « Ecnun knactepoB MHOro

« Ecnu knactepa HebonbLLne « Ecnu knactepa bonbLume

* MoxHo BcTponuTb B Cl npmnnoXxeHnn

47



Summary #6 LEIKOH

 Cpenaunte Cl c Bannpaunen, NMHTOBKON U TECTaMU

« Ecnn maneHbkasa nHpa — 10 u ¢ kyverno apply

48



LGEKOH

UTto ¢ k8s-native nonutnkammn?



Uto ymeeT Kubernetes HaTtuBHO? LEIKOH

BanngunposaTb pecypchl Validating Admission Policy

® MyTI/I pOBaTb pecypcChl (D FEATURE STATE: Kubernetes v1.30 [stable]

... N BCE

MAP/VAP paboTatoT
BHYTpPU kube-apiserver

Mutating Admission Policy

(D FEATURE STATE: Kubernetes v1.32 [alpha]

50



o XoTaT eanHbin APl ans
nonutuk — extended CEL

« XoTaTt onepetbcsa Ha VAP/MAP

Feature
Enforcement
Payloads
Distribution

CEL Library
Bindings
Auto-generation
External Data
Caching

Background
scans

Exceptions

Reporting

Testing

K8s
ValidatingAdmissionPolicy

Admission

Kubernetes

Kubernetes API server

Basic

Manual

LGEKOH

Kyverno ValidatingPolicy

Admission, Background, Pipelines, ...
Kubernetes, Any JSON or YAML

Helm, CLI, Web Service, API, SDK

Extended

Automatic

Pod Controllers, ValidatingAdmissionPolicy
Kubernetes resources or API calls

Global Context, image verification results

Periodic, On policy creation or updates

Fine-grained exclusions

Policy WG Reports, Policy Reporter, etcd
offload

Kyverno CLI (unit), Chainsaw (e2e)

51


https://kyverno.io/blog/2025/04/25/announcing-kyverno-release-1.14/

Summary #7

* VIHTEerpaumsa ¢ HaTUBHbIMU BO3MOXHOCTAMU —
XOPOLLIO, HO paHo

* Mbl noka He TecTupoBanm

« OTO Tema ans OyayLmx OOKNaaoB

LGEKOH

52



[pyrne matepuans LEIKOH

e QR Ha Hawwu U ->

[Nawwbopabl

Peno
C NonmMTuKamm

53


https://github.com/eugenberend/kyverno-dashboards
https://github.com/eugenberend/kyverno-repo-template
https://www.youtube.com/watch?v=HUF3-L-bfGA&pp=ygU30L3QtdGB0YLQsNC90LTQsNGA0YLQvdC-0LUg0L_RgNC40LzQtdC90LXQvdC40LUga3l2ZXJubw%3D%3D
https://www.youtube.com/watch?v=HUF3-L-bfGA&pp=ygU30L3QtdGB0YLQsNC90LTQsNGA0YLQvdC-0LUg0L_RgNC40LzQtdC90LXQvdC40LUga3l2ZXJubw%3D%3D
https://www.youtube.com/watch?v=7ii42Y5rNP8
https://www.youtube.com/watch?v=7ii42Y5rNP8
https://www.youtube.com/watch?v=jHaLg5anJY8
https://www.youtube.com/watch?v=jHaLg5anJY8




