EEI(.I-I'ZE

EQMHCTBEHHAH KOH®EPEHUMSA NO BE3OMNACHOCTHU
KOHTEMHEPOB N KOHTEMHEPHbIX CPEQ

«OnepaTtop Bcesnactua» ana. paspaboTku
pacnpeaeneHHbIX CUCTEM
1 yrnpaBieHua ceTeBon 6e30onacHoOCTbIO

XpeHoB HMkuTta |


https://alfabank.ru/
https://alfabank.ru/
https://alfabank.ru/

BEKOH™

Onepatop
BCeBacTuA

nNA pa3paboTku pacnpeneneHHbIX
CUCTEM M YNPaB/IeHUA CETEBOU
6e30nMacHOCTbIO




HUKNTa XPeHOoB

10 ners AT

9 net B8 Anbda-baHke,
OT pa3paboTinKa
10 CUCTEMHOTO APXUTEKTOPA

[locheaHwe 2 roaa: TEXHUYECKMU anaep
AUpPeKUMM pa3BUTUA U CONPOBOKAEHUA
NPOU3BOACTBEHHBIX NAATHOPM



CeroaHsa Bbl y3HaeTe

= 22

3ayem anbdam, rHomam u ntogam Platform
Engineering

e -‘—'
. ‘Q,m(mpn L
Naohivariasuiyy —— "y TR
o Nyt iyrprmy, o YRS
VEh el Y o0 . NrErrpIn ;o
o Larazy Jan e a4 NHnfrt ot N
P modeadi L Cdng » 0
re L Am e s - Py~ =
L 2 L::.r i
LXP BV NIR S y -
- UKt ,," ——— - """'f'n.'r/_:\ -
'J\‘ ‘,d ARV » AT viay o
o il ALY 1O
\hriefly i 4 B
Vel = ILdvwry »
s 7(4'-\;/-""'11;.‘101 lertean 7:;_,\—
WiceIngeisy Caimrpiu,
WL RO I Y (et (N2 0

L TN i N W .

% (=

IDP He TonbKo ldentity Provider

Nyt A O ATVL T\ X

IMOXHO /1M NPOCTO TaK B3ATb U CO3AaTb e - SR

9 7 T4 ~ =
RTINS Aaun -
" fey = 1YV A’
v\,((n,qut“j b L "1,_“..&
SAY Yy sine

. ) u M -
. N TR ALY = —
co3natb NetworkPolic SN s Ve
Vo ayiv) \’\.«Emn\f‘ =
“ I' ‘ . PIRY {74 % 'l‘."’ > T .«.\.4.'"‘.?‘1} -
‘ 5 N WA T APUNES. -
T A — gk R

ey yora™ BY”

-y \ %
swwran 1t .

1) — \

— Gapna? —

, Gasaemt i e - _—
YQUIVAIN R Db A S

[ Ae nckatb NpaBay T e RN T

Yaanocb v aoctnyb BeceBnactmAa B
Anbda-baHke




Cpeansembe DevSecOps

CeTeBada 6e30nacHOCTb

Pa3paboTka

AaC — structurizr/likec4
Library/SDK/Framework

be3onacHOCTb

Kyverno
Calico

Istio

JKCnayaTaumA

Kubernetes

laC—Terraform/Ansible

Observability —
Jaeger/Grafana

Yrpo3bl

OTcyTcTBME €AMHOIo UCTOYHMKA Npasapl
Pa3po3HeHHble abcTpakumm
CNnoXXHOCTb MHPPACTPYKTYPbI

Py4yHble npaBKM MaHNpeCToB




BnactenuH Platform
Engineering

« Platform Engineering — sTo He O
3ameHe DevOps. 310 0
MmacLTabmposaHum DevOps yepes
NPOAYKTOBbIN NOAXOA»

— Kencun Xantayap, Google




BnactenuH Platform
Engineering

[MThatpopmeHHbIN nHKeHep CaypoH

Llenn |IDP:

e YCKOpUTb BbIBOA HOBbIX PYHKLUMIN B NPOAAKLLH

e CHM3MTb onepaunoHHbIN overhead

* [TpeaocraBmTb eANHbIN UCTOYHUK NMPaBabl 06 yCTPoOUCTBE
VYCTPOUCTBE CUCTEMD
(Everything-as-Code)

e ObecneymTb COrnacoBaHHOCTb APXUTEKTYPHbIX U
6e30nacHOCTHbIX TPEOOBaHMM Ha 3Tane
npoeKkTnpoBaHua (Security-by-Design)



Onepatop IDP

OnucaHue —— EENIZLEINY ] ssmd Pa3BepTbiBaHUE mmmd  PEKOHCUNALNA

[leknapaTuBHbIV NoaxoAa

e OnuncaHue *enaemoro CoCToaAHUA NpunoxKeHma B snae DSL
(YAML)

e ABTOMaTU4ECKas peann3aums Ha MHPPaACTPYKType

e OTCcnexmBaHue n yctpaHeHme configuration drift

Custom Resource — «OaHa abcrpakumsa, 4Tobbl NPaBUTb BCEMMUY



Onepatop IDP

apiVersion: platform.alpha-bank/v1
kind: Application Deployment
metadata:
name: payment-api
namespace: payment
Spec:
type: JAVA_API
Image: payment-api:1.4.2

nodeSelector
affinity

replicas: 3 | |
network: VirtualService
tier: APP sateways:
segment: PVLAN | |
placement: - internal-api-gateway

isolationLevel: domain
businessDomain: payment
exposure:
public: true
gateway:
type: INTERNAL _API_GW

Ingress:
resources: \ - internal-api-gateway

- name: payment-db egress:

type: postgresq| _payment-db
ref: prod-cluster

NetworkPolicy



Onepatop IDP

apiVersion: platform.alpha-bank/v1

kind: Application Deployment .
metadata: teSel Ban M'ﬂ'a LI'MFI :
. o nodeSelector
MEITE: (e e Affinit e CRD Validation Rules (CEL)
namespace: payment Y -
_ e Validating Admission Webhooks
spec:
type: JAVA_API e Custom Controller Validation
Image: payment-api:1.4.2
replicas: 3 . . :
A VirtualService resources.contains(db)
: && network.segment |= DMZ
tier: APP :
gateways:
segment: PVLAN : ]
- internal-api-gateway :
placement: exposure.public
isolationLevel: domain && gateway.type = INTERNAL_API_GW
businessDomain: payment
expo;IL.Jre: && network.segment = PVLAN
public: true NetworkPolicy
gateway:

exposure.public ???

type: INTERNAL APl GW ingress:
resources: \ - internal-api-gateway
- name: payment-db egress:

type: postgresq| _payment-db
ref: prod-cluster




Henb3A NPOCTO TakK B3ATb
n cos3natb NetworkPolicy

ApXUTEKTYpPHaa mogens C4

e CTaTUYyecKme KOHTEKCTHble amnarpammel (C1-2)
e lnHammuyeckue amarpammol (MOTOKU AAHHDIX)

e lnarpammbl pa3BEPTbIBaHUA (Pa3mMeLLLEHME Ha
MHPpPaCTPyKType)

NHCTpYMEHTbI MOAENNPOBAHMUSA:

e likeC4
e structurizr

¢ |cePanel



[lonb3oBaTenb NHCTPYMEHT apXUTEKTYPHOIO GitOps nannaanH
MOJENNPOBAHMA

Git Peno3utopui MHPPaCTpyKTypb!
Hayano — ¢

GitOps-areHT (ArgoCD / Flux) obHapysxknBaeT

( Co34aET apXMTEKTYPHYIO MOAe b ) ( Bannpauma moaenm N3MEHEHUS

v v

( IKCNOPT OO BEKTOB N METAAAHHbIX MprumeHeHne maHudecTa B LeeBON Knactep

RaTtanor Knactep Kubernetes
cepBncoB |

IDP-onepatop (Custom Controller) nepexsatbiBaeT
Application CR

v

v
( ( [eHepauma HM3KoypoBHeBbIX K8s pecypcos )

MMnopT 06bEKTOB M MeTaZaHHbIX ¢

O6orallaeT AaHHbIE M UHULMANANZUPYET
PaborTatoLLee npunoxeHue, cooteetcraytoee C4-

cepBuc
( [eHepaupna K8s maHudecta Application CR Mmoaenu
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Database J

intranet

[Container: PostgreSQL payment-
db]

RDBMS
[Deployment Node: PostgreSQL prod-cluster

VM
[Deployment Node: RedHat datavm1-3]
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apiVersion: platform.alpha-bank/v1

kind: Application
metadata:
name: payment-ui
namespace: payment
spec:
type: NODEJS BFF
image: payment-ui:1.4.2
replicas: 3
network:
tier: APP
segment: DMZ

apiVersion: platform.alpha-bank/v1

kind: Application
metadata:
name: payment-api
namespace: payment
spec:
type: JAVA API
image: payment-api:1.4.2
replicas: 3
network:
tier: APP
segment: PVLAN
exposure:
public: false

NetworkPolicy

podSelector: payment-ui

ingress:
- ingress-dmz

egress:
- payment-api

NetworkPolicy

podSelector: payment-api

ingress:
- payment-ui

egress:
- payment-db




YpoBHW BceBnactuA

ApxutektypHaa moaenb + IDP Onepatop = CeTeBaHd
be3onacHOCTb

NHCTPYMEHT MOAEeNNPOBITYE
cnoem bmsHec normkm + PaasS +
Discovery

ICTOYHMK NpaBabl — APXUTEKTYPHAA MOoAeNb

O6beKTbI Mmoaenn cosgaroTcd aBTOMaTU4ECKU 13

McTounmK npasapl —AaC B Git PaaS v Discovery

NHCTpYMEHT MmoaennpoBaHus peanunsyert golden
golden paths - Security-by-Design

LleHTpann3oBaHHOe ynpasaeHue ceTeBbiMA Ob6beKTbl MOAEeNN CO34at0TCA PyKamu
NO/INTUKAMU
Bannpaunsa moaenen - Security-by-Design

NcTtouHuK npasabl — CR B Git
KOHCUCTEHTHOCTb MoAenn U naHawadTa

obecneumsaetca PaaS u Discovery

Bannaaums cxembl + npocreniume busHec KOHCUCTEHTHOCTL MOZENM U naHawadbTa B
Ba/nAaLnn pamKax happy path




OnbIT Anbda-baHkKa

OnepaTop

e CaMoOnuUCHbIN

java operator sdk + Spring Boot

e Crossplane

ArgoCD (GitOps)

MHCTpYMeHT moaennpoBaHUA

e CamonucHbIM Ha base moaenun C4

PyuHble cornacoBaHua + OPA (GaC)

e uCMDB + camonucHble areHTbl (Discovery)




CeroaHa mbl y3Hanu

3auem 3nbdam, rHomam u atogam Platform Engineering

Platform Engineering peannsyet
M MacTabupyet npaktnkn DevSecOps

IDP He TonbKo ldentity Provider

IDP aBnaetca ueHTpanbHbiM 3nemeHTom Platform
Engineering

MO*KHO M NpocTo Tak B3ATb 1 co3aatb NetworkPolicy

Henb3A

[ Ae UCKaTb NpaBay

APXUTEKTYPHaA moaenb ABNAETCA eANHbIM
MCTOYHMKOM npasabl Ana |IDP

Ynanocb n aoctndb BeceBnactma B Anbda-baHKe

ELLle HeT, HO Mbl CTapaeMCA
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