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OcHoBaTeNnb Cneunanuzauyuva —

M TeXHUYECKUM 6e30nacHOCTb KOHTENHEPOB
ampekTtop Luntry wn Kubernetes
Bbonee 15 net onbiTa B b ABTop Tl-kaHana

dkcnepT B chepe 6e30nacHOCTN KOHTEMHEPHbIX cpen

e OpraHusaTtop KoHdepeHunn «beKoH» no BEsonacHoctn KOHTenHepoB
e bbiBLWINIM peaakTop pybpuk B xXypHane «XAKEP», aBTop cepun ctateun
e ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

e YneH nporpamMmmHoro komuteta CFP DevOpsConf n KUBER CONF

Cnukep

VK Kubernetes Confidence ZeroNights BbeKoH HITB
DevOpsConf HackInParis KuberConf  BlackHat PHDays

Kazhackstan HighLoad+ OFFZONE DevOops SAS
+


https://t.me/k8security
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be3zonacHocTb Al

Reconnaissance Resource i Al Model Execution®* Persistence® Privilege Defense Credential piscovery Collection® Al Attack Command
Development® - Access Escalation® Evasion® - Staging and
Control*®

4 techniques 4 techniques chniques 2 techniques 8 techniques hniques chniqgues 4 techniques 1 technique


https://atlas.mitre.org/matrices/ATLAS
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Be3onacHocTb Al knactepoB Kubernetes

YpoOBHIN
6e3onacHocTu .
ML K8s

Applications (infra)

MpunoxeHns ana paboTsl ¢ ML

Node settings
HopaknactepaK8s,
rfie NPOBOAATCA BbIYMCNEHNS

Cluster settings
Knactep K8s,
rae NPpoBOAATCA BblMUCNEHNA

Hardware and drivers

B Ha cnange npeacTasneHa uHhopmauma us ¥eneso n apaiisepel

3aKpbITOro nccneaoBaHnd, nposegeHHoro

T-BaHk coBmecTHO ¢ KomnaHuen 000 “KnayaPaH”


https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
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Kubernetes anga 3agay 6e3onacHOCTU



https://kubesec-diagram.github.io/
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Kubernetes anga 3agay Al

Reinforcement
Framework Platform Library Framework Platform Leaming

Programming

Deep Learning
Programming

Mechine Learning

Relational al Pipeline — Labeling & g5 ermance
DB

Education Lineage Store & Format Versioning Operations g e ARl

Inference Federated Learning Training Parameter [OTEE  \arketplace Workflow Benchmarking Tool Explainability Adversarial  Bias & Faimess

Model

Computing & Management Interface

Distributed Computing
Notebook Environment

Natural Language Processing


https://landscapeapp.cncf.io/lfai/
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Al B 3agayvax 6e3onacHOCTU

For the first time in bug bounty history, an autonomous penetration tester has reached the top spot
on the US leaderboard.

e @ ¢

xbow

r3aper Reputation n3rdnymph

Reputation Signal - Reputation 1901
Signal f Impact Signal 7.00

Impact Impact



https://xbow.com/blog/top-1-how-xbow-did-it
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Al

Al ana 6e3onacHocTn Kubernetes

apiversion: "cilium.io/v2"
kind: CiliumNetworkPolicy
metadata:

name: "17-http-policy-example"

spec:

endpointSelector:
abels

matchLabels:

app: my-backend-service

mEndpoints:
- matchlLabels:
app: my-frontend-service
toPorts:
- ports:
- port: "8@80"
protocol: TCP
rules:
http:
- method: "GET"
path: "/api
- method: "POST
path: "/api/vl/submit"
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https://materials.luntry.ru/f.php?h=0Km_94Cu&d=1
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1. besonacHocTb Al ewe B CTaaAuUM CTAaHOB/IEHUSA
2. Kubernetes ctaHaapt aedakTto
3. Al He Bceraa HyXxeH U adpdekTneeH

A

B uesoM, 3T TeXHOMOrnmnm GOopMnpyoT
akocucrtemy, rae Al yckopgaet nHHoBauuu,
Kubernetes obecneunBaeT MHPpPACTPYKTYypYy, a
6e30nacHOCTb — pyHAAMEHT AoBepus.
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