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060 mHe

Momorato KAneHTamM Haxo4UTb TOYHbIE
pelweHna B 0bnactu
KnbepbesonacHoOCTM — MPOCTO,
Ha4EeXHO U C NPULENOM Ha pOoCT

Kommepueckum Cneunanusauyma —
anpekTop Luntry pa3sutue busHeca
Bonee 10 netonbiTa B B Ha poccuinckom n mexayHapoaHOM pbiHKax

Yem mory 6biTb noneseH

e [lomory opraHm130BaTb MU/IOTHbIM MPOEKT U OLEHUTb PeLUeHUe A0 NOKYMKM
e [lomory onpeaennTb KAo4YeBble Yrpo3bl U 3aKPbITb UX ONTUMA/IbHO

e OpraHu3yto NpoLecc B3aMMOAENCTBUA OT NEPBOro KOHTaKTa 40 peanvsayum
e [apaHTUPYIO XKMBOW AMANOT U TMOKMI Noaxo4 Npu peleHnn Ballux 3a4ay



O komnaHuu Luntry

Luntry — 370 KomnsieKcHaA 3awmTa

Ha BCEM XXU3HEHHOM UUKe

KOHTENHEPHbIX MPUNOXKEHUN

N CpeacTB OpKecTpaumm Ha 6a3e Kubernetes

[MpoayKT B peectpe MunHundpobl
https://reestr.digital.gov.ru/reestr/1057835/

MonyyeHune ceptndmnkata PCTIK Poccnumn nnaHnpyetcsa Bo BTOpom KBapTtane 2026 roaa.
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https://reestr.digital.gov.ru/reestr/1057835/

OyYHKUMOHaNbHOCTb Luntry

KOHTpO/1b BCEX
Kubernetes-pecypcos

KoHTponb coctoanua Kubernetes-
K/J1acTepos

KoHTpOnb cQoTBETCTBMA KacTepa
CTaHAapTam

©

LUNTRY

YnpasneHne 6e30nacHOCTbIO
06pa30B KOHTENHEPOB

YnpasneHue ceteBou
6e30nacHOCTbIO

AHanun3 npas 4ocTyna

3awmTta Runtime



MpoaKTUBHbIN U PpeaKTUBHbIN NOAXOAbI
K 6esonacHocTH

REACTIVE

Before Threat 2ol After Threat l

Detection J | Detection

Locates & corrects your System’s Bulks up your defenses against
potential vulnerabilities before they common attacks and defends against
can be exploited & an attack can occur attacks that have already happened

KynbTypa Knbepyctonumsoctu: «lpu NOCTPOEHUU KY/IbTYPbl KNOEpYyCTOMYMBOCTM POsIb CNYXKObl 6e3onacHoCTU
3aK/Il04aeTCcA He B NpeaoTBpaLlLeHUn BceX MHLUMAEHTOB, a B NpeAoTBpPaLLeHUN HeraTUBHOro BIMAAHUA
MHUMAeHTa 6e3onacHOCTU Ha BU3HeCY.

Ya3BMMOCTU |= ya3BUMbIN

LUNTRY
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PEAKTUBHbIU NOAXOA




PaboTa ¢ 1day ya3sumocTbio

Oday

1day

Bce 3TO BpeMs OKpy)XeHue ysa3BUMo!
(OT nat4ya go 3KCrnJionTa npmMMepHO OT HECKOJIbKKMX YacoB 00 2-3 p,Heﬁ)

LUNTRY

Ea

O6Hapy)xeHue
yS3BMMOCTHU
pa3paboTynkom

A

Ya3sumbIn
KOMTOHEHT y)XXe
pabortaet B Prod

OKPY>XEHUU

Bbinyck
natya n CVE

O6HoBsneHune CkaHupoBaHue MocTaHoBKa O6HoBNEeHue TecTupoBaHue HOBOM
feed o6pasos 3apauu KOMMNOHEHTa Bepcum, QA, pelueHue
paspaboTunkam BO3MOXHbIX NPo6neM
obpaTHom
COBMECTUMOCTH,
TecTupoBaHue

NPOU3BOAUTENbHOCTM
T.4.

3anyck Ha Test,
Pre Prod
OKPY)XXEeHUU




Pabota c yassumoctamu no ¢pakrty

Oday/1day

LUNTRY
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O6Hapy)xeHue Bbinyck O6HoBNeHue CkaHupoBaHue MocTaHoBKa O6HoBNEHUEe
YS3BUMOCTHU natya n CVE feed o6pasoB 3apaun KOMMOHEHTa
pas3paboTynkom paspaboTymkam

A

Ya3BUMbBIN
KOMIOHEHT y)Ke
pabortaet B Prod

OKPY>XeHUU

TecTupoBaHue HoBOM
Bepcumn, QA, pelueHue
BO3MO)XXHbIX Npo6/ieM
o6paTHoM
COBMECTUMOCTH,
TecTupoBaHue

NpPou3BOAUTENBHOCTU

T.A.

3anyck Ha Test,
Pre Prod
OKpPYXeHUU

PasBopayuE



KusHeHHbIU NyTb 06pa3a

CI\CD Pipeline
* Cbopka obpasa
* AHanun3 obpasa
* Security/Quality gates

* Bo3amoxKHa 610KMpOBKa

* Noanucb obpa3sa

Shift Left Security

—

Image registry

* XpaHeHune

* Oumnctka/poTtaums

* AHanu3 obpasos.

* Security/Quality gates

Shift Everywhere Security

4

Shift Down Security

Runtime

* 3anyck

* AHanun3 obpasos.

e Security/Quality gates

_ Shift Right Security

LUNTRY



AHanuns obpasos B Luntry

>=

0.4

. . -

* BcTtpausaHue B CI\CD, Registry, Runtime * KOHTPO/Ib COOTBETCTBMA NYULLUMM NPAKTUKAM p

* VMHBeHTapM3aLMA MCNONb30BaHNA 0bpa3os * [louck cekpetos )

* KOMNOHEeHTHbIN aHann3 (SBOM) * AHann3 Ha BPeOOHOCHbIM KOA M KOZ, ABOMHOTO Ha3Ha4YeH WA |
* CKaHMpOBaHMeE Ha U3BECTHbIE YA3BUMOCTH * lMopaep’KKa BHELWHMNX U cobcTBEHHbIX 10C

* MoppeprkKka otevectBeHHbIXx OC 1 bAY ®CTIK * BcTpoeHHaa 6nbnmnoTeka YyHUKabHbIX NPOBEPOK

* Mpuoputusaumsa yassmumoctein CVSS, Severity, Type(RCE/DoS), * CKopoCTb M Napanvsauma CKaHMPOBaH MU
Exploit, KEV, EPSS, Runtime * Security Gates B CI\CD, Registry, Runtime

Details Runtimeinfo SBOM Vulnerabilities Config Secrets Malware

i Fixable

Severity
«
[ =]
-
a
a
a
(E—
e
[==—]

Vulnerability id 7 Severity Type T Exploit T KEv T EPSS Resource Y Installed Version T Fixed Version T

critical
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Security/Quality Gates — BopoTta KayecTsa

Cl

* YBegomseHue
* bNIOKMpOBKa

Image registry

* YBegomsieHue

Runtime
* YBegomsieHune

«be3onacHocTb Kubernetes knactepos: BpeaHble coseTtbl», DevOpsConf 2024

LUNTRY
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https://materials.luntry.ru/f.php?h=01SyPl6M&d=1

NMpumep 1: B Ci

MaKcumMym 3KOHOMKMK Ha “camom aelwéBom” aTane:
* PaHHee obHapyeHne aedeKTos

LUNTRY

JKOHOMMUKA:
* NcnpasneHnune npobnemsbl Ha aTane Cl geweBne, Yem Ha NoCAeAyHOLWMX 3Tanax

3P PeKT Ha KomaHAay:
* CHu»KaeTcAa Harpyska Ha QA / DevOps / SRE

Security Gates > Gates

Runtime Policies  Policy Engines  Runtime Rules  Reaction Policies  Security Gates  Audit Rules

Dashboard Gates Results

= Scope Severity Active

Severity Scopes Vuln Sbom Malware  Misconfig Secret Description Block Action Status

cI/cD
critical gistry 0 O B ] only 1 crit

Runtime

critical




Mpumep 2: B Image Registry

CHuKeHune PUCKA U 3aTpPaT HA MaCLUTa6VIpOBaHI/1€ ownbokK:
* EAMHAA TOYKa KOHTPONA

IKOHOMMUKaA:
* CHUaeT CTOMMOCTb ayauTa/cooTBEeTCTBMA — YNPOLLAET NPOBEPKN U NEePenpoBEPKH,
COKpaLlaeT pyyHOM TpyA,

P PeKT Ha KoMaHAy:
* CHuxeHune FTE Ha KomaHay 6e3onacHOCTH

Security Gates > Gates

Runtime Policies Policy Engines Runtime Rules Reaction Policies Security Gates

Violations

Severity Scopes Shom Malware Misconfig Secret Description Block Action Status

critical Runtime O O O O Runtime vulr ing O

critical -

14
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Mpumep 3: B Runtime

PoKycMpoBaHME Ha AENCTBUTE/IbHO ONACHOM U Ba*KHOM B TEKYLMIA MOMEHT:
* KOHTPO/Ib CAMOro aKTya/ibHOro

JKOHOMMKA:
S 3KOHOMMFI Ha UHUMNAOEHTaX U FIpOCTOﬂX

3P PeKT Ha KomaHAay:
° |_|p0CTOTa pa6OTbI U NOHUXEHWNE NOPOra BXoAda 3a CHET NpnopumntTesaumn 3aay

Severity Scopes Vuin Sbom Malware Misconfig Secret Description

/]

Block Action

Status

/]

LUNTRY
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[Tonb3a Security Gates

[Defense in depth: ]

* Cl: “peweBo ncnpasutb”
* Registry: “He paTb pacnpocTpaHuTbea”
* Runtime: “He paTb HaBpeaAUTb (MM MUHUMM3MPOBATL YLLEPD)”

[ KntoyeBble 6I/I3H€C-N\€Tpl4l-(l/l, KOTOpblE 0bblYHO YNy4dlatoTCA ]

* Lead time / time-to-release: meHblle OTKATOB N “KpacHbIX” pennsos.

* Change failure rate: cHMaeTca 3a c4ET oTceBa AedeKTOB U HeHBE30MacHbIX UBMEHEHUN.

* MTTR (Bpema BOCCTAaHOB/IEHMA): HUMKE, MOTOMY YTO MEHbLLE UHLUWAEHTOB W BblLLE NPO3PA4YHOCTD.

e CtoumocTb BnageHua (TCO) nnaTthopmbl: MeHbLLE PYYHbIX MPOLECCOB, MeHbLIe “noXKapHbix” 4acos,
MeHbLUe noTepb oT downtime.

=2

LUNTRY
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Ho npobnema ycunusaercs ...

NIST

NIST Updates NVD Operations to Address Record CVE Growth

New risk-based model will allow NIST to manage current CVE volume while modernizing the NVD for long-term
sustainability.

April 15,2026

LUNTRY
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https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
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NPOAKTUBHbIA NOAXOA,




Bknap Al

For the first time in bug bounty history, an autonomous penetration tester has reached the top spot
on the US leaderboard.

xbow

r3aper Reputation n3rdnymph

Reputation Signal Reputation 1901

Signal J Impact Signal 7.00

Impact Impact

IDENTIFYING VULNERABILITIES
AND EXPLOITS WITH
CLAUDE MYTHOS PREVIEW

Over the past few weeks, we have used Claude Mythos Preview to identify
thousands of zero-day vulnerabilities (that is, flaws that were previously
unknown to the software’s developers), many of them critical, in every major
operating system and every major web browser, along with a range of other
important pieces of software.

In a post on our Frontier Red Team blog, we provide technical details for a subset
of these vulnerabilities that have already been patched and, in some cases, the
ways that Mythos Preview found to exploit them. It was able to identify nearly all
of these vulnerabilities—and develop many related exploits—entirely
autonomously, without any human steering. The following are three examples:

* Mythos Preview found a 27-year-old vulnerability in OpenBSD—which hasa
reputation as one of the most security-hardened operating systems in the
world and is used to run firewalls and other critical infrastructure. The
vulnerability allowed an attacker to remotely crash any machine running the
operating system just by connecting to it;

« Ttalso discovered a 16-year-old vulnerability in FFmpeg—which is used by
innumerable pieces of software to encode and decode video—in a line of code
that automated testing tools had hit five million times without ever catching
the problem;

» The model autonomously found and chained together several vulnerabilities
in the Linux kernel—the software that runs most of the world’s servers—to
allow an attacker to escalate from ordinary user access to complete control of
the machine.

LUNTRY
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https://xbow.com/blog/top-1-how-xbow-did-it
https://www.anthropic.com/glasswing

Peanuun n nporHosbi

LUNTRY

MNosasneHune Claude Mythos nponcxoanT B KOHTEKCTE yXKe YCKOPAIOLLErOoCs BPEMEHHOIO OKHa MeXay
PACKpPbITUEM YA3BUMOCTU U €€ 3KCMNIyaTaumen.

OKHO coKpauliaetca ¢ 63 aHen B 2018-2019 roaax A0 BCEro HECKONbKUX YacoB K 2024-2025 roaam[1][2].
Claude Mythos yrpokaeT ewgé 6oblue CKaTb 3TO OKHO.

C Bbinyckom moaenen, noaobHbix Mythos, no nporHo3sam, Bpema oT PacKkpbITUA YA3BUMOCTM K MONHOMY
HACTynaTe/IbHOMY NOTEHLMANY MOXKET CKAaTbCA A0 MUHYT UM Aaxke cekyHAa[1][3].

3710 npeAcTaBaaeT GyHAAMEHTabHbIN CABUT B AMHaMUKe KubepbesonacHoCTH, rae TpaauLMOHHbIe

LIMK/Ibl TECTUPOBAHUA U Pa3BEPTbIBAHMA NATYEN, KOTOPbIE U3MEPAIOTCA AHAMU AN HEAENAMMU,
cTaHoBATCA HeagekBaTHbIMu| L][4][5].
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https://www.resilientcyber.io/p/the-zero-day-clock-is-ticking-why
https://abnormal.ai/blog/bypassing-safeguards-ai-tools-chatgpt-gemini-claude
https://www.resilientcyber.io/p/the-zero-day-clock-is-ticking-why
https://www.youtube.com/watch?v=_brOOGx9Chs
https://www.resilientcyber.io/p/the-zero-day-clock-is-ticking-why
https://80000hours.org/2026/04/claude-mythos-hacking-alignment/
https://cset.georgetown.edu/publication/anticipating-ais-impact-on-the-cyber-offense-defense-balance/

Oday Ha noToKe

JlereHaapHOe copeBHOBAHME UCCIeaoBaTeNeN
no 6esonacHocTn pwn2own, rae
nccnepoBaTenm AeMOHCTPUPYIOT Lenodkn Oday
B camom nonynapHom O, He cmorno
BblAEPKaTb KOIMYECTBO 3aABOK!

B coBpemeHHbIX peannax 3awmTa ot 0Oday
[O/XKHa ObITb YacTblo MOAENN YIPO3 ANs
Nnobon komnaHunu!

00:00 w T @)

International Cyber Digest @ X.com
@ @IntCyberDigest

11 @ Pwn20wn Berlin 2026 just hit a wall. For the
first time in 19-years, ZDlI rejected dozens of
working zero-day RCE submissions because
organizers ran out of contest slots.

Rejected hackers are now going public with PoC
demos and direct vendor disclosures, breaking
Pwn20wn's usual secrecy.

® Al surfaces a massive wave of O-day RCEs.
® Submissions overwhelm ZDI past max capacity.

B Slots run out. Researchers with working chains
get rejected.
® "Revenge disclosures" begin. < we are here.

Confirmed casualties so far:

B @xchglabs : 86 vulnerabilities prepared
(PyTorch, NVIDIA, Linux KVM, Oracle, Docker,
Ollama, Chroma, LiteLLM, llama.cpp). All rejected.
Now reporting directly to vendors with writeups
dropping as patches land.

B @ggwhyp : full-chain Firefox RCE on Windows.
Rejected. Publicly demoed (HTML page — cmd.exe
— calc.exe). Responsibly disclosed to Mozilla.

B @yunsu_dev : working RCE chain, rejected.

W @ryotkak : tried to register for 3+ weeks. ZDI

LUNTRY
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KoHTenHepbl Ha cTpaxKe Ub

o PacnpepeneHHOCTb
o JononHutenbHas

n3onayuA

o PaboTta mukpocepBucos
B HECKO/N1bKO KOMUM

o [ONONHUTENbHbIN CNOMK

3aLWuTbI o Mukpocepsuc npouwe OCu O BbICcOKaA ckopocTb
MOHO/INTOB moamndukaumm bes npocros
CUCTEMDI

o WmmyTtabenbHocTb
obpasa KoHTeNHepa

22



Kubernetes Ha cTpaxe UbB

KUBERNETES:
* [leknapaTUBHOCTb
o Security/Policy-as-Code
o PolicyEngines

o [lpo3payHoe B3anmoaeunctame c UT

* ZeroTrust
o Whitelisting

o Micro segmentation

* ShiftLeftSecurity
o SecDevSecOpsSec

LUNTRY

kubernetes

Platform as a Service
(PaaSs)

Configuration

Applications

Runtime

Containers

Operation Systems

Hardware
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Mpumep NPOaKTUBHOMN 3aLLUTDI

MWKPOCEPBUC:
* Ha 6a3e mmHMManbHOro obpasa
o distroless
* C pannoBoun cMCTeMomn, 4OCTYNHOM TO/IbKO Ha YTeHUE
o SecurityContext.readOnlyRootFilesystem.true
* be3 AMLWHNX BO3MOXKHOCTEMN
o SecurityContext.capabilities.drop.all

* Co cTporo onpeaenéHHbim Habopom
ncnonHaembix ¢pannos

o AppArmor profile
* C orpaHMYeHHOW aKTUBHOCTbIO NO CETU

o NetworkPolicy

1 Perimeter Security

@® Network Security

@ Endpoint Security

Data Security

LUNTRY

@ Application Security
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Luntry gna npoakTMBHOro nogxoaa

-

N\

KoHTponb hardening
MEXaHN3MOB AN
MMNKPOCEPBUNCOB

~

%

-

ABTOMATHUYeCKoe co3aaHune
npodpunnen noseaeHnmn

o

e

-

ABTOMaTUYeCKoe co3aaHune
ceTeBbIX NONUTUK
NetworkPolicy

§

A

[eHepauuA
prevention policy

LUNTRY
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Luntry gna npoakTMBHOro nogxoaa

-

&

ABTOMaTU4yeCKoe co3aaHune
ceTeBbIX MONUTUK
NetworkPolicy

\

%

LUNTRY
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Luntry gna npoakTMBHOro nogxoaa

-

\§

[eHepauunA
prevention policy

~

v

-~

-

ABTOMaTUYeCKoe co3aHune
npodpunnen noseaeHnmn

o

Y

LUNTRY
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Luntry gna npoakTMBHOro nogxoaa

-

\§

KoHTponb hardening
MEXaHN3MOB AN
MMNKPOCEPBUNCOB

~

v

LUNTRY
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BbiBOAbI

Pa3Hblii ypoBeHb 3penoctu, TpebosBaHmnii, KPUTUHHOCTU NO3BONIAIOT UCMO/Ib30BaTb
pa3Hble noaxoabl

eryau,uﬂ C YA3BUMOCTAMMU C KaXAbiM AHeM CTaHOBUTDbCA BCe XyiKe

CneunduKa KoHTenHepos u Kubernetes no3sonser 6onee Nnpo3payHO CMOTPETb Ha
BOMPOC ynpaB/ieHusa yA3BMMOCTAMM

Luntry no3sonfaeT NOCTPOUTb KOMMNJ1€KCH bliA noaxoa € ucnosib3osaHnem peakKkTmuBHbIX
U NPOAKTUBHDIX NMNPAKTUK

29



LUNTRY

SOLAR Group
W~ 1 RH - i
@_&‘Eﬂ@ “d luntry official & luntry.ru
e 251 > )
:i, ROy ¥ W luntrysolution &4 info@luntry.ru
W -
R d
O, 5 u B luntrysolution

CMACUEO
3A BHUMAHME!

AHOPEU rAHIOLLKUH

Kommepuecknin gupektop Luntry

&= avg@luntry.ru

-d andretilt


https://t.me/luntry_official
https://vk.com/luntrysolution
https://www.youtube.com/@luntrysolution
https://luntry.ru/
info@luntry.ru
info@luntry.ru
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