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060 MHe

Al He BEpIO B TO, YTO CUCTEMY MOXKHO
cAenaTtb HageXXHOM U be3onacHoM,
He MOHMMaA TOro, KaK OHa YCTPOeHa.

OcHoBaTenb Cneuunanusauma —

N TeXHUYECKUi 6e30nacHOCTb KOHTEMHEPOB
anpektop Luntry n Kubernetes

Bbonee 15 net onbita B B AsTop Tr-KaHana k8s(in)security

JKcnepT B chepe 6e30NacHOCTM KOHTEMHEPHbIX cpep,

e OpraHu3aTop KoHpepeHumn «beKoH» no bEsonacHoctn KOHTelMHepoB
* bbIBLWINI peaakTop pybpuK B xypHane «XAKEP», aBTop cepun ctaTtemn

* ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

® YyacTHMK nporpammHoro kommuteta CFP DevOpsConf n KUBER CONF

Cnukep

VK Kubernetes Confidence ZeroNights BeKoH HITB
DevOpsConf HackInParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops SAS

LUNTRY


https://t.me/k8security

O KomnaHuu Luntry

Luntry —ato KomnnekcHaa 3awmnTa

Ha BCEM XU3HEHHOM LUKe

KOHTEUHEPHbIX NPUNOXKEHUNN

N cpeacTs opKecTpauum Ha b6ase Kubernetes

MpoayKT B peectpe MnHuuopsbl
https://reestr.digital.gov.ru/reestr/1057835/

\—/



https://reestr.digital.gov.ru/reestr/1057835/

dYyHKUMOHaNbHOCTb Luntry

KOHTpO/b BCEX
Kubernetes-pecypcos

KoHTponb cocTtoaHua Kubernetes-
KNnacTepos

KOHTpO/Ab COOTBETCTBMA KNacTepa
CTaHAapTam

©

LUNTRY

YnpaBaeHue ya3BMMOCTAMM
obpa3oB. u-best practice

CeTteBadA 6e30MacHOCTb
AHanus npas 4OCTyna

3awumTta Runtime
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Kubernetes B 2025

YA3BMMOCTHU, aTaKn, UHUMUAEHTbl 2025

Luntry B 2025
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BbiBOAbI

LUNTRY



’ : .




Penunsbl 2025 ropa

e 1.33 - Octarine: The Color of Magic
* 1.34 - Of Wind & Will (O' WaW)
* 1.35- World Tree

1
A Kubernetes
A v1.33:
« v« Qctarine
‘ A

> WWOTIID e IS S
. ————————
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Hosaa Bepcua CIS

* BbinyckK CIS Kubernetes Benchmark —1.12
e Nnal32-1.34




User Namespaces B Pods

* OYHKUMOHANbHOCTb Wna Ao GA uenbix 9 net!

e "Kubernetes v1.33: User Namespaces enabled by default!"

Pod 1
Container ID | HOST
UID 0 | 65536
GID 0O | 65536

RS

host usage

et

UID: 0 (root) UID: 65536 UID: 65536 * 2 UID: 65536 * 3
GID: 0 (root) GID: 65536 GID: 65536 *2 GID: 65536 * 3

apiVersion: vl
kind: Pod
metadata:

name: userns
spec:

hostUsers: false

containers:

- name: shell

command: ["sleep"”, "infinity"]

image: debian

LUNTRY


https://kubernetes.io/blog/2025/04/25/userns-enabled-by-default/

Validating Admission Policy (VAP)

* VAP
* Balphac1l.26
e Bstablec1.30

* MoppaepxKka VAP ctopoHHumuK PolicyEngine:
* Gatekeeper c Bepcun 1.13
* Kyverno c Bepcmn 1.11

e MutatingAdmissionPolicy (MAP)
« Balphac1.30
* Bbetacl.34

$PolicyParameters
(user defined)

Vaholatinng(missionPolicy
(ao(missionregis‘tmtion.k?s.lo/v'l)

Va‘io(at}nng(missionPolicyBinolin
(ao(miSS?OnregiStrat?on.kgS.?O/v']

LUNTRY
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Passutne NetworkPolicy

B Calico:
- AdminNetworkPolicy c Bepcumn 3.29
- BaselineAdminNetworkPolicy c Bepcumn 3.30

B Antrea:
- AdminNetworkPolicy c Bepcnn 1.13
- BaselineAdminNetworkPolicy c Bepcumn 1.13

B Cilium noka 6e3pe3ynbtaTtHO - 06Ccy>XaeHune
noet

Evaluated First

O-m
AdminNetworkPolicy EI
_ Sys Admin

NetworkPolicy | <D I

LUNTRY

Developer

BaselineAdminNetworkPolicy

Evaluated Last Existing NetworkPolicy APl Object

[] AdminNetworkPolicy API Object
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https://github.com/cilium/cilium/issues/23380

Apama c Ingress NGINX

* [1pOEeKT NpeKpallLaeT CBOE CyL,ecTBOBaHUE
* [locne ¢peBpans 2026 roaa pa3paboTka OCTaHOBUTCA
* OpueHTUp Ha murpaumio K Gateway API
* “Ingress NGINX Retirement: What You Need to Know”
* Bce nomHAT IngressNightmare, CVE-2024-7646, CVE-2023-5044, CVE-2023-5043, CVE-2022-4886,
CVE-2021-25742, ...

History and Challenges

The breadth and flexibility of Ingress NGINX has caused maintenance challenges. Changing
expectations about cloud native software have also added complications. What were once
considered helpful options have sometimes come to be considered serious security flaws, such
as the ability to add arbitrary NGINX configuration directives via the "snippets" annotations.
Yesterday's flexibility has become today’s insurmountable technical debt.

LUNTRY
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https://kubernetes.io/blog/2025/11/11/ingress-nginx-retirement/
https://www.wiz.io/blog/ingress-nginx-kubernetes-vulnerabilities

Shift Down Security

* SIG Security Kubernetes onybamkosana AoKymeHT noa Ha3zBaHmem “Shift Down

Security”

Security team
- Runtime Security

- Compliance
- Develop features
- Fixissues - Vulnerability Management
- Misconfiguration Management

- Supply Chain Security

Platform team

- Vulnerabilities: Manage base images
- Misconfigurations: Manage policies
- Supply Chain: Secure, sign, attest, verify

App teams

Deliver business value by having best ‘ Security teams
understanding of user needs Jrre—

Set security and governance rules, SLOs
for fixing vulns for platform and applications

VALUE

Platform Team
Platform teams

Unburdens app teams by bundling common needs
into shared solutions

13
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https://github.com/kubernetes/sig-security/blob/main/sig-security-docs/papers/shift-down/shift-down-security.md
https://github.com/kubernetes/sig-security/blob/main/sig-security-docs/papers/shift-down/shift-down-security.md

YBU no KoHTenHepusauum

®efepanbHas cnyx6a no TEXHNYECKOMY W 3KCTIOPTHOMY

KOHTPOI

®CT3K Poccumn

TecTupoBaHue

Yrpo3bl ~ Yasgumoctu ~
oGHoBnEHN#

MmaeHas = Cnucok yrpo3

SUNLTPALINA

KOHTEKCTHBLIF NOKCK NO HA3BaHVID Yrpo3bl

WcTounmk yrpoasl ©

MocnencTans peanu3aLym yrpoaki:

HapyweHwe koHduaeHumansiocty B

Hapyweue uenoctHocy M

Hapywetue goctynHocti B

o [

NokymeHThl

BaHk naHHbIX yrpo3 6esonacHocT MHopmaLmm

BelgoaunTte no: 10

O6patHas
CBA3bL

[ocynapCTBeHHbLIN Hay4Ho-UCCneA0BaTeNbCKUA UCMNbITATENbHBbIA

WHCTUTYT NPOGHeM TEXHUYECKOIA 3aLUMTbI MHhopMaLmuu

DAY «THAW NT3N ®CTIK Poccum»

O6HoBneHus >~ YuactHuku ~  OByueHue BOY ACY TN ®CTIK Poccun

100 OnemeHThl ¢ 221 no 227 na 227

Yrpoza MoaudrkauMin Moaenu MalMHHOTo 0By4eHUs NyTem UCKaKeHWs («oTpaenexms») obyyatoLmx
AaHHbIX

YFPOEQ noamMexel Mogenu MallMHHOro OﬁyHeHMﬂ

yfp(}ﬁ& HECaHKUMOHWMPOBAHHOIO AOCTYNa K KDHTG‘FiHE[)aM npeaocTaBnAwLWero none3osarensam
pacluvMpeHHLIe NpuBUNerun

Yrpoza HapyLIeHUs LIenoCTHOCTM (MOAMEHbI) KOHTEAHepOB

Yrpoza HapyLUeHUs U30MALUMKM KOHTEAHEPOR

YFPOEE BHeJpeHMA BpeOHOCHOr0 NnporpamMmmMHoro obecneyerus B HOHTeﬁHepbl

Yrposa mogndukaumm (nogmeHel) 0bpasos KOHTEHepOB

MNOCNEAHWE U3MEHEHWA

04.06.2025
YBW. 227 Yrposa mogudmkaumuv (nogmetsl) obpasos
KoHTeliHepoB

04.06.2025
YBW. 226 Yrposa BHeOpeHMs BpeOoHOCHOMO
nporpaMmHoro obecneyeHisl B KOHTEAHEpLI

04.06.2025
YBW. 225 Yrposa HapyLieHus 3onsum1 KOHTeAHepoB

04.06.2025
YBW. 224 Yrpo3a HapyLeHWs LEeNocTHOCTY (NogMeHbI )
KOHTEHepoR

04.06.2025

YBW. 223 Yrpo3a HecaHKUMOHMPOBAHHOTO AOCTYNA K
KOHTE/HepaM, NpeoCTaRNSAOLLET0 NoNL30BATENAM
PaCLLMPEHHEIE NPUBHNETMIA

16.12.2020
YBW. 222 Yrpo3a nogmeHbl MOLENMW MALLMHHOID

AR R AT A

LUNTRY
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UHdopmaumoHHoe coobueHne PCTIK Poccum ot 13

aHBapa 2025 r. N 240/24/38

PCTIK Poccum

DEOEPAJIbHASA CJITYXXBA NO TEXHUYECKOMY U SKCNMOPTHOMY KOHTPOIJIIO

EITES £ ) CYIEE (TSIt (YIS CIESn TS () CESSmmmesemn ) = & o

eHThI HHCt)OpMaLLMOHHbIE M aHannTr4e artepwvanbl |

MHdopMaunoHHoe cooblueHue OCTIK Poccum ot 13 aHBaps 2025 r. N 240/24/38
& = 51514 @ ! @n

TexHMYecKasa 3allumTa UHbopMauK  MHbOPMaUMOHHbIM MaTepuan

ODT]

PELEPAJIBHAA CNTYXBA NO TEXHUYECKOMY N 3KCMOPTHOMY KOHTPOJTIO
NMHPOPMALIMOHHOE COOBLUIEHUE
O NOBbIWEHWM BE3ONACHOCTU CPEACTB 3ALWWUTbI MHOOPMALIMK, B COCTAB KOTOPbIX PASPABOTYUKWU BKTIOYAIOT CPEACTBA KOHTEMHEPU3ALIMU UNTU OBPA3bI

KOHTEMHEPOB
oT 13 aHBaps 2025 r. N 240/24/38

M3roToBUTENU NpK pazpaboTke CPeacTB 3allnTbl MHOOPMAaLUMKM OT HECAHKLIMOHMPOBaHHOMO AOCTYNa BKKUAKT B WX COCTaB C pHJJCTE'H k(lHTl—‘MHHpM’aLLMH UK umpaabl KOHTENHEepPOB, Mpw S HUe mrx:rbu
BAMAET Ha 3DDEKTUBHOCTb UCMNONbL30BaHUA M ac > TAKKX OCTB 2alUMThl MHDO umm (o CTBa, Cp ] lHe BAZaHHbIE C HanMuu B CpencTeax
KOHTEMHEPU3aLUMKM U3BLITOYHLIX MOMHOMOYMI, OTCYTCTBMEM YUETa U MHBEHTapK3aLKMKM 06Pa30B KOHTEMHEPOB | OrpamMm obecne 151, BXOLOALLETC CTaB 06pa30B KOHTEMHEPOB, a TaKXKe KOHTpons
CTU 06PA30B KC TeFﬂHer:uoe.
3rOTOBUTENAM NPK PazpaboTke U cepTUdrKauMmM HEOBX0ANMO:
a B KOHTEMHEPHOM MCMOMHEHWUM M MCNOMNb3YETCA B Kad e ¢ bl ero GyHKUMOHUPOBaHWS, Takoe CPeNCTBO KOHTEMHEepM3aLmm
3aUKK, YTBEDHAEHHbBIM MPKMKa30h K Poccum oT 4 mniona 2022 r. N T18.

LMo 06pa3oB KOHTEMHEPOR, BXOAALLMX B CPEACTBO, a TakKe MNporpaMmMHoOro o ne4yeHWsa 13 cocTaBa 0Bpa3oB KOHTeMHepoB. [NepedveHb obpa3os
KOHTEMHEPORB AOMKeH 6biTb MPUBEOEeH B MPOSKTHOW NOKYMEeHTalMKW Ha CPpefcTBO, OPOPMNEHHbIM B TaGNMUHOM .*pcwpr alIMHOUYMUTEIEMOM DOPME ! ] BUW C MPUNOMKEHUAMI
nopaaky, Nnpu npeactasneHm B8 @CTIK Poccum 3aaBKKM Ha cepTUdUKaLMIO B COOTBETCTBMIK C MyHKTOM 20 EH S 2pTUOUKALMK CPeACTB 3alUNThl MHOOPMAaLUWMK, YTBEPXKAEHHOIO MpuKa
DOCT3K Poccumn ot 3 anpena 2018 . N 55.

LUNTRY
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CoobuwectBo K8s B Poccum pacrer

KUBERNETES
COMMUNITY

CTATb CMUKEPOM e

'y
/4\

https://k8sqday.ru/

KUBER CONF

[MNepBas HekKOMMEPHECKAA KOMMBIOHUTU KOHdpepeHums no K8s B PD.

O6begnHMM 3KCNEPTOB HO OOQHOM MOLLAAKE, YTOObI MOrOBOPUTL MPO
HoBble nopxofapbl B paspadotke Kubernetes®.

https://aot-kuberconf.ru/

LUNTRY
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https://k8sday.ru/
https://k8sday.ru/
https://k8sday.ru/
https://aot-kuberconf.ru/
https://aot-kuberconf.ru/
https://aot-kuberconf.ru/
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Yaszsmmoctu Kubernetes 3a 2025 roa

Issue Summary

* 13 CVE

Portworx Half-Blind SSRF in kube-controller-man

Kubernetes C# Client: improper certificate validation in custom CA mode may lead to man-
in-the-middle attacks

secrets-store-sync-controller discloses service account tokens in logs

can delete themselves by adding an Owne
VM images built with Kubernetes Image Builder Nutanix or OVA providers use default
credentials for Windows images if user did not override

can bypass amic resource allocation authorization chec
ingress-nginx admission controller RCE escalation

ginx controller configuration injection via unsanitized mirror annotations

ingress-nginx controller configuration injection via unsanitized auth-tls-match-cn

annotation

ingress-nginx controller configuration injection via unsanitized auth-url annotation

ingress-nginx controller auth secret file path traversal vulnerability

GitRepo Volume Inad nt Local Reposit

Node Denial of Service via kubelet Checkpoint API

LUNTRY



Ingress Nightmare

CVE-2025-1097

CVE-2025-1098

CVE-2025-24514

CVE-2025-1974

* 9.8 Critical Unauthenticated Remote
Code Execution

LUNTRY

IngressNightmare

()
II'"

.@
Joo #h

WIZ Research

_.._=..—1LA

0

lMpu ucnone3osaHuu NetworkPolicy smo @ '
soobwe
He npobnaema ;)
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YA3BUMOCTM runc

* Bbiwno 3 CVE
 (CVE-2025-31133
« (CVE-2025-52881
 (CVE-2025-52565
Bce n3 Hux aatot nober n3 KOHTEMHepa

runc container escape and denial of service due to arbitrary write gadgets and procfs write redirects

High severity) = GitHub Reviewed ~Published on Nov 5 in o ¢ + Updated on No

GitHub Advisory Database [ GitHub Reviewed [/ CVE-2025-31133 Valnerability details D

runc container escape via "masked path" abuse due to mount race conditions s e e
(High s /) | GitHub Reviewed = Published on Nov 5 in opencontainers/runc » Updated on N github.com/opencontainers/runc (Go)
CVSS v4 base m

Vulnerability details ~ Dependabot alerts 0 : ) . Exploitability M
github.com/opencontainers/selinu ) <=1.12.0 xploitability M

Package Affected versions Patched versions Severity
github.com/opencontainers/runc (Go) <=1.27 1.2.8 ( Egh 73/

>=13.0-rc.1, <= 13.2 15353

) N CVSS v4 base metrics
GitHub Adv Database / GitHub Reviewed / CVE-2025-52565

Exploitability Metrics

runc container escape with malicious config due to /dev/console mount and related races

GitHub Reviewed ' Publ N 1 opencontainers/runc « Uy d )

Vulnerability details ~ Dependabot alerts

Package Affected versions Patched versions Severity
github.com/opencontainers/runc (Go) >= 1.0.0-rc3, <= 127 1.2.8 ( Egh ) 7.3
>=1.3.0-rc.1, <= 1.3.2 133
>=14.0-rc1, <= 1.4.0-rc.2 1.4.0-rc.3 CVSS v4 base metrig

LUNTRY
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https://github.com/advisories/GHSA-9493-h29p-rfm2
https://github.com/advisories/GHSA-9493-h29p-rfm2
https://github.com/advisories/GHSA-9493-h29p-rfm2
https://github.com/advisories/GHSA-9493-h29p-rfm2
https://github.com/advisories/GHSA-9493-h29p-rfm2
https://github.com/advisories/GHSA-9493-h29p-rfm2
https://github.com/advisories/GHSA-cgrx-mc8f-2prm
https://github.com/advisories/GHSA-cgrx-mc8f-2prm
https://github.com/advisories/GHSA-cgrx-mc8f-2prm
https://github.com/advisories/GHSA-cgrx-mc8f-2prm
https://github.com/advisories/GHSA-cgrx-mc8f-2prm
https://github.com/advisories/GHSA-cgrx-mc8f-2prm
https://github.com/advisories/GHSA-qw9x-cqr3-wc7r
https://github.com/advisories/GHSA-qw9x-cqr3-wc7r
https://github.com/advisories/GHSA-qw9x-cqr3-wc7r
https://github.com/advisories/GHSA-qw9x-cqr3-wc7r
https://github.com/advisories/GHSA-qw9x-cqr3-wc7r
https://github.com/advisories/GHSA-qw9x-cqr3-wc7r

Be3sonacHoctb Al/ML Knactepos

 100% ocHoBHOM TpeHA 2025 roaa!

YPOBHM
0e3o0nacHOCTN
ML K8s

% Ha cnaizie npeacTaBneHa nHhopmawms us

3aKpbITOro nccnefoBaHusA, NPoBeAEHHOro
T-BaHK coBMecTHO ¢ KomnaHuen 000 “KnayaPan”

LUNTRY

DATA

[aHHble, nonagatoue
B Knacrep

Applications (infra)

Mpunoxexus ana paboTbl ¢ ML

Node settings

Hopa knactepaK8s,
rae NPoBOAATCA BblMUCNEHUA

Cluster settings
Knactep K8s,
rae NpoBoaATCA Bbl4UCIEHUA

Hardware and drivers

Heneso n gparsepsbl

21



YazsumocTtu B NVIDIA Container Toolkit

CONTAINER 1

 NVIDIA Container Toolkit:
e (CVE-2025-23359

. CVE202523966 ostentons
* CVE-2024-0132 i 05 oo oo SN

. NVIDIA CUDA driver ks e T
e (CVE-2025-23282
*  CVE-2025-23332 DA Driver oo

NVIDIA GPUs

CONTAINER N

LUNTRY
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Pwn20wn

Chroma

Postgres pgvector

Redis

Ollama

NVIDIA Triton Inference Server
NVIDIA Container Toolkit

SUCCESS - Nir Ohfeld (@nirohfeld) Shir Tamari (@shirtamari) of Wiz Research used a
External Initialization of Trusted Variables bug to exploit the #NVIDIA Container Toolkit.

This unique bug earns them $30,000 and 3 Master of Pwn points.

sy ~

zdi@ubuntu-Precision-5490: $ docker run --runtime=nvidia --gpus=all
zdi@ubuntu-Precision-5490: $ cat /owned

<WIZ*

-RESEARCH

) uid=0(root) gid=0(root) groups=0(root
WY zdi@ubuntu-Precision-5490: S

>

LUNTRY
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Zeroday Cloud

* Kubernetes

* Docker

e Containerd

e Grafana

e GitLab CE

* NVIDIA Container Toolkit
* PostgreSQL

WIZ Research

LUNTRY
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0/0,5 day B Kubernetes

* [1eMOHCTPUPOBAIN B paMKaX CEKpPeTHOro goknaaa Ha beKoH 2025

LUNTRY
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KaHan k8s (in)security passuBaercsa!
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https://t.me/k8security

beKoH 2025

* [Mpowna 3-A
KOHpepeHuna
e 2026 6ynet 4-a!
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https://bekon.luntry.ru/

PeweHue Luntry

* 2 KPYNHbIX pennsa
e Jlo KOHUA roaa A0/IKeH BbIUTU 3-1
 HoBasa u ynyyweHHaa GyHKLNOHANbHOCTb:

* [lpuopuTtesaumna yasBuMOCTEN
* [oppepKa poccumnckmx OC n b4y ®CTIK
 OnTummsaymm ckaHepa obpasos
 [mMbpunaHbIM cnocob AeTeKTUPOBAHMA runtime yrpo3
* [lonnTtukn npeaoTBpalleHua Ha 6a3e eBPF LSM
* Security Gates gna Cl, Image registry n Runtime
* AHanu3 Kubernetes Audit Log

* bonee 15 texHnyeckux aoknagos, 10 sebuHapos!

* [lybaunkaumnsa KapTbl 6€30M1acHOCTU ANA KOHTEMHEPHbIX cpes,

LUNTRY
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https://luntry.ru/research
https://luntry.ru/research
https://luntry.ru/karta_bezopasnosti_v2

<9

"

-

4TO TAM B 2026?

=\ /







BbiBOAbI

B Kubernetes noasnserca gonroxxaaHHasa n HoBaa GyHKLMOHANAbHOCTb NO
6e30nacHOCTU

B Kubernetes u B ero akocucreme npoxogut 6onblue nccnegoBaHUm U Kak cneacreue
6one HaxoaoK/ya3BMmocTei/BeKTOpOoB aTak

Al/ML ocHOBHOI4 TpeHA

Luntry npogonaet akTUBHO pPa3BMBATbCA U NPEAOCTaBAATb HOBYIO
PYHKLMNOHANBHOCTb U MHCTPYMEHTDI

32



©) LUNTRY

E]rh:;fq@ -4 luntry official & luntry.ru
1'-"' TH X W luntrysolution i info@luntry.ru
-.:'}3-_ B luntrysolution

CMACUEO
3A BHUMAHME!

OAMWTPUNA EBOOKMMOB
Founder & CTO Luntry .

% de@luntry.ru
-d Qu3b3c

-“d k8security

C HACTYNAIOLWMN
HOBbIM r040M ;)


https://t.me/luntry_official
https://vk.com/luntrysolution
https://www.youtube.com/@luntrysolution
https://luntry.ru/
info@luntry.ru
info@luntry.ru
t.me/Qu3b3c
t.me/k8security
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