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[Tapy cnoB 060 MHe

 Ambassador Kubemetes

* MeHTop no HanpaeneHnsam Kubemetes & Kafka

 Berpetnn nmuom ™) x40 poct UT-MHpacTpyKTypb!
* AKTVBHO OENOCh OMbITOM Ha KOHJ)epeHUMSIX

OMnTpunm
Pbibanka

DevOps

lakech BEKOH™




BBeneHue LEIKOH

* MMHMManbHbBIN HABOP KOMMOHEHTOB

* Read Only FS ( immutability )

« Hardening n3 kopobku

Container Optimized OS
» be3onacHble/ TpaH3aKkUMOHHbIE OOHOBMNEHUS

 llnpokast nogaepxka Cloud/Bare Metal



Container Optimized OS LGEKOH

] PHOTON OS” ©-
MicroOS

) ( < : ) 6 fedora

SILVERBLUE




BBeneHue BEKOH

* MMHMManbHbIN HAOOP KOMMNOHEHTOB

* Read Only FS ( immutability )

» Hardening n3 kopobku

» besonacHble/TpaH3akyMOHHbIE OOHOBMNEHUS

Container Optimized OS v2

* LLiInpokas nogaepxka Cloud/Bare Metal

*API - kak EQVMHCTBEHHBLIV MHTEPAIENC
yrnpaBrieHns

KoHndepeHuusa no BEsonacHoctn KOHTenHepoB 1 KOHTENHEPHBIX cpes 5



Container Optimized OS v2

Talos Linux

KoHdepeHums no BE3onacHocTu

\\II/

KOHTenHepoB 1 KOHTENHEPHbIX

cpen

LGEKOH

AN

AN
A A

—

1

Bottlelrocket

[MogpobHO 0 HMX B MOEM OoKnaae:
https://devopscont.io/moscow/2025/abstracts/14160
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* SSH

* Node Root Shell

* bash
* ansible
* fdisk
* netplan
* Etc...

Tools

KoHdepeHums no BE3onacHocTu

KOHTenHepoB 1 KOHTEMHEPH

Kak ObIno

bIX cpeq

[lebar
SSH

Node Root Shell

tcpdump

(o] 0]

netstat/ss
dmesg/tail logs
Etc

LGEKOH

ConpoBoXkaeHue

SSH
Node Root Shell

reboot/halt/shutdown
update/upgrade

etcd backup/defrag
resize2fs/fxs_growfs
Etc



'} CTanO / \ ))I(( TQ&Linux

~ Hactpoika
-~ Becar talosctl

L YTUINTa NoYTn As[a BCcero

KoHdpepeHumsa no BE3onacHoct KOHTENHEPOB U KOHTEMHEPHBIX CPea 8



HOeknapatuBHbin machine config / Co3gaHue BEKOH



HOeknapatuBHbin machine config / Co3gaHue BEKOH

( Nma knactepa CosgaTb ¢ npumMmepamMmu
sy
D talosctl gen config test hitps://x.x.x.x —with-examples

Kube api url

—— controlplane.yaml
—— talosconfig
—— worker.yam|

10



HOeknapatuBHbin machine config / Co3gaHue BEKOH

[ononHutenbHble donaru

talosctl gen config test https://x.x.x.x --install-disk /dev/vda \

—kubernetes-version 1.30.8 —with-cluster-discovery false \
—additional-sans ...

11



HeknapatuBHbIn machine config / Co3pgaHue BEKOH

talosctl gen config test https://x.x.x.x \
s Ml —CONfig-patch \
= W [{"op": "add", "path": "/machine/certSANs", "value": ['10.0.0.10"]}]'\

—config-patch @all.yaml \
—config-patch-control-plane @cp-file.yaml \
—config-patch-worker @wn-file.yaml

[Ta4yn machine config

12



HOeknapatuBHbin machine config / Co3gaHue BEKOH

cnonb3oBaHue WabsioHM3aTopOoB

\1/7

COZY=TACK
Talhelper Talm
https://budimanjojo.github.io/talhelper https://github.com/cozystack/talm
[Mogpo6bHO O HMUX B MOEM OoKnage: [Mpumep live HACTPOUKU U YCTAHOBKM

https://devopsconf.io/moscow/2025/abstracts/14160 https://www.youtube.com/watch?v=tw7rg5MazcQ 13



HOeknapatuBHbin machine config / Co3gaHue BEKOH

taloscitl

talosctl

taloscitl

14




HeknapatuBHbIn machine config GEIKOH

version: vlalphal
basa
debug: false
persist: true
- machine: - HacTpoiiku XocTa
clLuster: - HacTporiku K8S

15



HeknapatuBHbIn machine config GEIKOH

version: vlalphal
basza

debug: false

persist: true

machine:

type: worker Tun MawwHbl

> |*=ca: - :
5 s certSANS - - Ceptudukatbl ona apid
> kubelet: - HacTtpownkn kubelet
> *-network: - HacTtponkun ceTtu 11 6/10KOB
> gELnstall: - HacTpownku [ncka ycTaHOoBKU
> files: - CospgaHue gon annos
> |*+time: - HacTtpowka ntp
> Esysctls: - HacTtponkn syscitl
- - features: -~ .~ HacTtpoiiku feature
> - -kernel: - Hactpownkun Agpa

16



HeknapatuBHbIn machine config GEIKOH

Ecnu >1

install:
disk: /dev/vda # The disk used for installations.
image: ghcr.io/siderolabs/installer:v1.10.1 # Allows for supplying the image used to perform the installation.

wipe: false # Indicates if the installation disk should be wiped at installation time.

# Look up disk using disk attributes like model, size, serial and others.

diskSelector:
size: 4GB # Disk size.
model: WDC* # Disk model °/sys/block/<dev>/device/model .
busPath: /pci0000:00/0000:00:17.0/atal/host0/target0:0:0/0:0:0:0 # Disk bus path.

17



HeknapatuBHbIn machine config GEIKOH

Ecnu >1

install:
disk: /dev/vda # The disk used for installations.

jnetwork:
- interface: enp0sl # The interface name.
# Assigns static IP addresses to the interface.
4 addresses:
- 192.168.2.0/24
# A list of routes associated with the interface.
routes:
- network: 0.0.0.0/0 # The route's network (destination).
gateway: 192.168.2.1 # The route's gateway (if empty, creates link scope route).
metric: 1024 # The optional metric for the route.
mtu: 1500 # The interface's MTU.
deviceSelector:
- busPath: 00:% # PCI, USB bus prefix, supports matching by wildcard.
- hardwareAddr: 'x:f0:ab' # Device hardware (MAC) address, supports matching by wildcard.
driver: virtio_net # Kernel driver, supports matching by wildcard.

18



HeknapatuBHbIn machine config GEIKOH

AV VAR V4

N

N/ \

cluster:
id: 4c879YHqj3SciA2ECk3plaNi
clusterName: test
controlPlane: -
network: --
secret:
token:
ca: -
aggregatorCA: -
serviceAccount: -
apiServer: -
controllerManager: -
proxy: -
scheduler: -
discovery: --
etcd: -

Id MawuHbI

Nma knactepa
HacTtpouvkn ControlPlane

HacTtpownkun CNI

CepTundumkaTbl U TOKEHbI

HacTpoiiku ApiServer 11 6510K0B

Hactpownkn CM

HacTpoku kube-proxy
HacTtponku Scheduler
HacTtpownkn Discovery HoA

HacTtpovnku etcd

19



HeknapatuBHbIn machine config BEIKOH

Y ka)xxporo komnoHeHTa k8s MO)XHO 3aaaThb:

iImage: registry/component:vX.X.X

extraArgs: {}

20



OeknapatuBHbin machine config / 3arpy3ka BEIKOH

e CLI - talosctl apply-config -n IP --file file.yaml --insecure

ePXE — talos.config=https://metadata.service/config?mac=${mac}
e Terraform — userdata
VM — userdata / guest-setting

e CAPI — kind: TalosConfigTemplate

Cchblnika Ha npumMepsbl:
* https://github.com/siderolabs/awesome-talos
+ https://github.com/siderolabs/cluster-api-bootstrap-provider-talos

 https://www.talos.dev/v1.10/reference/kernel/#metal-iso 2



HroaHcbl ycTaHOBKU/Kencoli LEIKOH

22



HroaHcbl ycTaHOBKU/KencChl LEIKOH

- pearsibHble
2 Bnpga npobriem

23



HroaHcbl ycTaHOBKU/KencChl LEIKOH

- pearsibHble
2 Bnpga npobriem

—YyTeHue-AoKYMEeHTatnH

24



HroaHcbl ycTaHOBKU/Kencoli

1 VMware + Cilium/Calico ebpf

[1lpobnema

Cilium status

Node
reachable
reachable
reachable
reachable
reachable

Endpoints

unreac
unreac
unreac
unreac
unreac

hable
hable
hable
hable

hable

LGEKOH

25



HroaHcbl ycTaHOBKU/KencChl LEIKOH

1 VMware + Cilium/Calico ebpf

[1lpobnema PeweHune ( <1.10.0)
Cilium status i pasnonser
Node Endpoints im
reachable unreachable containers:
reachable unreachable e
reachable unreachable " e s
reachable unreachable it o D et e s e ) (3 3
reachable unreachable one

image: ethtool

26



HroaHcbl ycTaHOBKU/KencChl BEIKOH
1 VMware + Cilium/Calico ebpf

[1lpobniema PeweHune (=>1.10.0)

talosctl patch mc --nodes IP --patch @patch.yaml

Cilium status

Node Endpoints apiVersion: vlalphal patch.yam
reachable unreachable kind: EthernetConfig
reachable unreachable name: enp@s2
reachable unreachable features:
reachable  unreachable tx-udp_tnl-segmentation: off

reachable unreachable tx-udp_tnl-csum-segmentation: off

27



HroaHcbl ycTaHOBKU/Kencoli
2 [leperpy3ka oObHyNnAeT HoAOY

[1lpobnema

version: vlalphal
debug: false
persist: false

> machine: -

> cluster: -

LGEKOH

28



HroaHcbl ycTaHOBKU/Kencoli
2 [leperpy3ka oObHyNnAeT HoAOY

[1lpobnema

version: vlalphal
debug: false
persist: false

> machine: -

> cluster: -

PeweHune

persist: true

LGEKOH

AL



HroaHcbl ycTaHOBKU/Kencoli LEIKOH

3 talosctl nepectan pabotaTtb Nog HOBbLIV ro4

30



HroaHcbl ycTaHOBKU/KencChl LEIKOH

3 talosctl nepectan pabotaTtb Nog HOBbLIV ro4

[1lpnymHa

Talos cnegnt n obHoenseT Tonbko etcd, Kubernetes, Talos API

Ha cTopoHe nonb3oBatens: kubeconfig (xH-1Y), talosconfig (1Y), CA (10Y)

PeweHne

Cblfnika Ha pelleHue:
https://www.talos.dev/v1.8/talos-guides/howto/cert-management/#from-control-plane-machine-configuration

31



HroaHcbl ycTaHOBKU/Kencoli LEIKOH

4 discovery n paboTa kKnactepa

32



HroaHcbl ycTaHOBKU/Kencoli

4 discovery n paboTa kKnactepa

discovery OnA:
kubeSpan - full mesh network

discovery >xenateneH gnAa:

KubePrism - in-cluster highly-available controlplane endpoint

[MpuHUMn BbIbopa endopoint
1. Discovery

2.VIP

3. URL KubeApi

LGEKOH

33


https://www.wireguard.com/

HroaHcbl ycTaHOBKU/Kencoli LEIKOH

4 HostDNS kak 3ameHa nodelLocalDNS

34



HroaHcbl ycTaHOBKU/Kencoli BEKOH
4 HostDNS kak 3ameHa nodelLocalDNS

Bonpochbl

1.Kakon doyHKLUMOHan
2.CnocobeH nu sameHnTb NodelLocalDNS
3.410 nenaet forwardKubeDNSToHost

35



HroaHcbl ycTaHOBKU/Kencoli BEKOH
4 HostDNS kak 3ameHa nodelLocalDNS

OTBeThbl

1.KelumpoBaHme 3anpocoB C XOCT CUCTEMbI

$ talosctl read /etc/resolv.conf
nameserver 127.0.0.53

36



HroaHcbl ycTaHOBKU/Kencoli BEKOH
4 HostDNS kak 3ameHa nodelLocalDNS

OTBeThbl

1.KelumpoBaHme 3anpocoB C XOCT CUCTEMbI
2.NodelLocalDNS 3amMeHnTb He MOXET

37



HroaHcbl ycTaHOBKU/Kencoli BEKOH
4 HostDNS kak 3ameHa nodelLocalDNS

OTBeThbl

1.KewnpoBaHMe 3anpocoB C XOCT CUCTEMbI
2.NodelLocalDNS 3ameHunTb HE MOXeT
3.forwardKubeDNSToHost BknrydaeT gononHutTenbHbin Kew anAa kube-dns

forward . /etc/resolv.conf {
max_concurrent 1000

}

38



HroaHcbl ycTaHOBKU/Kencoli LEIKOH

5 OTcyTCTBME MapLpyTmM3aTopa = UMKIn4yeckKas nepesarpyska Hop,

39



HroaHcbl ycTaHOBKU/Kencoli LEIKOH

5 OTcyTCTBME MapLpyTmM3aTopa = UMKIn4yeckKas nepesarpyska Hop,

Keunc [Tpobniema

- I3onnpoBaHHaA ceTb [lepesarpyska Bcex Hoq
- OTCcyTCTBME MapLupyTusaTopa

40



HroaHcbl ycTaHOBKU/KencChl LEIKOH

5 OTcyTCTBME MapLpyTmM3aTopa = UMKIn4yeckKas nepesarpyska Hop,

[TpUYnHBI [IpUYnHDI

# talosctl get networkstatus -o yaml

node: 10.100.2.23
metadata: network probes
namespace: network

type: NetworkStatuses.net.talos.dev
id: status
version: 5
owner: network.StatusController
phase: running

spec:
addressReady: true
connectivityReady: false
hostnameReady: true
etcFilesReady: true

https://github.com/siderolabs/talos/commit/aa149935390b0ea49e6b6de51a2eeccd6cbebbeb 41



HroaHcbl ycTaHOBKU/KencChl LEIKOH

5 OTcyTCTBME MapLpyTmM3aTopa = UMKIn4yeckKas nepesarpyska Hop,

PelweHne

talosctl -n IP meta write Oxa {"probes": [{"interval": "1s", "tcp": {"endpoint": “IP:50000", "timeout": "10s"}}]}'

Banunpauus

$ talosctl -n IP get probe
NODE NAMESPACE TYPE ID VERSION SUCCESS
IP network ProbeStatus tcp:IP:50000 5 true

$ talosctl -n IP get networkstatus

NODE NAMESPACE TYPE ID VERSION ADDRESS CONNECTIVITY
P network  NetworkStatus status 5 true true

https://github.com/siderolabs/talos/commit/aa149935390b0ea49e6b6de51a2eeccd6cbebbeb 42



HroaHcbl ycTaHOBKU/Kencoli LEIKOH

5 OTcyTCTBME MapLpyTmM3aTopa = UMKIn4yeckKas nepesarpyska Hop,

$ talosctl -n IP get probe
NODE NAMESPACE TYPE ID VERSION SUCCESS

IP network  ProbeStatus tcp:google.com:80 4 true
IP network ProbeStatus tcp:google.com:81 1 false

https://github.com/siderolabs/talos/commit/aa149935390b0ea49e6b6de51a2eeccd6cbebbeb 43



100-yrurauT vs 1 talosctl LGEKOH

44



100-yTunnT vs 1 talosctl LEKOH

A Mawa! Junior IT-nH>xxeHep

45



100-yrurauT vs 1 talosctl LGEKOH

A Mawa! Junior IT-nH>xxeHep

3anada

1. NooKn4nTbCA K CTapoOMy KiacTepy
2. lHBeHTapuanpoBaTb ero

3. O6HoBUTB talos & kubernetes

46



100-yrurauT vs 1 talosctl LGEKOH

A Mawa! Junior IT-nH>xxeHep

3anada

1. NooKn4nTbCA K CTapoOMy KiacTepy
2. lHBeHTapuanpoBaTb ero

3. O6HoBUTB talos & kubernetes

Mow nepBbiu Talos...

47



100-yTunanT vs 1 talosctl /

Cucrtema

y3HaeMm, ¢ 4em paboTaem

/

$ talosctl --help

Available Commands:

read

version

Read a file on the machine

Prints the version

LGEKOH

48




100-yTunanT vs 1 talosctl /

Cucrtema

y3HaeMm, ¢ 4em paboTaem

/

$ talosctl -n IP read /etc/os-release

rpc error: code = Unavailable desc = connection error:
desc = "error reading server preface: remote error: tls: expired certificate"

LGEKOH

49




100-yTunnT vs 1 talosctl LEKOH

Community nomoxeT! @ru_talos

50



100-yTunanT vs 1 talosctl /

-

/

y3HaeMm, ¢ 4em paboTaem

$ talosctl -n IP read /etc/os-release

NAME="Talos"

ID=talos

VERSION_ID=v1.7.1

PRETTY_NAME="Talos (v1.7.1)”
HOME_URL="https://www.talos.dev/"
BUG_REPORT_URL="https://github.com/siderolabs/talos/issues"
VENDOR_NAME="Sidero Labs"
VENDOR_URL="https://www.siderolabs.com/"

LGEKOH
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100-yTunanT vs 1 talosctl
/ y3HaeM, ¢ 4YemM paboTaem
4 | )

$ talosctl version

NODE: x.x.x.11

Tag: v1.7.1

Built:
Go version: go1.22.2
OS/Arch: linux/amd64
Enabled: RBAC

NODE: X.X.X.20

Tag: v1.7.1

Built:
Go version: go1.22.2
OS/Arch: linux/amd64
Enabled: RBAC

LGEKOH
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100-yTunanT vs 1 talosctl /

[nckun

y3HaeMm, ¢ 4em paboTaem

(

$ talosctl —help | grep disk

LGEKOH

53




100-yTunanT vs 1 talosctl /

[nckun

y3HaeMm, ¢ 4em paboTaem

f

$ talosctl —help | grep disk

usage Retrieve a disk usage

LGEKOH

54




100-yTunanT vs 1 talosctl /

[nckun

y3HaeMm, ¢ 4em paboTaem

/

$ talosctl usage --help

Retrieve a disk usage

Usage:
talosctl usage [path1] [path2] ... [pathN] [flags]

Aliases:
usage, du

LGEKOH
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100-yTunanT vs 1 talosctl /

[nckun

y3HaeMm, ¢ 4em paboTaem

(

$ talosctl —help | grep mounts

mounts List mounts

LGEKOH

56




100-yTunanT vs 1 talosctl /

 —
/

[nckun

y3HaeMm, ¢ 4em paboTaem

$ talosctl mounts -n x.x.x.20

NODE

X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20

FILESYSTEM SIZE(GB) USED(GB) AVAILABLE(GB) PERCENT USED MOUNTED ON
/dev/loop0 0.07
/dev/sda5 0.10

/dev/sdab

/dev/sdb
/dev/sdb
/dev/sde
/dev/sde
/dev/sdf

/dev/sdf

/dev/sdc
/dev/sdc
/dev/sdd
/dev/sdd

20.15

5.36

5.36
107.36
107.36
53.66
53.66
107.32
107.32
107.32
107.32

0.07
0.01
16.16
0.29
0.29
2.66
2.66
3.08
3.08
15.79
15.79
2.93
2.93

0.00
0.09
3.98
5.07
5.07
104.71
104.71
50.58
50.58
91.53
91.53
104.39
104.39

100.00%
6.31%
80.24%
5.42%
5.42%
2.47%
2.47%
5.75%
5.75%
14.71%
14.71%
2.73%
2.73%

/
/system/state
/var
/var/lib/kubelet/...
/var/lib/kubelet/...

/var/lib/kubelet/...
/var/lib/kubelet/...

/var/lib/kubelet/...
/var/lib/kubelet/...

/var/lib/kubelet/...
/var/lib/kubelet/...
/var/lib/kubelet/...
/var/lib/kubelet/...

LGEKOH
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100-yrurauT vs 1 talosctl LGEKOH

Kak >xe nonyymTb MHgopMauuio no auckam?

[MounTato gokymeHTtauuo!*

*hittps://www.talos.dev/v1.10/talos-guides/configuration/disk-management

Oro! OgHa komaHga 1 ckonbko MHdopmauumn!!!!
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100-yTunanT vs 1 talosctl /

-

/

[nckun

y3HaeMm, ¢ 4em paboTaem

$ talosctl -n x.x.x.20 get disks

NODE

X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20
X.X.X.20

runtime
runtime
runtime
runtime
runtime
runtime

NAMESPACE TYPE

runtime Disk

Disk
Disk
Disk
Disk
Disk
Disk

sda
sdb
sdc
sdd
sde
sdf

S G g

74 MB
22 GB
5.4 GB
107 GB
107 GB
107 GB
54 GB

ID VERSION SIZE READ ONLY
loop0 1

true

false
false
false
false
false
false

LGEKOH
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100-yTunnT vs 1 talosctl LEKOH

A Cc ceTblo TaKk MOYXXHO?

60



100-yTunanT vs 1 talosctl /

y3HaeMm, ¢ 4em paboTaem

-

CeTb $ talosctl -n x.x.x.20 get addressspecs

NODE NAMESPACE TYPE ID
X.X.X.20 network AddressSpec eth0/x.x.x.20/22
X.X.X.20 network AddressSpec 10/10.96.0.9/32
X.X.X.20 network AddressSpec 10/127.0.0.1/8

VERSION
3
2
2

LGEKOH
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100-yTunanT vs 1 talosctl /

y3HaeMm, ¢ 4em paboTaem

-
CeTb

$ talosctl -n x.x.x.20 get addressspecs

$ talosctl -n x.x.x.20 get netstatus

NODE NAMESPACE TYPE ID
X.X.X.20 network

NetworkStatus status 5

~

VERSION ADDRESS CONNECTIVITY
true true

LGEKOH
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100-yTunnT vs 1 talosctl / LEKOH

y3HaeMm, ¢ 4em paboTaem
( )

CeTb $ talosctl -n x.x.x.20 get netstatus

$ talosctl -n x.x.x.20 get netstatus -o yaml|

node: x.x.x.20
metadata:
namespace: network
type: DeviceConfigSpecs.net.talos.dev
id: eth0/000
version: 1
owner: network.DeviceConfigController
phase: running
created: 2025-05-07T12:41:55Z
updated: 2025-05-07T12:41:55Z
spec:
device:
interface: ethO
addresses:
- X.X.X.20/25
routes:
- network: 0.0.0.0/0
gateway: x.x.x.1
mtu: 1500
63




100-yTunnT vs 1 talosctl LEKOH

N TyT BCe-BCe CTano NOHATHO
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100-yTunnT vs 1 talosctl LEKOH

oBpukal! talocsctl get

65



100-yTunanT vs 1 talosctl /

Syscitl

y3HaeMm, ¢ 4em paboTaem

$ talosctl -n x.x.x.x get rd | grep kernelparameters

x.x.Xx.10 meta
x.x.Xx.10 meta
x.x.Xx.10 meta
x.x.Xx.10 meta

ResourceDefinition
ResourceDefinition
ResourceDefinition
ResourceDefinition

kernelmodulespecs.runtime.talos.dev
kernelparamdefaultspecs.runtime.talos.dev
kernelparamspecs.runtime.talos.dev
kernelparamstatuses.runtime.talos.dev

modules kernelmodulespec kms
kernelparamdefaultspec kpds
kernelparamspec kps

sysctls kernelparameters kernelparams

LGEKOH
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100-yrurnuT vs 1 talosctl /

y3HaeMm, ¢ 4em paboTaem

(

SySCt $ talosctl -n x.x.x.x get rd | grep kernelparameters
x.Xx.X.10 meta ResourceDefinition kernelmodulespecs.runtime.talos.dev 1 modules kernelmodulespec kms
x.X.X.10 meta ResourceDefinition kernelparamdefaultspecs.runtime.talos.dev 1 kernelparamdefaultspec kpds
x.X.X.10 meta ResourceDefinition kernelparamspecs.runtime.talos.dev 1 kernelparamspec kps
x.Xx.X.10 meta ResourceDefinition kernelparamstatuses.runtime.talos.dev 1 sysctls kernelparameters kernelparams
$ talosctl -n x.x.x.x get sysctls
NODE NAMESPACE TYPE ID VERSION CURRENT DEFAULT UNSUPPORTED
x.X.X.10 runtime KernelParamStatus proc.sys.fs.aio-max-nr 1 1048576 65536 false
x.x.X.10 runtime KernelParamStatus proc.sys.fs.file-max 1 2451441 800090 false

LGEKOH
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100-yrurnuT vs 1 talosctl /

Syscitl

y3HaeMm, ¢ 4em paboTaem

$ talosctl -n x.x.x.x get rd | grep kernelparameters

x.X.X.10 meta ResourceDefinition kernelmodulespecs.runtime.talos.dev
x.X.X.10 meta ResourceDefinition kernelparamdefaultspecs.runtime.talos.dev
x.X.X.10 meta ResourceDefinition kernelparamspecs.runtime.talos.dev
x.X.X.10 meta ResourceDefinition kernelparamstatuses.runtime.talos.dev

$ talosctl -n x.x.x.x get sysctls

$ talosctl -n x.x.x.x get kernelparamdefaultspec

modules kernelmodulespec kms
kernelparamdefaultspec kpds
kernelparamspec kps

sysctls kernelparameters kernelparams

LGEKOH
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100-yrurauT vs 1 talosctl LGEKOH

Xwm... Talos HacTpamBaeTcA oeknapaTtuBHO!
3HauYnNT eCTb KOH(Ur onAa Kaxkaon Hoabl!
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Machine
Config

y3HaeMm, ¢ 4em paboTaem

f

$ talosctl -n x.x.x.x get machineconfig -o yaml | yq .spec

$ talosctl -n x.x.x.x edit mc

LGEKOH
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y3HaeMm, ¢ 4em paboTaem

s A

$ talosctl -n x.x.x.x support
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100-yrurauT vs 1 talosctl LGEKOH

YnTan, yto Talos o6HOBNAETCA OAHOU KOMaHOOM
talosctl upgrade -n IP, Iposepum!
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100-yTunanT vs 1 talosctl /

nccnenyem npobnemy

f

$ talosctl -n x.x.x.20 get netstatus

NODE NAMESPACE TYPE ID VERSION ADDRESS CONNECTIVITY
X.X.Xx.10 network NetworkStatus status 5 true true

N

LGEKOH
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nccnenyem npodriemy

s A

$ talosctl -n x.x.x.20 tcpdump -i ethO
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100-yrurauT vs 1 talosctl LGEKOH

N cHoBa nopa noymtaTb gOoKyMeHTauuto!”

*https://www.talos.dev/v1.10/talos-guides/network/host-dns
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100-yTunanT vs 1 talosctl =
v / uccnepyem npobnemy BEKCH

r 2

$ talosctl -n x.x.x.20 netstat -tulp |grep 53

XxX.20 tcp O 0 127.0.0.53:53 0.0.0.0:* LISTEN 1/init
XxXX.20 tcp O 0 169.254.116.108:53 0.0.0.0:* LISTEN 1/init
XXX.20 udp O 0 169.254.116.108:53 0.0.0.0:* 1/init
X.Xx.X.20 udp O 0 127.0.0.53:53 0.0.0.0:* 1/init

$ talosctl -n x.x.x.20 get resolvers

NODE NAMESPACE TYPE ID VERSION RESOLVERS
X.X.X.20 network ResolverStatus resolvers 2 [“192.168.1.17]

$ talosctl -n x.x.x.20 logs dns-resolve-cache
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nccnenyem npobnemy
4 * 3

$ talosctl -n x.x.x.20 netstat -tulp |grep 53

XxX.20 tcp O 0 127.0.0.53:53 0.0.0.0:* LISTEN 1/init
XxXX.20 tcp O 0 169.254.116.108:53 0.0.0.0:* LISTEN 1/init
XXX.20 udp O 0 169.254.116.108:53 0.0.0.0:* 1/init
X.Xx.X.20 udp O 0 127.0.0.53:53 0.0.0.0:* 1/init

$ talosctl -n x.x.x.20 get resolvers

NODE NAMESPACE TYPE ID VERSION RESOLVERS
X.X.X.20 network ResolverStatus resolvers 2 [“192.168.1.17]

$ talosctl -n x.x.x.20 logs dns-resolve-cache

$ talosctl -n x.x.x.20 get dnsupstream

NODE NAMESPACE TYPE ID VERSION HEALTHY ADDRESS
X.X.X.20 network DNSUpstream 192.168.1.1 1 false 192.168.1.1:53
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pewaem npobnemy

f

$ talosctl -n x.x.x.20 patch mc

\ —patch \

$ talosctl -n x.x.x.20 get dnsupstream

NODE NAMESPACE TYPE ID
X.X.X.20 network DNSUpstream 8.8.8.8

'{"op": "replace”, "path": "/machine/network/nameservers”, "value": [‘8.8.8.8"][}]'

VERSION HEALTHY ADDRESS

1

true

8.8.8.8:53

&

LGEKOH
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100-yTunanT vs 1 talosctl /
.

pewaem npobnemy

$ talosctl -n x.x.x.20 upgrade -I ghcr.io/siderolabs/installer:v1.8.4

$ talosctl -n x.x.x.2 upgrade-k8s -to 1.30.6

LGEKOH
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obHOBNAEM

(

$ talosctl -n x.x.x.20 upgrade -I ghcr.io/siderolabs/installer:v1.8.4
$ talosctl -n x.x.x.2 upgrade-k8s -to 1.30.6
$ talosctl -n x.x.x.2 etcd alarm list

$ talosctl -n x.x.x.2 etcd defrag

?

W

LGEKOH
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npoBepAeM

-

/

$ talosctl -n x.x.x.2 health

waiting for etcd to be healthy: ...

waiting for etcd to be healthy: OK

waiting for etcd members to be consistent across nodes: ...
waiting for etcd members to be consistent across nodes: OK
waiting for etcd members to be control plane nodes: ...
waiting for etcd members to be control plane nodes: OK
waiting for apid to be ready: ...

waiting for apid to be ready: OK

waiting for all nodes memory sizes: ...

waiting for all nodes memory sizes: OK

waiting for all nodes disk sizes: ...

waiting for all nodes disk sizes: OK

waiting for no diagnostics: ...

waiting for no diagnostics: OK

waiting for kubelet to be healthy: ...

waiting for kubelet to be healthy: OK

waiting for all nodes to finish boot sequence: ...

waiting for all nodes to finish boot sequence: OK

waiting for all k8s nodes to report: ...

waiting for all k8s nodes to report: OK

LGEKOH
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100-yrunanT vs 1 talosctl

[TOMHIO B KOMBIOHUTW @ru_talos, HegaBHO OMnTpuin nucasn npo:

g Dmitry Rybalka

. nocMoTpu Tak talosctl cgroups --preset=io -n ip, TOXe HarngaHO NO MCNOJSIb30BaHUIO 0
- PressAvg10:
- PressAvg60:
- PressTotal:

LGEKOH

82



100-yTunnT vs 1 talosctl / LEKOH

NpoOBEPAEM

$ talosctl -n x.x.x.20 cgroups --help
Usage:

talosctl cgroups [flags]
Aliases:

cgroups, cg
Flags:

-h, --help help for cgroups

--preset string preset name (one of: [cpu cpuset i0 memory process swap])

--schema-file string path to the columns schema file

$ talosctl -n x.x.x.20 cgroups --preset io
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100-yTunnT vs 1 talosctl LEKOH

[Tawa pewunn 3agady v 0OBOJIbHLIN COOOU
nowen Ha obes...
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100-yTunnT vs 1 talosctl LEKOH

UTo Henb3sa caoenartb Yyepes talosctl?

Henb3a NnpocTo TaK B34Tb

> N

N yBennuuTtb BHeLWHUI xfs pasgoen
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MO>XHO!
TOJIbKO EMY HE TOBOPUTE =

1. kubectl debug node/HOLA -n kube-system --image=alpine -ti --profile=sysadmin
2. growpart /dev/sdf 1
3. xfs_growfs -d /dev/sdf1
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UTo Henb3sa caenatb Yepes talosctl?

talosctl delete

OTcyTCcTBYET U HE 6yAeT co3aaHo
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UTo Henb3sa caenatb Yepes talosctl?

talosctl delete

OTcyTCcTBYET U HE 6yAeT co3aaHo

Ho ecTb BepHbIN crocob o4ncTuThb /var

talosctl -n IP reset --system-labels-to-wipe EPHEMERAL --reboot
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Feature Request

Update talosctl to have the following subcommands structured as
verbs (apply, edit, gen, get, run),

nouns (etcd, k8s, node), and

maintenance (completion, config, help, version).

https://github.com/siderolabs/talos/issues/10133

LGEKOH
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Feature Request

https://github.com/siderolabs/talos/issues/10133

Original Command
apply-config, apply

bootstrap

cluster create/destroy/show

completion bash/zsh

config (all subcommands)

conformance
containers, c

copy, cp

dashboard

disks

dmesg

edit

etcd (all subcommands)
events

gen (all subcommands)
get

health

help

image, images

inject

inspect

kubeconfig

New Structure

apply with serviceaccount subcommand

Moved under etcd bootstrap
Moved under kubernetes cluster
completion bash/zsh

config with added validate
Moved under kubernetes ca
Moved under get containers
Moved under run

Moved under run

Moved under get

Moved under run

edit with —-patch option

etcd with added bootstrap
Removed

gen

get with expanded subcommands
Moved under get

help

Moved under get

Removed

Removed

Moved under get

LCEKOH

Status

@ Removed apply-config

Moved
Moved
Unchanged
Modified
Moved
Moved
Moved
Moved
Moved
Moved
Modified
Modified

@ Removed
Unchanged
Modified
Moved
Unchanged
Moved

@ Removed

@ Removed
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BbiBOAbI

1.Talos goctato4Ho npogymaHHasa Container Optimized OS v2

2.Machine config aTo 6a3sa
3.B Talos 2 Bnaa npobnem: pearnbHbIE U OT OTCYTCTBUSA XenaHua YnitaTb

4 .talosctl 3ameHdaeT MHOXeCTBO YTUNUT
5. Talos passnBaeTcs, komaHObl M apPryMeHTbl MOTYT N3MEHATLCH

6.KomMmboHUTN @ru_talos

LGEKOH
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