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NnaH poxnapa BEKOH

Hebonbluoe BCTynneHme

O0630p BOZMOXHbIX peLleHn

« Kaniko

« Buildah

« Builkit
Hebonbluon skcnepmMMeHT ¢ unshare
AnbTepHaTUBHbIN Nnoaxon kK coopke(Ko/Jib)

NToru

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPe[, 3



LEIKOH

BcTtynneHue
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Initial Access

Supply Chain
Compromise on
Cl/CD

Execution

Modify CI/CD
Configuration

Cl Threat Matrix

Persistence

Compromise
CI/CD Server

Privilege

Escalation
Get credential for
Deployment(CD)
on Cl stage

Defense Evasion

Add Approver
using Admin
permission

Credential
Access
Dumping Env
Variables in CI/CD

Lateral
Movement

Exploitation of
Remote Services

Exfiltration

Exfiltrate data in
Production
environment

LEIKOH

Denial of Services

Valid Account of
Git Repository
(Personal Token,
SSH key, Login
password,
Browser Cookie)

Inject code to 1aC
configuration

Implant CI/CD
runner images

Privileged
Escalation and
compromise other
CI/CD pipeline

Bypass Review

Access to Cloud
Metadata

(Monorepo) Get
credential of
different folder's
context

Clone Git
Repositories

Valid Account of
CI/CD Service

(Personal Token,
Login password,
Browser Cookie)

Inject code to
source code

Modify CI/CD
Configuration

Access to Secret
Manager from
CI/CD kicked by
different repository

Read credentials
file

Privileged
Escalation and
compromise other
CI/CD pipeline

Valid Admin
account of
Server hosting
Git Repository

Supply Chain
Compromise on
Cl/cD

Inject code to 1aC
configuration

Modify Caches of
Cl/ICD

Get credential
from CI/CD Admin
Console

Inject bad
dependency

Inject code to
source code

Implant CI/CD
runner images

SSH to CI/CD
pipelines

Inject bad
dependency

Modify the
configuration of
Production
environment

Deploy modified
applications or
server images to
production
environment

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef,




Cl Threat Matrix BEKOH

inlege Defense Evasion Credential Lateral
Escalation Access Movement

Supply Chain Madify CI/CD Compromise Get credential for |Add Approver Dumping Env Exploitation of Exfiltrate datain  |Denial of Services
Compromise on |Configuration CI/CD Server Deployment(CD) |using Admin Variables in CI/CD jRemote Services |Production
Cl/CD on Cl stage permission environment

Valid Account of |Inject code to IaC |Implant CI/CD Privileged Bypass Review Access to Cloud |(Monorepo) Get | Clone Git
Git Repository | configuration runner images Escalation and Metadata credential of Repositories
(Personal Token, compromise other different folder's
SSH key, Login CI/CD pipeline context
password,
Browser Cookie)

Valid Account of |Inject code to Modify CI/CD Access to Secret |Read credentials |Privileged

CI/CD Service |source code Configuration Manager from file Escalation and
(Personal Token, CI/CD kicked by compromise other
Login password, different repository CI/CD pipeline
Browser Cookie)

Valid Admin Supply Chain Inject code to 1aC Modify Caches of |Get credential
account of Compromise on  |configuration Cl/CD from CI/CD Admin
Server hosting |CI/ICD Console

Git Repository

Initial Access Execution Persistence Exfiltration

Inject bad Inject code to Implant CI/CD
dependency source code runner images
SSH to CI/CD Inject bad
pipelines dependency
Maodify the
configuration of
Production
environment

Deploy modified
applications or
server images to
production
environment

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef,




K8s Threat Matrix BEKOH

Initial Access Execution Persistence Privilege Defense Credential Discovery Lateral
Escalation Evasion Access Movement

Using Cloud Exec into Backdoor Privileged Clear container Access the KBS ~ Access cloud
credentials container container container logs List K8S secrets API server resources Data Destruction

Compromised bash/cmd inside Writable Cluster-admin Delete K8S Mount service  Access Kubelet Container service Resource
images in registry container hostPath mount binding events principal API account Hijacking

Kubernetes Pod / container Access container Network Cluster internal
Kubeconfig file  New container CronJob hostPath mount name similarity service account mapping networking Denial of service

Applications Applications

credentials in Access credentials in
Application Application Access cloud Connect from configuration Kubernetes configuration
vulnerability exploit (RCE) resources Proxy server files dashboard files

SSH server Writable volume
Exposed running inside Instance mounts on the
Dashboard container Metadata API host

Access
Kubernetes

dashboard

Access tiller
endpoint

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef,




Cl in k8s Threats

Privilege ) Credential Lateral )
Escalation Defense Evasion Access Moverent Exfiltration

Supply Chain Modify CI/CD Compromise Get credential for |Add Approver Dumpi Exploitation of Exfiltrate data in
Compromise on |Configuration CI/CD Server Deployment(CD) dmln Variables in CI/CD |Remote Services |Production
Cl/CD on Cl stage environme

Valid Account of |Inject code to 1aC |Implant CI/CD Privileged Bypass Rewew Access to Cloud |(Monorepo) Get |Clone Git
Git Repository | configuration runner images Escalation and Metadata credential of Repositories
(Personal Token, compromise other different folder's

SSH key, Login CI/CD pipeline context

password,

Browser Cookie)

Valid Account of |Inject code to
CI/CD Service |source code
(Personal Token,
Login password,
Browser Cookie)
Valid Admin
account of
Server hosting
Git Repository

Initial Access Execution Persistence

Modify CI/CD
Configuration

Access to Secret |Read credentials |Privileged
Manager from Escalation and
CI/CD kicked by compromise other
different repository CI/CD pipeline

Supply Chain
Compromise on

Inject code to laC
configuration

Exec into
container

Using Cloud
credentials

configuration of
Production
environment

Deploy modified
applications or
server images to
production
environment

images in registry container

Kubeconfig file  New container

Application
vulnerability

Application
exploit (RCE)

SSH server
running inside
container

Exposed
Dashboard
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Compromised bash/cmd inside

LEIKOH

Persistence

Backdoor
container

Writable

hostPath mount

Kubernetes
Cronlob

Privilege
Escalation

Privileged
container

Cluster-admin

binding

Access cloud
resources

Defense
Evasion

Clear container

logs

Delete K85
events

Pod / container Access container
hostPath mount name similarity

Connect from
Proxy server

Credential
Access

List K8S secrets

Mount service
principal

service account

Applications

credentials in

configuration
files

Access the K8S

Access Kubelet

Lateral Impact
Movement

Access cloud

resources Data Destruction

Resource
Hijacking

Container service
account

Cluster internal

networking Denial of service

Applications

credentials in

configuration
files

Writable volume
mounts on the
host

Access
Kubernetes
dashboard

Access tiller
endpoint



Cl in k8s Threats

Privilege
Escalation

LEIKOH

Lateral
Movement

Credential

Persistence
Access

Execution

Initial Access

Defense Evasion Exfiltration

Supply Chain Modify CI/CD Compromise Get credential fo
Compromise on |Configuration CI/CD Server Deployment(CD)
Cl/CD on Cl stage

Inject code to laC

Valid Account of
Git Repository
(Personal Token,
SSH key, Login
password,
Browser Cookie)
Valid Account of
CI/CD Service
(Personal Token,
Login password,
Browser Cookie)
Valid Admin
account of
Server hosting
Git Repository

configuration

Inject code to
source code

Supply Chain
Compromise on

configuration of
Production
environment

Deploy modified
applications or
server images to

environment

Implant CI/CD
runner images

Privileged

CI/CD pipeline

Modify CI/CD
Configuration

Inject code to laC
configuration

Escalation and
compromise other

Add Approver Dumpi Exploitation of Exfiltrate data in
dmin Variables in CI/CD |Remote Services |Production
per n environme

Access to Cloud
Metadata

Bypass Review

Access to Secret |Read credentials
Manager from
CI/CD kicked by

different repository
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Clone Git
Repositories

(Monorepo) Get
credential of
different folder's

Escalation and
compromise other
CI/CD pipeline

Initial Access

Exec into
container

Using Cloud
credentials

Compromised bash/cmd inside

images in registry container

Kubeconfig file  New container

Application
vulnerability

Application
exploit (RCE)

SSH server
running inside
container

Exposed
Dashboard

Persistence

Backdoor
container

Writable

hostPath mount

Kubernetes
Cronlob

Privilege
Escalation

Privileged
container

Cluster-admin
binding

Defense
Evasion

Clear container
logs

Delete K85
events

Pod / container Access container

hostPath mount name similarity

Access cloud
resources

Connect from
Proxy server

Credential
Access

List K8S secrets

Mount service
principal

service account

Applications

credentials in

configuration
files

Discovery Lateral

Movement

Access the K8S
APl server

Access cloud
resources

Access Kubelet

API account

Cluster internal
networking

Network
mapping

Applications
credentials in
configuration

Access
Kubernetes
dashboard files
Writable volume

mounts on the
host

Instance
Metadata API

Access
Kubernetes
dashboard

Access tiller
endpoint

Container service

Data Destruction

Resource
Hijacking

Denial of service




Clin k8s admin
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2 cambiX onacHbiIX ¢panna B peno3utTopum BEIKOH
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2 cambiX onacHbiIX ¢panna B peno3utTopum BEIKOH

W .gitlab-ci.yml

Dockerfile

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef,



CnnowHou RCE BEIKOH

Job Executor

W .gitlab-ci.yml

.gitlab-ci.yml

Scr?p‘t:
- escape,—anol—lnack.slq

Dockerfile D OC ke rfi I.e

RUN e,Scape.-ano(-l«\ack.Sl«\

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef, 13



LEIKOH

Niuem pelneHue
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Yem MOXXHO cobupaTb o6pasbli BEIKOH

Low level

Kaniko
Buildah
Buildkit

High level

Buildpacks
Nixpacks
Werf
Buildx
Etexs

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef, 15



CpepHee ycTpoucteo low level c6opuinka .

|

Kondeperums no BEsonacHocTtn KOHTENHEPOB 1 KOHTENHEPHbIX Cpef, 10



LEIKOH

Kaniko

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPe[, 17



Kaniko LEIKOH

« HeoduumnanbHbi NnpoekT Google

« [lonynspeH, MHOro CTOPOHHUX ranaooB

» MenHTENHEPDbI YXOOS8T N3 NPOEKTa

* [logpepxuBaeT He BECb CUHTAKCUC gokepdannos

* W3onsaums yepes chroot State of Kaniko: Unmaintained? #3348

(© open
« TpebyeT root B KOHTENHEPE
@‘ lc-guy opened on Oct 23, 2024 - edited by lc-guy Edits ~
It seems that all the remaining maintainers of this project have retired. Could we get some clarification regarding Kaniko's
Su pport bind Build Mounts (RUN --mou nt=type=bind / RUN --mou nt) development situation right now? Is the project being abandoned?

I|ke BU'Id K|t a nd BU||da h dO #1 568 The Gitlab CI docs, for example, reference Kaniko as the first choice when it comes to building container images without

doing prn.rlleged Docker-in-Docker. Buildah has emerged as an alternative since, but it requires using vfs (which slows down

(> open
builds quite a bit) and seems to require additio containers now, which kind of ruins the point.
F Thank you in advance.
@) guillaume-d opened on Feb 2, 2021 Assignees
For more details see https://github.com/moby/buildkit/blob/master/frontend/dockerfile/docs/syntax.md @ &35 @17 72

Label
That would help avoiding contortions in the Dockerfile due to COPY's silly "partial flattening” of file hierarchies... gt
area/dockerfile-cor

Also for performance some of the other types would be nice: differs-from-docke!

issue/mount | kir
* RUN --mount=type=tmpfs T
ind/feature-reque

* RUN --mnun[:type-cache but this ide build container # already (please vote at (=)

jority/p1 +
de build r# m If you are interested!) priorftypl \ e
bLl[ these asa Frst step may be no-op zmp\ementauons (juS[ to have better compatibility with BuildKit), whereas run --

mount=type=bind cannot be faked Type

© &5 95

Projects

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef,
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https://github.com/GoogleContainerTools/kaniko
https://github.com/GoogleContainerTools/kaniko/issues/3348
https://github.com/GoogleContainerTools/kaniko/issues/1568

Kaniko problems BEIKOH

« PaboTaet oT pyTa

« [lpu nobere n3 chroot [OCTYnNHblI BCce nepeMeHHble okpyxxeHunsa Cl gxobbl

Job Executor

kaniko-executor Root user

scr‘.pt:

CI eV\V VO\FS - kaniko-build.sh

Dockerfile

RUN EScaPe“and—L\ack.sL\

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef, 19



LEIKOH

Buildah

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPe[, 20



LEIKOH

« B CNCF kak yacTtb Podman Container Tools

* ,D,OKYMeHTaLI,VIFI Morna obiTb nyyuwe, Ho gn4d Ha4yana XBatTuT

«  W3onaums yepes chroot nnm BNOXeHHYI0 KOHTENHEPU3aLIUIO
« MoxeT 6bITb rootless(Tonbko npu ncnonb3oBaHuu chroot)

» [lpoekT cTabunbHO pa3BMBaeTCcA

Commits over time
Weekly from Jan 22, 2017 to May 25, 2025

80

60

40

suonNgLIuo)

20

2017 2018 2019 2020 2021 2022 2023 2024 2025

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef, 21


https://github.com/containers/buildah

Buildah problems BEIKOH

« [lpn nobere 13 chroot [OCTYNHbI BCe NepeMeHHble okpyxeHua Cl gxobbl

Job Executor

buildah-executor

seript:
CI env vars - Cudldab-buald.<h Rootless

Dockerfile

RUN escape—anal—l«ack.sln

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef, 22



LEIKOH

Buildkit

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPe[, 28



Buildkit LEIKOH

« YacTb moby project

« Mano poKkymeHTauum, Nopoun NPOoLLLE NOYNTATb UCXOOHUKN

. BOKPYI CKOPOCTU COOPKHU

* KV3onaums yepes BMOXEHHYIO KOHTEMHUPU3ALMIO
« 3anyckaeT ¢ gedonTHbIM seccomp npopunem
«  MoxHo nognoxutb AppArmor npodunb

« MoxeT ObITb rootless

« PaboTaeT Kak 0,eMOH, MOXHO 3anyckaTtb kak BHYTpu Cl g)obbl Ha Kaxayto cOopKy, Tak U AepxaTb B KnacTepe ooLnm
0EMOH

« MakcumanbHass COBMECTUMOCTb C OKPYXXEHMEM Ha MallnHax paspabos

* YmeeT B opentelemetry

KoHdepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENMHEPHbIX CPef, 24


https://docs.docker.com/build/buildkit/#overview

Buildkit problems BEIKOH

¢ ApXxuUTEKTYypa Ha NepBbi B3rNa4 CloxHee

« [lpuxoputcsa oTkno4aTh process sandboxing B rootless pexunme

No CI env vars No process sandboxing

9 / 2 (
(0cI REGISTRY| CI Cluster / GItLO&L‘)

\ ( Buildkit ¥sS ) - Gitlab NS )

\ [ Buldktd ) 1 I
\ [ RUN escape.sh T i

y TIN

Rootless — ’J\

~

f

Gitlab Runner|

Job executor

(_
Mon]toring system —
i

P —
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Buildkit Flow Diagram

Buildkit

-_ _b-_>

_>-_
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LEIKOH

Bpemsa npob6oBaTtb
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93333KCNepuMeHTbl

000
FROM docker.1io/library/debian:bookworm

RUN useradd user
USER user

RUN whoami # user
RUN unshare -r whoami # Operation not permitted OR root

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef,

LEIKOH
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93333KCNepuMeHTbl

000
FROM docker.1io/library/debian:bookworm

RUN useradd user
USER user

RUN whoami # user
RUN unshare -r whoami # Operation not permitted OR root

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef,

LEIKOH

f

-

unshare
Failed jobs

@ unshare-buildah
@ unshare-buildkit

@ unshare-kaniko

Q

Q

Q

29



LEIKOH

AnbTepHaTUBHbIN CNOCOD
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" LEIKOH

« CobupatoT buHapHuK/jar n konupyloT Ha nocnegHun cnon distroless obpasa
« Ko nepepnaH B CNCF(sandbox)
« Jib noppnepxunBaetca GoogleContainerTools

» MeHblle KOMMOHEHTOB — MpolLLe

MuHychi

« Ko He nopaepxunBaetr CGO
 He xBaTaeT BO3MOXHOCTEN KacToMM3aumu
* HeT nopogepxXku kawen BHe GannoBo CUCTEMDI

 He peuwatoTt I'IpO6J'IeMbI n3ondaunnm ot N3ObITOYHbIX nepemMeHHbIX OKPYXeHnA

Build Copy to distroless Push to registry

KoHdpepeHums no BEsonacHoctn KOHTENHEPOB 1 KOHTENHEPHbIX CPef, 31


https://github.com/ko-build/ko
https://github.com/GoogleContainerTools/jib

Unu cBon Benocunen BEIKOH

« JlMWwHMe 3aTpaTbl Ha Pa3pPaboTKy CBOEro peLleHus
« 13-3a noTepu cnoes TEPSEM B TMOKOCTH

« Distroless He Bcerga onpaBgaHO UCMOMNb30BaTb

KoHdepeHuunsa no bEsonacHocTn KOHTENHEPOB 1 KOHTEMHEPHbIX CPEN,



LEIKOH

UTtorm
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NTOoro

[ ] [ Kaniko [ Buildah [ Buildkit :
PacLUMPEHHbIN CUHTAKCUC X JAN N4
CkopocTb cbopku 2/5 3/5 45/5
KoL BO BHELHNX XpaHMUAULLaX N4 N4 v
JokyMeHTaums 1 CTOPOHHME ranabl 4/5 3/5 2/5
Rootless image X v v
PaboTaeT ¢ seccomp v v JAN
HacTtpavsaemble 3epkana v v v

in-toto
OCl spec features Only annotations Only annotations aSEtLeSS,&aI;[:gCZ%SaBn%g'
JononHuTenbHbin GyHKLUMOHAN Sbom scanner g Ctjstorrgdockerfile
yntax, sbom scanner,
daemon mode, etc

17



CybbeKTUBHOE MHEHME

Kaniko NPOCTO He Hafo MCNOMb30BaTh

Buildah XOpoLLee peLleHne No YMOMYaHMIo

Builkit nyyllee YTo eCTb eCNU He MyraeT NOPOr BXo4a
Ko v Jib }

U CBOM  NOQoNaeT He BCEM, HO MO3HAaKOMUTbCS CTOUT

daHalnor

KoHdepeHuma no bEsonacHocT KOHTENHEPOB 1 KOHTEMHEPHbIX CPE,

LGEKOH
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https://www.youtube.com/watch?v=dHHLdw2ON2w
https://depot.dev/blog/buildkit-in-depth
https://www.youtube.com/watch?v=yd0lvUXitxY
https://old.luntry.ru/wp-content/uploads/2024/07/06_opa_s_shared_docker_executor_pavel_sorokin_ozon.pdf
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