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* Cneumanu3npytocb Ha 6e30MacHOCTM KOHTEMHEPOB
U Kubernetes

* barxaHTep
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http://www.luntry.ru/
https://t.me/k8security

®OYHKLNOHANbHOCTb Luntry.

Luntry («J1aHTpM>») — 3TO KOMM/IEKCHas 3au.w|Ta Ha BCEM XXM3HEHHOM LMK/ KOHTewHeprIX NPUNOXEHWI

M CPEeACTB OpKecTpaumn Ha 6ase K8s.

KoHTponb cocTosiHuA
Kubernetes knactepos

MpoBepka
Kubernetes-pecypcos

obpasos u best practices
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YnpaeneHue yasBuMoCTAMU /

BesonacHocTb Runtime
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/— AHanus npae gocrtyna

N KOHTpOnb COOTBETCTBUSA
KnacTtepa ctaHgapTam

L 3awwura cetu



Agenda

e Peanuu 2025
e [Ipob6nemMbl kKnacTepos obLiero Ha3Ha4YeHus
e [lpobnembl ML knacrepos
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Al noBecioay

- LLM O6BeM poccuiickoro pbiHka LLM-nipoaykToB Ajis 6usHeca (Large
- Al aCCUCTEHThI Language Model, «bonpiiada a3bIK0Basa MOJeNb») 1o utoraM 2024 roaga
C cocTaBUT 35 MiIpf, pyo., moicynuTanu B LiIeHTpe UCKyCCTBEHHOTO
v anot nHTemnekta MTC (MTS Al). To 2028 roma sTOT okasaTenb OygeT
* GigaChat pacTu B cpeiHEM Ha 25% B rofl, TPOTHO3UPYIOT aHAIMTHUKU IIeHTpa.
¢ YandexGPT
e Copilot KOMILIEKTYIOIIIUMY, cHUTaeT AseKcaHap Aiusap U3 «CUTHIHHKa». 1o
P MHEHUIO JUpeKTopa II0 3aKyIIKaM HallpaBJIeHUs 3JIEKTPOHHOM
¢ Cursor KOMMepITuH KoMmmanuu diHouse Asrexcest MaseBa, POCT CIIpoca
* 06yCJIOBJIEH pa3BUTHEM TeXHOJIOTUM UCKYCCTBEHHOIO MHTeJIeKTa. OHU
o I PUBaTHbIE Tellepb paboTalT B TOM YHCJIe IIPY UCII0JIb30BaHUM MOIITHBIX

rpaduyuecKUx alalITePOB.
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GPU ncnonb3ytotca Be3ae

- ObnayHble npoBangepsbl
¢ OTevecTBEHHDbIE
¢ 3apybexHble

-=> BHyTpeHHne ML nnatdopmebl

@UNTRS Poccuiickoe pelueHvie ona 3awmTbl KOHTerHepoB 1 Kubernetes

Cozpaite knactep GPU

GPU-knacTtep — 370 BbIYMCIUTENbHBIN KNACTep, B KOTOPOM KaXkAblii y3e OCHALLEH rpaduyeckum
npoteccopoMm (GPU). YTo6bl NoakNiouMTb BUPTYasbHYIO MaLLMHY K KITacTepy, YKaxuTe ero npu
CO3[aHNU CBOEM BUPTYanbHOM MaLwmHbl. MoaKouaTh K KNacTepy MOXHO TO/bKO BHOBb CO3/aBaeMble

MaluuHbl Ha 6a3e GPU NVIDIA® Ampere® A100.

Co3patb knactep GPU Al Studio >

ndation Models

& Cepsepsbl c GPU

O6nayHble 1 pU3nyeckme cepBepsbl C rpapuyeckmm  echKit

KapTamMu
dex Search API

O6nayHaa GPU- Vision OCR
NHPpPaCTPYKTypa Transiste

DataSphere

O6nayHble GPU-cepBepbl ans HPC BbluncneHmn,
MaLLUMHHOIro 06yYeHus, MogennpoBaHus, o6paboTku
n306pa>xkeHnn n Bngeo

ML Platform

MNnatdopma ansa nonHoro umnkna ML-paspaboTkm n
cCoBMeCTHomn paboTbl Data-komaHpg
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NCKOe peLlleHune onAa 3allinTbl KOHTEUHEePOoB U

UNTRY Poccu
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OCHOBHbIE PUCKU KOHTENHEPU3AL UM

HA YPOBHE OBPA30B

e YA3BMMOCTW B KOMIMOHEHTax obpasa

e Hebe3onacHas KoHpUrypaums

e Hannuune yyBCTBUTENBLHOW
nHbopMaumm

 BpenoHocHoe MO u MO aBonHOro
Ha3HayeHUs

e OTCYTCTBME NOAMHHOCTM 06pa30B
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HA YPOBHE KOHTEMHEPOB

e HepeknappoBaHHbIE BO3MOXXHOCTH

e Hebe3onacHas kKoHburypaums

e /36bITOYHbIE NpUBMAErNA U
BO3MOXXHOCTU

HA YPOBHE OPKECTPATOPA

e Henogaepxmeaemble
CUCTEMHbIE KOMMOHEHTDI

¢ YA3BUMOCTW B CUCTEMHbIX
KOMMOHEHTax

e OTCYyTCTBME M30NSLUMKN Cpea

e OTCYTCTBME CETEBOM
CerMeHTaumm

e Hebe3onacHas kKoHbUrypauus

e OcTyCcTBME KOHTPONSA AOCTYNa

e /36bITOYHbIE MpUBMAErnm
CyLLHOCTEW
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[TpuMep: Ha ypoBHe 06pa30B

Unauthorized image of Kong Ingress Controller v.3.4.0

mrwanny published GHSA-58mg-ww7q-xw3p 3 weeks ago

Package Affected versions Patched versions
kong/kubernetes-ingress-controller 3.4.0 3.4.1
Description

Summary

On December 23, 2024, an unauthorized image of Kong Ingress Controller v.3.4.0 (hash:
sha256:a00659df0771d076fc9dobaf1f2f45e81ec9f13179f499d4cd940f57afc75d43 ) was uploaded to DockerHub containing code
that enabled cryptojacking in the form of calls to a crypto mining site pool.supportxmr.com.

On January 2, 2025, soon after becoming aware of the issue, we deleted version 3.4.0 and associated tags from DockerHub,
rotated all affected access keys to DockerHub, and later on January 2, 2025 released version 3.4.1 which removed the
unauthorized code.

We have no evidence to date to suggest that any other images (before or after the hash specified above) were affected.
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[lpyMep: Ha YpOBHE KOHTEMHEPOB

=> [loBbILLEHNE NPUBUNETUN apiVersion: v1
Y tadata:
2 n06er U3 KOHTeMHepa meanz:aever‘ything-allowed-exec-pod

labels:
app: pentest
spec:
hostNetwork: true
hostPID: true
hostIPC: true
containers:
- name: everything-allowed-pod
image: ubuntu
securityContext:
privileged: true
volumeMounts:
- mountPath: /host
name: noderoot
command: ["/bin/sh", "-c", "--"
args: ["while true; do sleep 30; done;"]
volumes:
- name: noderoot
hostPath:
path: /
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[lpMep: Ha YpOBHE OpKecTpaTopa

- W3nuwHue RBAC npusunermu

-> Co3aaHne HOBbIX CYLLHOCTEN . @

9 3a ernﬂeH Me ClusterRole ClusterRoleBinding

service
account

@UNTRS Poccuiickoe pelueHvie ona 3awmTbl KOHTerHepoB 1 Kubernetes



@U NTRY

[Mpobnembl ML knactepos :



Peuent ML knacrtepa
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XXeneso
> CDI

=> [Mpobnembl apanBepoB
-> PacwwupeHue attack surface

@UNTRS Poccwiickoe pelueHne anA 3awmTbl KOHTenHepoB 1 Kubernetes
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ML codT

- 1day n Oday ys3BumocTun
=> Insecure by design

layers have (de)serialization limitations!

The main reason to subclass Layer instead of using a Lambda layer is saving and inspecting a model.
TensorFlow models are programs Lambda layers are saved by serializing the Python bytecode, which is fundamentally non-portable
and potentially unsafe. They should only be loaded in the same environment where they were
TensorFlow (to use a term commonly used by machine learning practitioners) are expressed as programs that TensorFlow executes. saved. Subclassed layers can be saved in a more portable way by overriding their nfig()
TensorFlow programs are enf:odeq ES computati?n . Since models are practically programs that TensorFlow executes, using method. Models that rely on subclassed Layers are also often easier to visualize and reason about.
untrusted models or graphs is equivalent to running untrusted code.

If you need to run untrusted models, execute them inside a . Memory corruptions in TensorFlow ops can be recognized as security
issues only if they are reachable and exploitable through production-grade, benign models.

raw_code = codecs.decode(code.encode("ascii"), "base64")
except (UnicodeEncodeError, binascii.Error):
raw_code = code.encode("raw_unicode_escape")
code = marshal. loads(raw_code)
if globs is None:
globs = globals()
return python_types.FunctionType(

o Caution: TensorFlow models are code and it is important to be careful with untrusted code. See Using TensorFlow Securely for

details.

code, globs, name=code.co_name, argdefs=defaults, closure=closure

Warning: The marshal module is not intended to be secure against erroneous or maliciously constructed
data. Never unmarshal data received from an untrusted or unauthenticated source.
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https://youtu.be/MxbWDj0qap8?si=ALK5i7QjIzbMrlPt
https://youtu.be/MxbWDj0qap8?si=ALK5i7QjIzbMrlPt
https://youtu.be/MxbWDj0qap8?si=ALK5i7QjIzbMrlPt

CrneunduyHble JaHHble

-> Hebe3onacHas gecepuanusauus

Attacker injects malicious
pickle payload in model file

Pickle Bytecode +
malicious bytecode

User serializes model to file
pickle.dump("model.pkl")
ML model
g model.pkl
Malicious model _ Execute bytecode User loads model back from file -
A pickle.dump("model.pkl")

Malicious bytecode
compromises model
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CneumdunyHble MOAENN HapyLLUUTENS

=> CKOMNPOMETUPOBaAHHbIN pa3paboTuumK,
C BO3MOXHOCTbIO n3MeHsATb ML mogenu (Training Data Poisoning)
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1. Kaxkabli Knactep yHUKaneH
BblBOﬂH 2. K KaXOoMy Hy>XeH 0cobblil NOAXOA

3. Ewe 6onbwe ocobeHHOCTEN U Nosb3oBaTenen
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