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YTO Mbl NpoBepseM?

(L kubectl auth can-i ——list

Resources
%, %

selfsubjectaccessreviews.authorization.k8s. 10
selfsubjectrulesreviews.authorization.k8s. 10

 (CooteTtctBuMe CIS K8s

* [lonutukm Policy Engine

* Network Policy

« RBAC

* DKCMyaTUPYEM yA3BUMOCTM
paHTamMM u third-party
KOMMOHEHTOB

Non—-Resource URLs

[]
[*]

[]
[]
[/api/*]
[/apil
[/apis/*]
[/apis]
[/healthz]
[/healthz]
[/livez]
[/livez]
[/openapi/*]
[/openapi]
[/readyz]

[/ readyz]
[/version/]
[/version/]
[/version]
[/version]

Resource Names
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]

Verbs
[*]
[*]
[create]
[create]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
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[TpobnemMbl n nx pelueHmne

* 3oo0napkK Knactepos

« PacxoxpeHue
KOHPUTYypaLLmMi
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M MacluTabupoBaHuUs
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CAPI

« HauumHancs kak npoekT SIG Cluster Lifecycle

* [lepBbin penns coctosanca B nrone 2018 roaa

« 3./k 3Be3n Ha GitHub

o [looaepXrBaeT OECATKM PA3NMYHbIX NPOBaNAEPOB

 DpelMBOPK O yNpaBieHUs )M3HEHHbIM LLMKIOM Kubernetes knactepos
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CAPI| MaHunpecTbl

Management Cluster

Namespace

Cluster API
<<Controller>>

Bootstrap provider
<<Controller>>

Infrastructure provider
<<Controller>>

Machine

BootstrapConfig

InfrastructureMachine

Cluster

InfrastructureCluster

MachineDeployment

MachineSet

BootstrapConfigTemplate

InfrastructureMachineTemplate
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Metadata propogation

LUNTRY
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ClusterClass and its Templates
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Cluster

Labels & annotations [ S—
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Labels & annotations

ClusterClass and its Templates
\ Cluster U CC U template s
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5 Labels & annotations
Labels & annotations

Cluster U CC U template
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template
Labels & annotations
ControlPlane: ;
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Cluster U CC
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Cluster Spec

spec:
clusterNetwork:
pods:
cidrBlocks: ["192.168.0.0/16"]
services:
cidrBlocks: ["10.96.0.0/12"]
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.1io/vlbetal
kind: AWSCluster
name: my-cluster
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: my-cluster-control-plane
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InfraCluster

Labels & annotations
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Labels & annotations

ClusterClass and its Templates
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template na: o
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InfraCluster Spec

spec:
region: us-west-2
network:
vpc:
1d: "vpc-0abcd1234efgh5678"
subnets:
- 1d: "subnet-0abcd1234efgh5678"
role: public
- 1d: "subnet-0abcd1234efgh5679"
role: private
controlPlaneEndpoint:
host: "my-cluster-api.example.com"
port: 6443
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KubeadmControlPlane

Labels & annotations
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Labels & annotations
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KubeadmControlPlane Spec

spec:
replicas: 3
version: v1.27.3
kubeadmConfigSpec:
clusterConfiguration:
apiServer:
extraArgs:
enable-admission-plugins: "NodeRestriction"
infrastructureRef:
apiVersion: infrastructure.cluster.x-
k8s.io0/vlbetal
kind: AWSMachineTemplate
name: my-control-plane-machine-template
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MachineDeployment

Labels & annotations
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Labels & annotations
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MachineDeployment Spec

spec:
version: v1.27.3
bootstrap:
configRef:
apiVersion: bootstrap.cluster.x-
k8s.10/vilbetal
kind: KubeadmConfigTemplate
name: my-cluster-md-0-bootstrap
infrastructureRef:
apiVersion: infrastructure.cluster.x-
k8s.10/vlbetal
kind: AWSMachineTemplate
name: my-cluster-md-0-machine-template
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Machine

Labels & annotations
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Machine Spec

spec:
clusterName: my-cluster
version: v1.27.3
bootstrap:
configRef:
apiVersion: bootstrap.cluster.x-k8s.io0/vilbetal
kind: KubeadmConfig
name: my-cluster-machine-1-bootstrap
infrastructureRef:
apiVersion: infrastructure.cluster.x-
k8s.10/vilbetal
kind: AWSMachine
name: my-cluster-machine-1
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CtaHpapTbl 6e30nacHOCTU

CIS Kubernetes Benchmark
NSA/CISA Kubernetes Hardening Guide

Kubernetes Security Technical Implementation Guide (STIG)
PCl Security Standards Council
NIST Special Publication 800-190

[Mpunkaszs GCTIK Poccrm N°118
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CtaHpapTbl 6e30nacHOCTU

o) KomMrnoHeHTbl Control Plane

02 ETCD

03 Konpurypaumm Control Plane

04 Worker Nodes

05 Policies

*nopsagka 130 npoBepok



KoMnoHeHTbl Control Plane

KoHdurypaumoHHble dannbl yanos Control Plane
APl Server
Controller Manager

Scheduler

1.2.1 Ensure that the —anonymous-auth argument is set to false (Manual)
1.2.2 Ensure that the —token-auth-file parameter is not set (Automated)

1.2.3 Ensure that the DenyServiceExternallPs is set (Manual)
1.2.4 Ensure that the —kubelet-client-certificate and --kubelet-client-key argumer
appropriate (Automated)

LUNTRY
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ETCD

2.1 Ensure that the --cert-file and --key-file arguments are set as appropriate (Automates
2.2 Ensure that the —-client-cert-auth argument is set to true (Automated)
2.3 Ensure that the —auto-tls argument is not set to true (Automated)

2.4 Ensure that the —-peer-ceri-file and --peer-key-file arguments are set as appropriate
(Automated)

2.5 Ensure that the --peer-client-cert-auth argument is set to true (Automated)

2.6 Ensure that the --peer-auto-tls argument is not set to true (Automated)

2.7 Ensure that a unique Certificate Authority is used for etcd (Manual)

LUNTRY
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KoHopurypauum Control Plane

AyTeHTUdMKaLUMS M aBTOPM3aLL NS

NornposaHue/ayguT

3 Control Plane Configuration
3.1 Authentication and Authorization... -
3.1.1 Client certificate authentmatmn shnuld nnt be used fnr users ”‘v‘EF‘IUEH
3.1.2 Service account token authentication should not be used for users (Manual) .

3.1.3 Bootstrap token authentication should not be used for users (Manual)
3.2 Logging... e

3.2.1 Ensure that a rmmmal aud|t pﬂllcy IS {:reated {I"u‘lanuali

3.2.2 Ensure that the audit policy covers key security concerns (Manual)

LUNTRY
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Worker Nodes

KoHdurypaumoHHble pannbl y3nos Worker Nodes

KoHdurypaums kubelet

4.2.1 Ensure that the —anonymous-auth argument is set to false (Automated)
4.2.2 Ensure that the —authorization-mode argument is not set to AlwaysAllow (Automated)

4.2.3 Ensure that the —client-ca-file argument is set as appropriate (Automated)
4.2 .4 Verify that the --read-only-port argument is set to 0 (Manual)
4.2.5 Ensure that the —streaming-connection-idle-timeout argument is not set to 0 (Manual)

4.2.6 Ensure that the —make-iptables-util-chains argument is set to true (Automated)
4.2.7 Ensure that the —hostname-override argument is not set (Manual)

LUNTRY
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Policies

RBAC n Service Account
Pod Security Standards

Network Policies n CNI
YnpaBreHne cekpeTamu
CtopoHHuM Admission Controller

ObLLMe NONUTUKMA

5 Policies
5.1 RBAC and Service Accounts
5.1.1 Ensure that the cluster-admin role is only used where required (Manual)
5.1.2 Minimize access to secrets (Manual)
5.1.3 Minimize wildcard use in Roles and ClusterRoles (Manual) ...
5.1.4 Minimize access to create pods (Manual) o
.1.5 Ensure that default service accounts are not actively used (Manual)
.1.6 Ensure that Service Account Tokens are only mounted where necessary (M‘mu‘ul)
.1.7 Avoid use of system:masters group (Manual)
5.1.8 Limit use of the Bind, Impersonate and Escalate permissions in tho Kubernetes cluster (Manual)
5.1.9 Minimize access to create persistent volumes (Manual)...
5.1.10 Minimize access to the proxy sub-resource of nodes (Manual). 3
5.1.11 Minimize access to the approval sub-resource of certificatesigningrequests ObjPCtS H‘a‘lanual)
5.1.12 Minimize access to webhook configuration objects (Manual) ......
5.1.13 Minimize access to the service account token creation (Manual)
5.2 Pod Security Standards
5.2.1 Ensure that the cluster has at least one active policy control mechanism in place (Manual)
5.2.2 Minimize the admission of privileged containers (Manual)
5.2.3 Minimize the admission of containers wishing to share the host process ID nampsp'ace (Manual)
2.4 Minimize the admission of containers wishing to share the host IPC namespace (Manual)....
Minimize the admission of containers wishing to share the host network namespace (Manual).

6 Minimize the admission of containers with allowPrivilegeEscalation (Manual) ........................ ‘
2 7 Minimize the admission of root containers (Manual) .
2.8 Minimize the admission of containers with the NET_RAW capabnlm (M'mual)
5.2.9 Minimize the admission of containers with added capabilities (Manual)
2

5.2.10 Minimize the admission of containers with capabilities assigned (Manual)
5.2.11 Minimize the admission of Windows HostProcess Containers (Manual)
5.2.12 Minimize the admission of HostPath volumes (Manual).. ;
5.2.13 Minimize the admission of containers which use HostPorts (Manual)
5.3 Network Policies and CNI
5.3.1 Ensure that the CNI in use supports Network Policies (Manual)..
5.3.2 Ensure that all Namespaces have Network Policies defined (Manual)
5.4 Secrets Management
5.4.1 Prefer using secrets as files over secrets as environment vanables (Manual) .
5.4.2 Consider external secret storage (Manual) ......
5.5 Extensible Admission Control ...
5.5.1 Configure Image Provenance using ImagePolicyWebhook admission controller (Manual)
5.7 General Policies
5.7.1 Create administrative boundaries between resources usir nespaces (Manual).
5.7.2 Ensure that the seccomp profile is set to docker/default in your pod definitions (Manual)
5.7.3 Apply Security Context to Your Pods and Containers (Manual)
5.7.4 The default namespace should not be used (Manual)
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HeM npoBepaTb?

Kube-bench
CKpwmnTbl

YT10-TO CBOé

kube-bench

LUNTRY
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MHCTPYMEHTHI

MuHyCbl
* BHYTpeHHU pernamMeHT (MoXeT OblTb YTO Yro4HO)

e [INns NONMHOro NOKPbLITUS HYXXHO NMCATb YTO-TO CBOE&

[nochl

* Open Source O

LUNTRY
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Shift Down Security

App teams

Deliver business value by having best
understanding of user needs

App A App B
Team Team

Platform Team

Platform teams

Unburdens app teams by bundling common needs
into shared solutions

Security teams

Set security and governance rules, SLOs
for fixing vulns for platform and applications

VALUE

LUNTRY




Bcé ectb YAML

Kubernetes - geknapaTtnBHasa cucrtemMa
JTtoboun pecypc B Kubernetes — 31o YAML

CAPI MaHndecTbl — Takxke Habop YAML o8B

Ye noHumaeTe, K 4emy a7

LUNTRY
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Mcnonbsyem Policy Engine
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[1na 4yero MmoxeT 6bl Tb MOJSIE3HO

e [lpoBEPUTbL KN1acTepa eLLle Ha 3Tarne NPOBUXMUHUHTA

e YOeweBuUTb N YCKOPUTb UCMPaBieHne MUCKOHPUIOB
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YTO MOXXHO MPOBEPUTDL

e ®naru koMnoHeHToB Control & Data Plane

e Bepcum sgpa / OC/container runtime
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YTO HeNnb3s NPOBEPUTDb

e Copepxmnmoe YAML MaHndectos
e securityContext

* Network Policy

41



[TonMepbl

rules:
- name: validate-kubeadmcontrolplane-secure-params
match:
any:
- resources:
kinds:
- KubeadmControlPlane.controlplane.cluster.x-k8s.1i0
validate:
message: “KubeadmControlPlane must tollow CLS Kubernetes Benchmark"
pattern:
spec:
kubeadmConfigSpec:
clusterConfiguration:
apiServer:
extraArgs:
audit-policy-file: "/etc/kubernetes/config/audit-policy.yaml”,
authorization-mode: "RBAC,Node”,
bind-address: "127.0.0.1",
enable-admission-plugins: “NamespaceiLifecycle,NoderRestriction”

42
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[TpnMepsl

rules:
- name: validate-kubeadmcontrolplane-secure-params
match:
any:
- resources:
kinds:
- KubeadmControlPlane.controlplane.cluster.x-k8s.10
validate:
message: "KubeadmControlPlane must follow CIS Kubernetes Benchmark"
pattern:
spec:
kubeadmConfigSpec:
files:
- content: |
authentication:
anonymous:
enabled: false
webhook:
cacheTTL: 10s
enabled: true
x509:
clientCAFile: /etc/kubernetes/pki/ca.crt
authorization:

mode: AlwaysAllow

LUNTRY



NTorm

KubeadmControlPlane 59/59 717

KubeadmConfigTemplate

[Topsaaka /3% npoueHToB npoeepok CIS KBS Benchmark
MOXHO BbIMOMHNTbL 6e3 cyLLecTBOBaHMS KnacTepal

44



BMecTO 3aK/1tO4YEeHUs

Kubernetes B ka)xabi 1 O,oM

Hukorpa He 3abbiBaTh Npo 6esonacHocTb K8s

Mo)XHO coenaTb K/acTtep 6e3onacHbIM, AaXXe Korga ero He cyuw,ecreByeT
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3A BHUMAHUE

CEPFEV KAHUBOP

R&D / Container Security Luntry
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