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[ToTpedbHOCTU: KTO U 3a4eM NULLET NOSTUTUKM

DevSecOps

require-run-as-nonroot
disallow-privileged-containers
require-ro-rootfs

01

DevSecOps

e [1IpoBepkn nognucen obpasos (airgap)

BEKOH™*

01

DevOps & SRE

require-pod-requests-limits
disallow-latest-tag
require-deployments-have-multiple-replicas

02

DevOps & SRE

® unique-ingress-host-and-path
require-unique-external-dns

)%

Containers

restrict-node-port
pdb-maxunavailable
restrict-storageclass

03

Containers

e restrict-pod-count

03




[Touemy kyverno nepectan crnpaBnaTbCA BEKOH™

Kyverno — oTnmn4HbIM MIHCTPYMEHT. HO ero akcnnyartayma HeTpuBmanbHa.

/Keﬁc [locnencTBus \
Bkntounnun background-ckaH gns cbopa ucknovyeHnn Ha data-knactepe 3aadoekTnnu knactep k8s
[eHepupyeTca BonbLLIOE KONMMYECTBO OTYETOB, OTYETHLI HE yaandArTCs Pasnoysaert etcd
[lepeHocunun kyverno B gpyrom namespace 3abnoknposanu BCE =)
Cosganu mytaumto ¢ NOXo40M B BHELLHIOK CUCTEMY [Toabl co3garoTcsl OMeHb 4OMro
\SaXOTeJ'IVI OOHOBUTLCA C V2 Ha V3 O6HoBreHne 6e3 NPoOCTod He NPEeAYCMOTPEHO =) /
4 )

c QR ¢ ccbInNKoW Ha NPOLUIOroAHWI JOKa Npo peLenTbl NpaBUTbHOrO NPUroToBneHnsa Kyverno B KOHLE npe3eHTaumnm

NS J




BEKOH™*

O3By4eHHbIe NMPOobNeMbl XapaKkTEPHbI
nnsg webhook-noaoxona

KOH®EPEHLA MO BE3OMACHOCTU KOHTEMHEPOB U KOHTEMHEPHbLIX CPE[



BEKOH™**

80—90% nonuTuK -
9TO NpocTenLlada Banngaung.

KOH®EPEHLA MO BE3OMACHOCTU KOHTEMHEPOB U KOHTEMHEPHbLIX CPE[



VAP* vs webhooks BEKOH>

4 . )
Kputepuu VAP Bebxykn (Kyverno / OPA)
[Oe ncnosnHseTcs BHyTpu API-cepBepa OTaoenbHble noabl
NononHutenbHas nHdpa He HyxHa © HyxHa
[lpocTasa Banvoauus © VpeanbHo © /136biTouHO
CrioxHas noruvka He nooxoaut O Texunueckn nogxogut
MyTauuu © Ectb (1.36, MAP?) © Ectb
HapexHocTb @ Buicokas O Huxe yem y VAP
[ paHynAapHbIEe UCKIMHOYEHNS © Ecmb © Ecmb
CKaH CyLLEeCTBYHOLMNX PECYPCOB Het © Ectb
\OT‘-IéTbI © Ecmb © Ecmb Y

*MAP - Mutating Admission Policy 9



CpaBHeHue ValidatingAdmissionPolicy n ValidatingPolicy  BEKOH™

Feature
Enforcement
Payloads
Distribution
CEL Library
Bindings

Auto-generation

External Data
Caching

Background

sCans

Exceptions

Reporting

Testing

ValidatingAdmissionPolicy
Admission

Kubernetes

Kubernetes

Basic

Manual

ValidatingPolicy

Admission, Background, Pipelines, ...
Kubernetes, Any JSON or YAML
Helm, CLIL, Web Service, API, SDK
Extended

Automatic

Pod Controllers,

ValidatingAdmissionPolicy
Kubernetes resources or API calls
Global Context, image verification results

Periodic, On policy creation or change

Fine-grained exceptions

Policy WG Reports API

Kyverno CLI (unit), Chainsaw (e:

10



BEKOH™*

VAP bepem anga npocton Banngauunn
Kyverno octaBngem ana CnoXHbIX KEUCOB
OyHKUMoHanbHOCTb VAP ncnonb3yem Hanpamyto
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Common Expression Language (CEL)

-~

&

[1poCTON CUHTaKCUC

01

~

-~

bbiCTpbIN

HaHo/MUKpOCeKyHA bl
KomMmnunauusa oauH pas

&

)

4
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\

BcTpanBaembin

03
4

J

a I
HenonHbIv No TbHOPUHIY = HET LUKIOB
04
N
4 I
[Tpnmep npo 6e3onacHoOCTb
[MpoBepsiem, 4To URL BesonacHbin
| iSURL(self) && url(self).getScheme() == 'https’
05
A /
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Kak CEL noasunca B kubernetes

BEKOH™*

KEP #2876
4 h 4 I
CRD Validation 01 CRD Validation 03
Asryct 2022 Lekabpb 2023
% %
4 N I
\V/\ 02 \V/a\ 04
Asryct 2023 Anpenb 2024
y N 4

A
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Y10 fann CRD Validation rules? BEKOH™
s N [ R

- openAPIV3Schema:
CEL-BblpaxxeHus e

NPAMO B CXEME CRD properties:

spec:

01 type: object

X-kubernetes-validations:

\ / - rule: "self.minReplicas <= self.replicas && self.replicas
<= self.maxReplicas"

/ message: "replicas should be in the range
minReplicas..maxReplicas."

[lpoBepka kaxgoro oobekta CRD properties:

npw co3gaHum / obHOBNEHUN e —

4

E)BenAPIVBSChema:
\ 02/ properties:

value:
/

maxLength: 512
type: string

xX-kubernetes-validations:
be3s Be6xy|<0|3, bes - message: Value is immutable

[OMOMNHUTENbHOW MHMPACTPYKTYPhI rule: self == oldSelf

required:
- value

03 type: object

A y . 4

15

J




YTto ato gano ona VAP? BEKOH™

Es———————————— .- ————————————— ... ————— =R —-— .. ———————————— .. ————————— - ... ———————————Z—Z—___—————————-Z-_____————

He n3obpeTteH [Tepeucnonb3oBaH CRD MexaHn3m pacLumpeH
Benocunen Validation Rules Ha admission control
(napamepThl,
aBTOpPM3aLMOHHbIE
NPOBEPKN)
0k 02 03
\ 4
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BEKOH™*

"“Webhooks are operationally

burdensome for cluster administrators
to manage” (c) KEP-3488



KEP onpenengaet 4yeTthipe
KnoveBble NpobnemMbl BEOXYKOB

a2 I
NHdopacTpyKkTypa:

OTAeNbHbIN cepBUC,
ceptudomnkaTbl, pecypchl

01
NS
a8 | )
fail closed vs fail open:
nnn 6e3onacHoCTb,
NN O0TKa30yCTONYMBOCTb
03
\ 4

BEIKOH**
4 I
3a0ePXKKN:
KaXkgoe obpalleHne = ceTeBon Xor
02
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CTpyKTypa U KINtoYeBbIE

dounyn VAP
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[IpuHUKMN pa3geneHna otBeTtcTtBeHHoOCTU B VAP

-~

-~

ValidatingAdmissionPolicy

~

N

~

KTo nuweT npaBuna

(3aKas4uKk)

/

-~

&

ValidatingAdmissionPolicyBinding

~

4

-~

KTo BKNoYaer

(agMUHMCTPATOp Krnacrepa)

~

LEKOH™
4 )
Parameter Resource (CRD)

N\ i /
4 )
KTo HacTpauBaer
(Bnagenew, cepsuca)

o 4
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ValidatingAdmissionPolicy — «4To npoBepaem?» BEKOH?

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingAdmissionPolicy
metadata:
name: capabilities
spec:
failurePolicy: Fail
matchConstraints:
resourceRules:
- apiGroups: ["]
apiVersions: ["v1"]
operations: ['CREATE","UPDATE"]
resources: ['pods”,"pods/ephemeralcontainers”]
scope: ™'
variables:
- expression: "object.spec.containers + object.spec.?initContainers.orValue([]) + object.spec.?ephemeralContainers.orValue([])"
name: allContainers
validations:
- expression:
variables.allContainers.all(container, container.?securityContext.?capabilities.?drop.orValue([]).exists(capability, capability.upperAscii()
=="ALL"))
message: "Containers must drop "ALL" capabilities."

22



ValidatingAdmissionPolicyBinding —

«rOe N Kak npoBepsaem?»

-~

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingAdmissionPolicyBinding
metadata:
name: capabilities
Spec:
validationActions: [Audit, Deny]
policyName: capabilities
matchResources:
namespaceSelector:
matchExpressions:
- key: "vap.example.com/capabilities”
operator: Notin
values: ["excluded"]

~

-~

"

policyName

(CcbInka Ha NONUTUKY)

01

~

-~

matchResources

(kakne pecypchbl
nonagatoT nog NosnmTUKy)

03
4

~

BEKOH™*

-~

\

paramRef

(roe 6paTb AaHHbIE)

02

~

-~

validationActions
(Deny / Warn / Audit)

04

~
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ValidatingAdmissionPolicyBinding - BEKOH=
«rOe U Kak npoBsepsaem?»

apiVersion: admissionregistration.k8s.io/v1 ECJ'II/I Hy)KH() 6oj'|ee >KéCTKO

kind: ValidatingAdmissionPolicyBinding KOHTpOJ'I N po BaTb CMMNCOK NCKNKOYeHu |7|
metadata:

name: capabilities
Spec:
validationActions: [Audit, Deny]
policyName: capabilities
matchResources:
namespaceSelector:
matchExpressions:
- key: kubernetes.io/metadata.name
operator: Notin
values:
- Kube-system

24



[ lapameTpunsauyms

Policy

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingAdmissionPolicy
metadata:
name: capabilities
Spec:
paramKind:
apiVersion: vap.example.com/v1
kind: Parameter
variables:
- name: "globallyAllowedCapabilities"
expression: "[
'NET _BIND SERVICE',
"
validations:
- expression: >
object.spec.containers.all(c,
c.?securityContext.capabilities.add.orValue([]).all(cap,
cap in variables.globallyAllowedCapabilities ||
cap in params.allowedCapabilities

)
)

Binding
apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingAdmissionPolicyBinding
metadata:
name: capabilities
Spec:
validationActions: [Deny]
policyName: capabilities
paramRef:
name: params
parameterNotFoundAction: Allow
matchResources:
namespaceSelector:
matchExpressions:
- key: "vap.example.com/capabilities”
operator: NotIn
values: ["excluded"]

BEKOH™*

Parameter CRD

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
name: parameters.vap.example.com
Spec:
group: vap.example.com
names:
kind: Parameter
listkind: ParameterList
plural: parameters
singular: parameter
scope: Namespaced

Parameter Resource

apiversion: vap.example.com/v1
kind: Parameter
allowedCapabilities:
- "NET_ADMIN" 23



Variable Composition

-~

spec:
variables:
- name: hasVolumes
expression: "lhas(object.spec.volumes)"
- name: volumes
expression: "object.spec.volumes”
- name: volumesWithHostPath
expression: "variables.volumes. filter(volume,
has(volume.hostPath))"
validations:
- expression: >-
variables.hasVolumes ||
variables.volumesWithHostPath.all(volume,
lvolume.hostPath.path.matches('/var/run/docker.sock’))
- expression: >-
variables.hasVolumes ||
variables.volumesWithHostPath.all(volume,
lvolume.hostPath.path.matches('/var/run/containerd/containerd.s
ock’))
- expression: >-
variables.hasVolumes ||
variables.volumesWithHostPath.all(volume,
lvolume.hostPath.path.matches('/var/run/crio/crio.sock'))
- expression: >-
variables.hasVolumes ||
variables.volumesWithHostPath.all(volume,
\!volume.hostPath.path.matches('/var/run/cri-dockerd.sock'))

JfieHnBoO€E BbIHNCIIEHUNE,

BEKOIH*°

01

3adlOMUHAKTCA pe3yribTaThl,

02

-4

MOXHO CCblJ1aTbCA TOJIbKO Ha paHee
00ObSABIIEHHbIE nepemMeHHbIE.

03

27



matchConditions: dounsTpaunsa 0o Banuaaunmu

-

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingAdmissionPolicy
metadata:

name: example1
spec:

matchConditions:

- expression: (object.metadata.name).find
("servicel|service2") == ""
name: 'exempt-by-name'

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingAdmissionPolicy
metadata:

name: example2
spec:

matchConditions

- name: 'exempt-by-namespace-and-name’
expression: |

"namespace1”: ['name1”, "name11"],
"namespace2”: ['name2", "name22"]
}object.metadata.namespace]
).exists(prefix, object.metadata.name.startsWith(prefix))

\

~

Bce ycnosusa matchConditions OOMmKHb
BEPHYTHL true, 4TOObLI NEpPENTN K Banugaumu,

BEKOH™*

ecnu false nnun owmnbka —

NoNUTNKA NPOonycKaeTcs; 02
ecnu true — nepexoanm K Banuvgaumm

(OCHOBHbIE MPOBEPKMN); 03
ecnu owmnbka CEL —

cpabaTtbiBaer failurePolicy; 04

A



ABTOpPM3aLIMOHHbIE NPOBEPKN BEKOH?
~

validations:
# oTCcekaeM MMnNepcoHaLUuto - BCe 3arnpochkl OMKHbI cogepXaTb MMS Npu UCMONb30BaHNKM sa
- expression: "has(request.userinfo.extra) && (‘authentication.kubernetes.io/node-name' inrequest.userinfo.extra)"
message: "this user must have a \"authentication.kubernetes.io/node-name\" claim"
# BCe 3anpochkl A0SMKHbI OTMNPaBATLCA C HOAbI, rae paboTaeT noa
- expression: "object.metadata.name == request.userinfo.extra[\"authentication.kubernetes.io/node-name\"][0]"
messageExpression: "updates to Node ' + string(object.metadata.name) + ' may only be effected from the pod running on the same node™

" v
~

authorizer.group("). authorizer.path authorizer.service
resource('pods’). ('healthz').check('get’). Account('default’,
namespace(‘default'). allowed() 'myserviceaccount’).
check('create').allowed() resource('deployments').

check('delete’).allowed()

01 0) 03

AS
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brogxeTbl CEL: 3awmTa or DoS BEKOH™

[Tpn npumeHeHun obbekTa (estimated cost):

Ecnn B xyglwem cnydae pacyeTHoOe BpeMSA BbINOMHEHNA OKaXeTCs
HernomepHo BbiCOkMM, API-cepBep npenorepaTuUT 3anuchb
COOTBETCTBYHLLENO Bblpa)keHus

[1pn BbINOMAHEHUN (runtime cost):

Ha Kaxxgoe npasuso (percall) 10 000 000 (~1 cekyHaa)
\ Ha BCHO MOSIUTUKY LLENTUKOM 100 000 000 (~10 cekyHn)
[Tpu npeBbiweHun failurePolicy onpeaenset pesynerat 0

32



[IpoBepKa image spec Yepes perynsapky

BEKOH™*

-

~

self.matches('*(((?:[a-zA-Z0-9]|[a-zA-Z0-9][a-zA-Z0-9-]* [a-zA-Z0-9])(?:\\.(?:[a-zA-Z0-9]|[a-zA-Z0-9][a-zA-Z0-9-]*[a-zA-Z0-9]))+(?::[0-9]+)?)|(localhost

(2::[0-9]+)?2))(?:(?:/[a-z0-91+(?:(?:(2:L._1|_I[-*)[a-z0-9]+)+)?)+)2$|A(((?:[a-zA-Z0-9]|[a-zA-Z0-9][a-zA-Z0-9-]*[a-zA-Z0-9])(?:\\.(?:[a-zA-Z20-9]|[a-zA-Z0-
9][a-zA-Z0-9-]*[a-zA-Z0-9]))+(?::[0-9]%)?)(localhost(?::[0-0]+)?))(?:(?:/[a-z0-9]+(?:(?:(2:[._1|__[[-])[a-z0-9]+)+)?)+)?$')

J

spec.validation.openAPIV3Schema.properties[spec].properties[scopes].items.x-kubernetes-validations[0].rule: Forbidden: estimated rule cost
exceeds budget by factor of more than 100x (try simplifying the rule, or adding maxltems, maxProperties, and maxLength where arrays, maps, and
strings are declared)

~

32



matchConditions: OogXeT Ha BbINONHEHNE BEKOH™

17 package cel

18

19 const (

20 /I PerCallLimit specify the actual cost limit per CEL validation call

21 /] current PerCallLimit gives roughly 0.1 second for each expression validation call
22 PerCallLimit = 1000000

23

24 |/ RuntimeCELCostBudget is the overall cost budget for runtime CEL validation cost per ValidatingAdmissionPolicyBinding
or Custom Resource

25 [/ current RuntimeCELCostBudget gives roughly 1 seconds for the validation

26 RuntimeCELCostBudget = 10000000

27
28 /I RuntimeCELCostBudgetMatchConditionsistheoverallcostbudgetforruntime CEL

validationcostonmatchConditionsperobjectwithmatchConditions

29 // this is per webhook for validatingwebhookconfigurations and mutatingwebhookconfigurations or per
ValidatingAdmissionPolicyBinding

30 //current Runt|meCELCostBudgetMatchCond|t|ons gives roughly 1/4 seconds for the validation

31 RuntimeCELCostBudgetMatchConditions = 2500000

32

33)

26
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=

nforcement Actions

-

Pexxnmbl validationsActions
Ha OMHAOUHrE:

® DENY (oTknoHsem 3anpoc)
® WARN (npenynpexageHue B kubectl)
® AUDIT (nuwem B Audit Log) 01

BEKOH™*

-

® llar 1: WARN + AUDIT;
® Lllar 2: cobupaem ncknoYeHna (aHannu3npyem riorun);

® lllar 3: DENY + AUDIT (Bkntoyaem enforce);

04

~

@ MoxHo KoMBUHUpOBATL:

[Warn, Audit] nnn [Deny, Audit]

A

)%
Henbaqa:
[Deny, Warn] ayonupyet nHdgpopmaumio
03

[Topagok gencrteumn
B Lleno4yke admission

® VAP npoBepku BbIMOMHAKTCA NeEPBLIMU;

® \Webhook (kyverno) BbinonHaTCA cnegom

05

[1py murpauum:
® VAP B [Warn, Audit], kyverno B Deny;

® Kaxabin oTkas Kyverno gormkeH MMeTb npeaynpexgeHue
VAP; ecnn HET = NONMUTUKN HE 3KBUBAIEHTHbI.

06
4
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JKcnnyarauus

N HabNKOaeMoCTb
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AyOuUT BMECTO XpaHeHUa OT4YEeTOB B etcd BEKOH™

https://kubernetes.io/docs/reference/access-authn-authz/validating-
admission-policy/#audit-annotations

apiVersion: admissionregistration.k8s.io/v1 # the audit event recorded
kind: ValidatingAdmissionPolicy
metadata: "kind": "Event",
name: "demo-policy.example.com" "apiVersion": "audit.k8s.io/v1",
spec: "annotations": {
failurePolicy: Fail "demo-policy.example.com/high-replica-count":
matchConstraints: "Deployment spec.replicas set
resourceRules: to 128"
- apiGroups: ["'apps"] # other annotations

apiVersions: ["v1"]
operations: ["CREATE", "UPDATE"]

resources: ["deployments”] # other fields
validations:
- expression: "object.spec.replicas > 50" }

messageExpression: "Deployment spec.replicas setto ' +
string(object.spec.replicas)"
auditAnnotations:
- key: "high-replica-count”
valueExpression: "Deployment spec.replicas setto ' +
string(object.spec.replicas)"

38



MOHWUTOPUHI

BEKOH™*

https://kubernetes.io/blog/2024/04/24 /validating-admission-

policy-ga/#set-up-monitoring

# oOLlee KOnmM4ecTBo
NPOBEPOK MONMUTUKN

apiserver_validating_admission_policy check total
Validation admission policy check total, labeled by policy and further
identified by binding and enforcement action taken.
StabilityLevel:BETA
Type: Counter
Labels:enforcement_actionerror_typepolicypolicy binding

# 95-1 NepueHTUnnb
ONUTENBbHOCTU OS5 MOSIUTUKU

histogram__quantile(0.95,sum(rate(apiserver_validating__

adm|SS|on _policy _check duration_seconds_bucket{policy=
"name"}[5m])) by (le))

# ONNTENBHOCTb MPOBEPOK

apiserver_validating_admission_policy check duration
seconds
Validation admission latency for individual validation
expressions in seconds, labeled by policy and further including
binding and enforcementaction taken.
StabilityLevel:BETA
Type: Histogram
Labels:enforcement_actionerror_typepolicypolicy binding

# yacTtoTa BbINONHEeHns

rate(aplserver validating_admission_policy check total
{policy="name"}[5m])

40



MOHUTOPUHT

-~

apiserver_cel _compilation_duration_seconds
CEL compilation time in seconds.
StabilityLevel:BETA
Type: Histogram
Components:
kube-apiserver (/metrics)

apiserver_cel evaluation_duration_seconds
CEL evaluation time in seconds.

Stability Level:BETA

Type: Histogram

BEKOH™*

41



Kak TecTnpoBaTtb MOMUTUKA

BEKOH™*

6e3 paboTatoulero knacrtepa (envtest-nogxon)

® Cxema c etcd + kube-apiserver + nonutukn VAP +
kubectl apply --dry-run=server

01

® B kayecTtBe 0CHOBbI MOXHO B34Tb kubebuilder / envtest
nnn cobparb KacToMHbIN 0bpa3 ¢ supervisord

)

[TneurpayHg VAP
® Ul-doopma (Go)
® 3arpy)aem nornuTuK1 Npu ctapte

® Pa3paboTymk BOMBaeT MaHUMECT 1 Nosly4yaeT BEPAUKT
® He3 gocTtyna K OCHOBHOMY KriacTepy

01

® kubebuilderenvtest: https://book.kubebuilder.io/
reference/envtest

\

03

Day?2
® Gates ana CICD
® MOHUTOPUHI «MEPTBBLIX» UCKITIOYEHNN

)%
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EPOB U KOHTEMHEPHbLIX CPE[ -\




KOH®EPEHLMA MO BE3OTT. DHTEMHEPOB M KOHTEMHEPHbIX CPE[L




Manifest-based admission control BEKOH™

He 3ameHstoT API-based VAP ValidatingAdmissionPolicies

ValidatingAdmissionPolicyBindings
MutatingAdmissionPolicies

Het napametpos MutatingAdmissionPolicyBindings
Bo3aHukaloT BONpockl Mo JocTaBke TokenReviews
LocalSubjectAccessReviews
SelfSubjectAccessReviews

@ Ectb meTpukn Ans o6HapyKeHWsl pacxoKaeHwi SelfSubjectReviews

CuHXpoHM3aumsa KoHurypaumm He NnpeaycMoTpeHa

Hy>XHbI npoLuecchbl

@ 3awmwator APl-based admission-pecypcsi

44



BbiBOAbI BEKOH™>

« VAP — anga 6azoBoun Banngauun. [pocTo, ObICTPO, HAOEXHO
 kyverno/ OPA — panga octanbHoro: background-ckaHbl, cnoXHasa noruka
 He ncnonb3ynute BeEOXyKN Tam, e OHU HE HYXHbI

KOH®EPEHLA MO BE3OMACHOCTU KOHTEMHEPOB U KOHTEMHEPHbLIX CPE[



[lone3Hbie CCbINIKK BEIKOH=

Ooknag “Kyverno: peuenTbl NPaBUSiIbHOro NMpUrotToBneHns”

KOH®EPEHLA MO BE3OMACHOCTU KOHTEMHEPOB U KOHTEMHEPHbLIX CPE[



bEKOH™

KOH®EPEHUMA MO BE3OMACHOCTW KOHTEMHEPOB N KOHTEMHEPHbLIX CPE[
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