A §

cyber ©) LUNTRY
camp

[lyTeBOAUTEND
No 6e30NACHOCTU
KOoHTenHepoB U Kubernetes “ W

OMntpuin EBOOKMMOB
Founder&CTO Luntry

27.03.2026



060 MHe

OMmuntpun EBoOKNMOB
B

51 He BEpPHO B TO, YTO CUCTEMY MOXKHO
caeniaTh HaAEXHOM 1 6€e30MacHOM,

HEe NMOHMMQAS TOro, KOK OHQ yCTpoeHA.

OcHoBarTenb Cneuuanusauusg -

U TEXHUYECKUMN 6e30nacHOCTb KOHTEMHEPOB
aupexkTop Luntry n Kubernetes

Bonee 15 net onbita B B AsTop Tl-kaHana k8s(in)security

dkcnepT B chepe 6e30NacHOCTU KOHTEUHEPHDIX cpea,

e OpraHunsaTtop KoHpepeHuumn «beKon» no BEsonacHoctn KOHTenHepos

e bbIBLLUUIN penakTop pyopuk B xypHane «XAKEP», aBTop cepuu ctaten

e ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

* YneH nporpammHoro komuteta koHdepeHumnm DevOpsConf u KUBER CONF

Cnukep

VK Kubernetes Confidence ZeroNights beKoH HITB
DevOpsConf HackInParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops SAS
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NMoprortoBKa K NyTeLwlecTBuIo

UccnepoBaHMe MUpa 6e3onacHOCTU KoOHTenHepoB u Kubernetes
Mup rnasamm 3/10yMbILLNTIEHHUKOB

Mup rnasamMm salllUTHUKOB

NonesHocTu

BbiBOAbI
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3auemM?

KoHTtenHepusauusa: bonee 90% opraHmnsaumum yxxe Ncrnonb3yroT KOHTEUHEPDI
B Npou3BoOACTBEeHHbIX cpenax (production).

Kubernetes (K8s): Mo paHHbIM exxerogHoro onpoca CNCF 3a 2025 ropg,
ncnonb3oBaHmne Kubernetes B production pgocturno 82%, 3akpenms 3a HUM
cTaTyc «ae-¢paKTo onepauL,MOHHOW CUCTEMDI» AN 06nadYHbIX BblMUCAEeHUU n NN -
NPUNOXEHUN.

PocTt skocucrtembl: C MOMeHTa npucoeguHeHnsa Kubernetes k CNCF konnyectso
KOMMaHUMN-KOHTPUBBIOTOPOB Bblpocsio noyuTn Ha 1000% (c 731 po 6onee yem

8000).

TpeHpbl 2026: OCHOBHbIMK HanpaBneHUaSMU pasBuTusa octatotcsa Platform
Engineering, 6e3onacHOCTb L,Eeno4YeK NOCTAaBOK NPOrpaMMHOro obecnevyeHus
n nHTerpauus MN-Harpysok HenocpepcTBeHHO B K8s-kKnacTepol.

LUNTRY



dyHpaMeHTanbHoOe U3SMEeHEeHMUe B pa3paboTke

Yny4dlleHHas ynakoBKa MPUNOXXEHNIN
N3onaumsa npunoXXeHum

JIErkoCTb U CKOPOCTb MO CPABHEHUIO C BUPTYaNbHbIMU
MaLlUMHaMM

NMoppep)XKa MUKPOCEPBUCHOW apXUTEKTYPbI
YnpouweHue ClI/CD-nannnanHos
HeknapatuBHocTtb U Infrastructure as Code
[opu3oHTanbHOE MacuTabupoBaHue
OnTuMmM3saLma NCNoNbL30BaHUS pecypcoB
[MopTaTUBHOCTb MeXAy cpenaMu n obnakamm

. YnpouweHune onboarding-a HOBbIX pa3paboT4YMKOB

EbICTpOG BOCCTaHOBJ1IEHNE U CaMOBOCCTaHOBJ1€HUE

besonacHOCTb Yepes orpaHU4YeHue NoBEePXHOCTU aTaKu

boraTtas akocuctema v ctTaHgapTU3aLma
NMNoppeprxka blue-green n canary-gennoes

ACTEKT

HacTtpoiika cpeapbl

KoHcucteHTHOCTDb
cpegn

MacwTtabupoBaHue

NMnoTHOCTb
pa3sMeL,eHuns

OTkaT Bepcui

Vendor lock-in

| BE3

KOHTEMHEPOB
Yacbl / oHU

PyyHas
CUHXPOHU3aLUSA

Py4Hoe,
MeasieHHoe

Huskasa (BM)

PuckoBaHHbIN

Bbicokumn

C KOHTEMHEPAMM

MUHYTbI

FapaHTMpoBaHa
o6pasoMm

ABTOMaTU4ecKoe,
MrHOBEHHoOe

Bbicokaq

MrHoBeHHbIN

MUHUMaNbHbIN
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DBONMOLUSA K KOHTEUHEpPAM

|

Bin/ Library Bin/ Library

Operation Operation 5In
System System Library

Virtual Machine Virtual Machine Container

e
[ —

Bin
Library

Container

Container Runtime

Bin
Library

Container

TpapuumnoHHoe BupTtyanusmnposaHHoe KoHTenHepusnpoBaHHoe
pa3BepTbiBaHUe pa3BepTbiBaHUe pa3BepTbiBaHUe

podman

Enntainerm

% -
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Y10 Takoe KOHTeuHep?

. Container 3to Linux process c onpegenéHHbiMn cBOMCTBaMU/orpaHU4eHNaIMH

o YTo0 M()))KHO yBUAeTb: namespaces (pid, user, uts, ipc, net, mnt), pivot_root (+
image

- Y10 MoxHo genaTtb: Capabilities, seccomp, LSMs
- YTO0 MOXHO ncnonbsoBaTtb: Control group (npoueccop, NnamsTb, yCTPOMCTBA, ...)

root 2966156 ©.0 0.0 110128 5932 ? ST  Novl9 ©:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2966174 ©.0 0.0 10820 4 7 Ss  Novl9 0:00 | \_ /pause

root 2966375 0.0 0.0 108720 6356 ? S1  Novl9 ©:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
sadm 2966394 0.0 0.0 827512 19728 ? Ss1l Novl9 0:00 | \_ node /usr/bin/nodemon /src/index.js

sadm 2966421 0.0 0.0 4460 80 ? S Nov19 0:00 | \_ sh -c node /src/index.js

sadm 2966422 0.0 0.0 967396 16596 7 sl Nov19 0:00 | \_ node /src/index.js

root 2988902 0.0 0.0 108720 5408 ? L Nov19 9:11 \_ containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2988922 0.0 0.0 1820 4 7 Ss  Novl9 0:00 | \_ /pause

root 2989066 0.0 0.0 108720 5408 ? Sl Nov19 0:26 \_ containerd-shim —-namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2989099 0.0 0.0 31000 23956 ? Ss  Novl9 0:42 | \_ /usr/local/bin/python fusr/local/bin/gunicorn -b :8080 —--workers 1 ——threads 1 ——
root 2989116 0.3 0.1 142092 us8964 ? Sl Novl9 16:50 | \_ /usr/local/bin/python /usr/local/bin/gunicorn -b :8080 —-workers 1 —--threads
root 2989333 0.0 0.0 110128 5404 ? ST  Novl9 ©:11 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 2989352 0.0 0.0 1020 4 7 Ss  Novl9 ©0:00 | \_ /pause

root 596808 0.0 0.0 110128 6316 ? SL  Nov20 0:06 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 596827 0.8 0.8 1820 4 ? Ss  Nov20 0:80 | \_ /pause

root 598309 ©.0 0.0 110128 6224 ? Sl Nov20 9:07 \_ containerd-shim —namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
root 598334 1.4 5.5 7236340 1832196 pts/0 Ssl+ Nov20 39:39 \_ /docker-java-home/bin/java -Djava.util.logging.config.file=/opt/atlassian/conflue
root 599854 1.0 1.3 7007820 427956 pts/0® Sl+ Nov2® 28:11 | \_ /usr/lib/jvm/java-8-openjdk-amd6ld/jre/bin/java —-classpath /opt/atlassian/conf
root 701694 0.0 0.8 4288 764 ? Ss+ Nov20 0:00 \_ /bin/sh
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YTOo Takoe 06pa3 KOHTenHepa?

Container Image 310 HEU3MeHsaeMbIN NakeT ¢pannos
onepaLMoOHHON CUCTEMDI, KOAa NPUNIOXKEHUS U NHOODbIX

3aBMCUMOCTEMN MPUITOXKEHUS
- Union File System

o OverlayFS kak peanusauus

- OCl image cneumndunkaums

Image Index
[:i config

(=

i

layer 1

layer n

Writable (Copy-on-write) layer

4
f .
|
n |

Ubuntu 22.04

= Read-only image layers

LUNTRY
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DBONIOLLUSA OT KOHTEMHEPOB K OPKeCTpaTopaM KOHTEUHEPOB
¥

Opkectpatopel: 3 kubernetes

oD

P
Operation Operation : : : : Bin Bin
System System Library Library

Virtual Machine Virtual Machine Container Container Container Container Container Container

7
ubernetes . .
Container Runtime
components

TpagnumnoHHoe BuptyannsnpoBsaHHoe KoHTenHepunsnpoBaHHoe Kubernetes
pa3BepTbiBaHNE pa3BepTbiBaHMNE pa3BepTbiBaHNE pa3BepTbiBaHNE

LUNTRY
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Y10 Takoe Kubernetes?

. Kubernetes (K8s) — 3To oTKpbITOE NporpaMMHoe obecrnevyeHue a9 aBToMaTU3aLmnm
pa3BEPTbIBaHUA, MacLLTAaOUPOBaHUSA U YNPaBlieHUS KOHTEMHEPU3UPOBAHHbIMU
NPUIOXEHUAMMN.

- 5 6uHapen

Platform as a
Service (PaaS) 3 API server

Cloud

provider Cloud controller
Configuration o oot

Applications

Scheduler

Control plane

Node

LUNTRY
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OdunumanobHaa pokymeHtauumsa Kubernetes

kubernetes Documentation Kubernetes Blog Training Careers Partners Community Versions ¥ English ~ Q, search this site

Kubernetes Documentation / Docu
Q Search this site

Kubernetes is an open source container orchestration engine for automating deployment, scaling, and management of containerized applications. The open source project is hosted by

reate an issue
v Documentation the Cloud Native Computing Foundation (CNCF).

LUNTRY

rint entire
=i i = ection

» Getting started

» Concepts Understand Kubernetes
» Tasks

» Tutorials Learn about Kubernetes and its fundamental concepts. Follow tutorials to learn how to deploy applications in Get Kubernetes running based on your resources and
Kubernetes. needs.

Try Kubernetes Set up a K8s cluster

» Reference Why Kubernetes?

» Contribute Components of a cluster Hello Minikube Learning environment
The Kubernetes AP Walkthrough the basics Production environment
Objects In Kubernetes Stateless Example: PHP Guestbook with Redis nstall the kubeadm setup tool
kubectl Stateful Example: Wordpress with Persistent Volumes Metrics
Containers LOgs
Workloads and Pods Trace
Securing a cluster

kubeadm command reference

View Concepts Set up Kubernetes

Learn how to use Kubernetes

Look up reference information Contribute to Kubernetes

Look up common tasks and how to perform them using Browse terminology, command line syntax, API resource Find out how you can help make Kubernetes better.
a short sequence of steps. types, and setup tool documentation.
Contribute to Kubernetes

kubectl Quick Reference Glossary Contribute to documentation

Install kubectl

Configure access to clusters

Use the Web Ul Dashboard
Configure a Pod to Use a ConfigMap

Getting help

kubectl command line tool
Labels, annotations and taints
Kubernetes API reference
Overview of API

Feature Gates

Suggest content improvements
Opening a pull request
Documenting a feature for a release
Localizing the docs

Participating in SIG Docs



https://kubernetes.io/docs/home/

AucTpnbéyrtusebl Kubernetes

210 ppenMBOpK

o OnPrem v Managed Kubernetes

o ITo aapo Linux 21 BeKa

- Ha 6a3e Kubernetes penatot cBon gnucTtpubyTunssl

-
<)
v

Deckhouse
Kubernetes Platform

L
RANCHER

2 Yandex Cloud

& SBER

Amazon EKS

Y Google Cloud

VK Cloud
Solutions

Microsoft
Azure

celectel

LUNTRY
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Kubernetes B nepeBoae Ha A4eTCKUW

Master node(Control Plane)

Kubernetes Ha npocToM si3bike

Worker nodes

my
4

o o

kube-apiserver [
kube-controller-
container
kube-scheduler
o7

analogy

—

kitchen
manager

&
station cheg

‘ A waiter/server

recipe book B %

. S—

kitchen
equipment. =

\& /

[ToHnMaHune apxntekTypbl Kubernetes

Yyepe3 aHalormo C LIJeC!)-I'IOBapOM

pecTtopaHa

LUNTRY
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https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://yuminlee2.medium.com/kubernetes-understanding-kubernetes-architecture-through-a-restaurant-chefs-analogy-b89f38d8b95a
https://habr.com/ru/companies/itsumma/articles/484194/
https://habr.com/ru/companies/itsumma/articles/484194/

CNCF Landscape

Cloud Native skocmncteMa nNpocTo OrpoMHas M NOCTOSAHHO TOJTIbKO pacTeT!

© 7 CLOUD NATIVE
& LANDSCAPE

B - I v [ [ T To] e Q=] [T5]

LUNTRY
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https://landscape.cncf.io/

CNCF Landscape
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[Gi-hui] I'm dead.
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M3yyaeM Ha npaKTuke

m ixXimiuz Labs Catalogv  Learning Paths v  Playgrounds Docs Pricing More v Sign in

Welcome to IXIMiuz Labs a5/

[Indie Learning Platform to Master Server Side Craftj

Interactive Courses and

Learn the skills you need for the job
in the most hands-on way possible £

Tutorials for Mastering
Server Side Technologies

¢ Tutorial on ¥¢ Course on ¢ Tutorial on

An Introduction to Docker Kubernetes the (Very) Hard Way Kubernetes: Runtime Class

Security
J? Mark Sagi-Kazar -'? Mark Sagi-Kazar

{g‘ Rory McCune

DOCKER SECURITY ! e o
INTRODUCTION mo—— g ' - e -’;—E’(_-'C”‘O Enn‘tainerm

LUNTRY



https://labs.iximiuz.com/
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UccnepoBaHue Mupa
6e3onacHoOCTH
KOHTEMHEepPOB

- n Kubernetes
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Cloud Native Security Whitepaper

Security concerns within this landscape are complex because of the explicit focus on rapid
development and deployment in addition to impracticality of traditional perimeter-based
security. This complexity requires a paradigm shift to protect applications by migrating
from a perimeter based approach to one where security moves closer to dynamic workloads
that are identified based on attributes and metadata (e.g. labels and tags). This approach
identifies and secures workloads to meet the scale needs of cloud native applications while
accommodating constant flux.

Cloud native development can be modeled in distinct phases that constitute the application
lifecycle: "Develop,” "Distribute,” "Deploy,” and “Runtime.” Cloud native security contrasts

with traditional security approaches in that there is a tremendous opportunity to ensure that
security is injected throughout these distinct phases instead of bookending the lifecycle with

e e
separately managed security informed interventions.

CLOUD NATIVE
SECURITY
WHITEPAPER

VERSION 2

)

3
TAG

SECURITY

CLOUD NATIVE

COMPUTING FOUNDATION

LUNTRY
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https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper
https://github.com/cncf/tag-security/tree/main/community/resources/security-whitepaper

da3bl XKU3ZHEHHOro LUKNa

. Develop - paspaboTtka

o Security Kak MOXXHO paHbLue

o Infrastructure as Code (laC)

. Distribute - pacnpocTtpaHeHue

- besonacHocTb supply chain

[MocTossHHOE aBTOMaTUYECKOE CKAaHMPOBAaHME
n obHoBneHue apTedakToB

(©)

- MNoanucb aptedaxkTos
Deploy - pasBepTbiBaHUE

MpoBepka aTpmbyTOB pabovnx Harpysok

O
MapannenbHoe pa3BepTbiBaHUE
OOMOJSIHUTENbHbIX CPencTB

. Runtime - BbiInonHeHUue

(©)

NMprMeHeHue NONNTUK OrpPaHNYeHUs
BO3MOXXHOCTEN N pecypcoB

(©)

O6HapyxeHune, NpeaoTBpaLLEHME U YBeOOMIIEHME
O HECaHKLUMOHUPOBAHHOM A0CTYyMNe K pecypcam

Lifecycle

Foundational

Environment

Runtime

LUNTRY
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Noapxop 4C pna 6esonacHocTtu Cloud Native

. Cloud/Co-Lo/Corporate Datacenter
- YnpaBreHue akTUBaMu
. Cluster
o KoMnoHeHTbl Kubernetes
- Kubernetes pecypcbl
. Container
- [lpoLiecchbl
- Bsaumopenctsue c pannamu
- B3amMopewnucrteume c cetbio
. Code
- O6pasbl KOHTENHEPOB

4

"computers and

Networks  {

Code

Container

Cloud/Co-Lo/Corporate
Datacenter

LUNTRY
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7 poMmeHoB 6e3onacHoctu Kubernetes

besonacHoOCTb
Kubernetes-pecypcos

KOHTpOnb coCcTOSAHUS
Kubernetes-knacrepos

KoHTpoOnb cooTBETCTBUA
Knacrtepa cTaHgapTaM

YnpaeneHue 6e€30nacHOCTbIO
06pa3oB KOHTEMHEPOB

CeTeBad 6e30nacHOCTb
AHanus npas gocTyna

3awumTa Runtime

23



JXn3sHeHHbIN NyTb O6pasa

CI\CD Pipeline Image registry Runtime
. Cobopka obpasa . XpaHeHue . 3anyck
. AHanus obpasa . Ouuctka/poTauus . AHanus obpasos
. Security/Quality gates . AHanuns obpasos . Security/Quality gates
- BosMoxHa . Security/Quality gates
6/10KMpPOBKA

. [TMopnucb obpasa

Shift Left Security _ Shift Everywhere Security _ Shift Right Security

4

Shift Down Security

LUNTRY
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I oMeHbl 6e30nNacHOCTU O6pa3oB

5 JOMEHOB:
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Mup rnasamm
' 3/10yMbIL/IEHHUKOB



Mopenu Hapywurtens

BHELLUHUM BHYTPEHHUM

[MonapaeTt BHYTpPb
KOHTeWHepa Pod

n oTTYypa obpawaercs
K PSA0M CTOSLLUM
cepBUcCamM Unu genaet
nober U3 KOHTEeUHepa
Ha Node

3/10yMbILLNEHHUK
c Node vnm ns opHou
cetn ¢ Kubernetes

CKOMMPOMETUPOBAHHbIN
PA3SPABOTHUK

KoHTponupyet / dopmupyet
copepxnmoe YAML
pecypcoB, 0bpasoB
KOHTEMHEPOB

LUNTRY
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MaTtpuua yrpos gns KoHtenHepoB ot MITRE

MITRE | ATT&CK Matrices ~  Tactics ~  Techniques ~ Defenses ~ CTl ~  Resources ~  Benefactors  Contribute  Blog &

MATRICES

Enterprise

LUNTRY

Contalners Matrlx View on the ATT&CK® Navigator

Below are the tactics and techniques representing the MITRE ATT&CK® Containers platform. The techniques &
PRE below are known to target containers and container orchestration systems such as Kubernetes. The Matrix

L ) . Version Permalink
contains information for the Containers platform.

Windows
mac0S

Linux layout: side show sub-techniques  hide sub-techniques

Cloud help

Network Devices

Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Impact

Containers
ESXi
Mobile
ICS

3 techniques

4 techniques

7 techniques

Escalation
6 techniques

7 techniques

Access

3 techniques

3 techniques

Movement
1 techniques

5 techniques

Exploit
Public-Facing
Application

External
Remote
Services

Valid
Accounts (5

Container
Administration
Command

Deploy
Container

Scheduled
Task/Job ¢

Account
Manipulation (1

Account
Manipulation ¢y

Create
Account (qy

Create or Modify
System
Process (1

User
Execution ()

External Remote
Services

Implant Internal
Image

Create or Modify
System
Process (qy

Escape to Host
Exploitation for
Privilege
Escalation

Scheduled
Task/Job (qy

Build Image on
Host

Deploy Container
Impair I
Defenses (1)
Indicator Removal
Masquerading (»

Use Alternate

Authentication
Material (1

Scheduled
Task/Job (1)

Valid
Accounts (3

Valid
Accounts (

Valid Accounts (»

o |

Steal
Application
Access Token

Unsecured
Credentials ()

Container
and

Resource
Discovery

Network
Service
Discovery

Permission
Groups
Discovery

Use Alternate
Authentication
Material (1

Data
Destruction

Endpoint
Denial of
Service

Inhibit
System
Recovery

Network
Denial of
Service

Resource
Hijacking (p



https://attack.mitre.org/matrices/enterprise/containers/

MaTtpuua yrpos gna Kubernetes ot Microsoft

= Microsoft  Threat Matrix for Kubernetes

Tactics Mitigations About

LUNTRY

Tactics ) Ta CthS

Initial Access
Execution

Persistence
Initial Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Movement Collection

Privilege Escalation Escalation

Defense Evasion

Credential Access Using cloud Exec into container Backdoor container Privileged Clear container List K8S secrets Access Kubernetes d resources Images from a
. credentials N API server

Discovery

Lateral Movement - . - - e . A -
Compromised image bash/cmd inside Writa ) Cluster-admin Delete K8S events Mount service principal Access Kubelet API Container service accour ecting data Resource

Collection n registry container mount binding 1 p hijacking
Impact
New container Kubernetes CronJob hostPath mount Pod / contain Container service account Network mapping Cluster internal networking Denial of
name service

Application exploit Malicious Acce i onnect from proxy Application credentials in d sensitive Application credentials in
vulnerability (RCE) admi r reso configuration files interfaces configuration files
controller
Container service Access managed identity nstance Metadata
nsid r e account credentials AP

Sidecar injection Static pods \ s admission CoreDNS poisoning

ARP poisoning and IP
spoofing

@ Disclaimer

The purpose of the Threat Matrix for Kubernetes is to educate readers on the potential of Kubernetes-based tactics, techniques, and procedures (TTPs). It is not to teach how to weaponize or specifically abuse them.



https://microsoft.github.io/Threat-Matrix-for-Kubernetes/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes/

STIF - SDLC Infrastructure Threat Framework
RNV [ ————

Component: = All Components Endpoint/IDE VCS

11

CllCD Reqistry _ Stage: All Stages

1

1

46

60

Techniques Components Attack Stages Risks Controls
Production/Cloud
Production infrastructure of the producer organization
Discovery and Lateral Movement .
T-P002 T-P0O03 T-P0O04 T-P0O0O5

Malicious Deployment via Compromised Pipeline

Attacker modifies CI/CD pipeline to deploy malicious code to
production

A RISKS
No deployment approval gates
Overprivileged deployment credentials
No code signing verification
Insufficient workflow permissions review
@ PROTECTIVE CONTROLS
+ Deployment approval gates | sPvs
+ Code signing and verification | sPVS
+ Minimal workflow permissions | spvs
- Branch protection rules (VCS) | sevs
@, DETECTIVE CONTROLS

I + Deployment monitoring | sevs

T-P006
Kubernetes Service Account Token Theft
Attacker extracts Kubernetes service account tokens from

Cl/CD

A\ RISKS
Overprivileged service accounts

Lona-lived tokens

Pivot from Self-Hosted Runner to Production
Network

Attacker uses self-hosted runner network access to pivot into
production

A RISKS
Self-hosted runner in production network
Weak network segmentation
Overprivileged runner identity
No network monitoring

@ PROTECTIVE CONTROLS

« Network segmentation from SDLC | spus

- Using managed runners only | spvs

= Runner isolation | sevs

= Minimal runner privileges | spvs

@, DETECTIVE CONTROLS

I + Network monitoring | SPvs

T-P007

Cloud Metadata Service Exploitation

Attacker accesses cloud metadata service to steal additional
credentials

A RISKS
Metadata service not restricted

Overprivileaed 1AM roles

Container Image Poisoning to Production

Attacker publishes malicious container image that gets
deployed to production

A RISKS
Lack of image signing/verification
No provenance attestation
Automatic deployment without review
No image scanning
@ PROTECTIVE CONTROLS
= Image signing and verification | sPvs
= Provenance attestation | SPVS
= Deployment approval gates | spvs
@, DETECTIVE CONTROLS
= Image vulnerability scanning | spvs

= Runtime security monitoring | sevs

T-P008

Kubernetes Pod Escape

Attacker escapes from container to underlying node

A RISKS
Privileged containers allowed
No pod security policies

Ouernrivilenad nad identity

Infrastructure-as-Code Manipulation

Attacker modifies laC to create backdoors in production
infrastructure

A RISKS
Insufficient laC review process
Lack of drift detection
Qverprivileged deployment credentials
@ PROTECTIVE CONTROLS
+ Code review for laC changes | spvs
+ Deployment approval gates | spvs
+ Minimal deployment permissions | spvs
+ CSPM/CNAPP | spus
®, DETECTIVE CONTROLS

I « Drift detection | spvs

T-P0O09

Cloud Service Lateral Movement

Attacker uses compromised cloud credentials to access other
cloud services

A RISKS
Overprivileged IAM roles
No network seamentation

https://wiz-sec-public.github.io/SITF/techniques-library.html
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Cloud Threat Landscape

Cloud Threat Landscape

Incidents Actors Techniques Defenses Tools Targeted Technologies Posters & Newspapers

Cloud Threat Landscape

A comprehensive threat intelligence database of cloud security incidents, actors, tools and techniques. Powered
by Wiz Research.

https://threats.wiz.io/

About

RSS

STIX

Q
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w Security
Baseline checklist for ensuring security in Kubernetes clusters.

This checklist aims at providing a basic list of guidance with links to more comprehensive documentation on each topic. It does not claim to be
exhaustive and is meant to evolve.

On how to read and use this document:

+ The order of topics does not reflect an order of priority.

» Some checklist items are detailed in the paragraph below the list of each section.

Caution:

Checklists are not sufficient for attaining a good security posture on their own. A good security posture requires constant attention and
improvement, but a checklist can be the first step on the never-ending journey towards security preparedness. Some of the
recommendations in this checklist may be too restrictive or too lax for your specific security needs. Since Kubernetes security is not "one
size fits all", each category of checklist items should be evaluated on its merits.

Authentication & Authorization

system:masters group is not used for user or component authentication after bootstrapping.

The kube-controller-manager is running with --use-service-account-credentials enabled.

The root certificate is protected (either an offline CA, or a managed online CA with effective access controls).
Intermediate and leaf certificates have an expiry date no more than 3 years in the future.

A pracess exists for periodic access review, and reviews occur no more than 24 months apart.

The Role Based Access Control Good Practices are followed for guidance related to authentication and authorization.

After bootstrapping, neither users nar components should authenticate to the Kubernetes APl as system:masters . Similarly, running all of kube-
controller-manager as system:masters should be avoided. In fact, system:masters should only be used as a break-glass mechanism, as opposed
to an admin user.



https://kubernetes.io/docs/concepts/security/

Use a container-specific 05
Use read-only fle systems

y run containers, na other ap
ulnerability Management (M)

General OS hardening (i.e. NIST SP 800-12

Nt mix containerized a
the one host

ad wi
* Shared kernel
Automated VM for companents
Host 0 are agerated in an immutable manner

(all app components and dependencies are deployed in
antainers)

#Host 05 compenent vuinerabilities

Al authentication ta the 05 is audited
Login anomalies are monitored Improper user access rights
Any escalation to perform privileged operatior
Containers are run with the minimal set of file system
permissions required
Container persist data only on its dedicated storage

Container can not mount sensit
system

e directories on a host's
# Host 05 file system tampering
Use tools that monitor what directories are mountes
containers and prevent the deplayment
wvinlate these policies
Measuredisecurs boot
Build a chain of trust roated in hardware and extended
the bootloaders, the 0% and the D3 companer . i
computing made! Hardware Countermeas
nable cryptographic verification of bact mechanisms,
system images,
container runtimes, and container images

Autarmated ¥M for container runtime Jinerabilities within the runtime softw:
Cantral the egress network traffic sent by containe
Use a combinatian of existing network level devices and
mare app-aware network filtering
Dynamic rule management  Unbounded netwark access from containers
Autamated determination of proper container networking
surfaes
Detection of all traffic flows App-aware tools capabi
Detection of network anomalics
Autamate compliance with container runtime configuration

standards

Use mandatory access control ¢ Insecure cantainer runtime co:
Secure computing (seccomp) profiles

Use special tools to automatically profile containerized apps
by behavioral learning

Irwalidl or unexpected process execution
Invalid or unexpected system calls
Changes to protected canfiguration files and binaries

Writes to unexpected lacations and file types |+ Prevent at least the following anomalies nerabilities
Creation of unexpected network listeners
Traffic sent to unexpected network destinations
Malware storage or execution
Run containers with root flesystems in read-only mode

Separate environments for develepment, test, production
and others

Al cantainer creation are associated with individual user ID
and provide a clear audt trail

Use security tools that enforce baseline prior to allowing an
image ta be run

Host OS5 Risks

Container Risks

Major Risks for Core
Components of Container

Technologies
(NIST SP 800-190)

Wi Integration with the entire lifecyele of images

Image vulnerabilities to vulnerabili all layers of the image

y-driven enforcement
validation of image configuraticn settings
Ongaing, continuausly updated, centralized reporting
and monitoring of image compliance
% Image configuration defects Preventing the runming of non- campliant images
Use of base layers from trusted sources only, frequent
updates of base layers,
and selection of base layers from minimalistic technologies

e EiE S « Embedded matware AM engir
age Ris

Secrers are stored outside of images and provided
dynamically at runtime as needed
Use secret management systems
& Embedded clear text secrets -
Ensure that secrets are only provided to the spec
containers that require them
Maintain a set of trusted images and registries
and ensure that only images from this set are allowed
Central contral
# Use of untrusted images
Cryprographic signature

NIST SP 800-190 Application Container Security Guide

ure that all hasts anly run images from approved
A rultilayered aprosch Ensure that all hasts anly run images from approved lists

validation of image signatures before image execution

Ensure images are maintained and updated asw
amd configuratian requirements change

& Insecure connections to registries Only connect to registries over encrypted channels
Prune registries of unsafe, vulnerable images that should no

onger e userd
y Stale images in registries Emphasize accessing images us

Registry Risks spacify

discrate versions of images to be used

2 immutable names that

Al access require authentication
Insufficient authentication and authorization restrictions Federating with existing accounts

Apply context-aware authorization

* Unbounded administrative access
MFA for luster-wide admin:
implement S50
Centralized auditing of access

Data at rest encr

Poorly separated inter-container netwark traffic

Isolate deployments to specific sets of hosts by sensi

Orchestrator Risks

Segment cantain
posture

ty, and threat
Mixing of worklaad s ty levels
Ensure that a given host kemel only runs containers of a
ingle sensitivity level
Automate this segmentationszoning
Orchestration platforms that are designed specifically to be
resilient to compramise of indrdual nodes withou
compromising the averall security of the cluster
Choose orchestraters that provide mutually authenticated
ark connections between duster members and and-to

encryption of inra- cluster tra

Ensure secure by default principe

Inerabilitie:

LUNTRY
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OnarpaMmmMma 6esonacHoctu Kubernetes

CA(ACMEIAPI)

Operator

t Clust
o kubecll f oc { api uster ; - - : service Consumer
! i Operator (ceri-manager) : — & (type=LoadBalancer)

platform-management cluster l—L'—' H
rate-limit 1 auth T T . :
webhook i o sefvice
: ] (type=LoadBalancer) _

argocd / pipeline F
—
. | authentication l: i Deployment : a

helm / kustomize o CA I ot : : lssver | [Clustertssuer | | (PP

LUNTRY

(BGPIFS...)

dentity provider (IdP)| ReferenceGrant )

Integrety checks i
CronJob (schedules) |-ointearety B :

\—, auth-esults | pop || pop |[ | *{Policy checks| | Inaress
: &

Service service-porial :
owner —» A4
— - Compliance

! L] TcPRoute
. Deployment = VM / physical
— : Secret UDPRout
: cilium cluster-mesh | accepledreq : (certifcate) (app=kgateway) oule temet
ait L
ofher clusters P cilium N i ]

service-management cluster Operator (custom) Mamespace <--
H i \ Y

i routable-ip

HTTPRoute

Deployment

; E SecurityPolicy
argocd / pipeline _defaults ;! ; o ClusterNetworkPalicy AuthenticationPolicy
3 : RateLimitPolicy
1 NetworkPolicy / ServiceMesh config T

e o || system BackendTLSPolicy
RetryPolicy

4 4 P “Policy

Orchestrators® ] : endpoint (god-ip) = semvice (fype=ClusterlP)
: : |

/ i VirtualMachine L3 {IP): Enforced by eBPF / iptables
Priorities ;
POD

infrastructure
automation

Process (kvm) = L4 (TCPIUDPL..) Enforced by eBPF /iptables

virtual machine : -/L7 (HTTP/DNSL..): Enforced by eBPF proxy (typical envoy)

~/L7 service-mesh: Can enforce using mTLS and identifies

— £
- ;
filtered ' == Volume definitions

tems and lines internet ; Netwiork interfaces (underiay) Network interfaces (overlay)

read-only| [fs-group
ovn Deployment|| Senvice
csi. | selinux-mis

Kubemetes resource ; ipvlan | SR-IOV flannel | | weave Secret | Configmap
nfs | [in memory

scanner
- I ? l Pod || Ingress

Pod Sccurity Admission
Configurable capability Container (CRIO > runC) £\ Environment variables or | [}, ,pgA) o
volume-projections sidecar

ri-1 ri2 3 . .
s P s infra-workers / special-purpose workers / seff-worker

Traffic

ngress Egrass

Cluster N ! macvian  host | Bridge cilium | | calico

Kubsmates resource (namespaced)

Process (worker-node "os" process) init
containers

Default blocked capabily | containers _| ResourceQuota

———— Communication / Flow

- " LimitR:
Crestes syscalls 05-namespaces cgroups ephemeral i
— containers
CilumEgressGatewayPolicy |seccamp user pid cpu TEIL Default ServiceAccount
Levels clock_setime| [mount network | |mount oo | [Tdovces wasH
conlainers
0. A1l components kexec_joad | [ pirace BC uTs ———

1 Basicer L3 (IP) CIDR based j¢—————| reboot setns -
egress ata
containers

firewall ... 30+ more Run policies

Acts on / belongs to

2: Most components

. vian. read-only fs no root force user gVisor

Hormal pod egress
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OWASP u Kubernetes

OWASP/CheatSheetSeries
@ Q search fr3tek ¥ a4k

(#) OWASP Cheat Sheet Series

@ D LU H S p PROJECTS CHAPTERS EVENTS ABOUT Q
®

OWASP Kubernetes Top Ten
™

About the Kubernetes Top 10

When adopting Kubernetes, we introduce new risks to our applications and infrastructure. The OWASFP Kubernetes Top 10 is
aimed at helping security practitioners, system administrators, and software developers prioritize risks around the Kubernetes
ecosystem. The Top Ten is a prioritized list of these risks. In the future we hope for this to be backed by data collected from
organizations varying in maturity and complexity.

Top 10 Kubernetes Risks - 2025

2025 Top 10 Risks now available Feedback welcome. Please open issues or PRs for changes

This cheat sheet provides a starting point for securing a Kubernet:

Update
INTRODUCTION: What is Kubernete
Securing Kubernete
Securing Kubernet omponents
Using the Kubernetes dashboard ( ring Kuberny

Kubernetes Security Best Practices: Build Phase
uring the Kubern

LLM Prompt Injectio .
Pt Ines Security Best Practi
Laravel

rity Best Practices: Runtime Phas

For more information about Kubernetes, refer to the Appendix.

a B

1 Kubernetes Components
ble Cluster Components

irity Updates and R

®

onitoring

Join the kubernetes-announce group (htt

External API Authe

) for emails about security announ
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PCI DSS

. HCMK

. CyuwectByet

cooTBetcTtBUda PCI DSS

no 6e3onacHoOCTH

0191 KOHTEMHEPOB U OPKECTPATOPOB KOHTEMHEPOB

Cranpapt PCI DSS

B NC «Mup» gna o6ecne4eHuns
6e30nacHOCTM AaHHbIX KapT «Mup»

UCMNONb3yeTcs MeXAyHapoaHbIA

nHgycTpuaneHblid ctaHgapt PCl Data
Security Standard (PCI DSS)

2TOT CTaHAapT AO/HKEH NPUMEHATLCH BCEMU OPraHn3aurMamMM, KOTOPbIE XPaHAT,
obpabaTtbiBaloT U NepedatoT AaHHble KapT «Mup». K Taknm opraHusaumam
OTHOCATCA WU TOProBO-CEPBUCHBIE NPEANPUATUR, KOTOPBIE NMPUHMMALOT K onnare

kapTel «Mup».

CraHgapt PCl DSS — 310 mexayHapoaHbeIi cTaHaapT 6e30nacHoCTy,
CO34aHHbIA cneuyansHo ANA 3alUMThl AaHHbIX NnaTexHbix kapT. OH no3songaer
3aWMTUTE OPraHn3auuio OT MHUMAEHTOB 6€30MacHOCTU U CNeYnTb

HeOOXOAMMbIN YPOBEHb 3aLLUMLEHHOCTH BO BCEW NaTexH

Security ®
Standards Council

September 2022

Best Practices for Container Orchestration Special
Interest Group
PCI Security Standards Council

Information Supplement:

Guidance for Containers and
Container Orchestration Tools
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CIS Kubernetes Benchmark

<€;S . f:t:trsnreftogecurity'

CIS Kubernetes
Benchmark

v1.9.0 - 03-25-2024

@ CIS Benchmarks™
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https://www.cisecurity.org/benchmark/kubernetes

Jet Container Security Framework (JCSF)

bezonacHoCTb
KOHTelHepoB

be3zonacHOCTb
MaHu¢ecToB

besonacHoOCTb
o6pasoB

BbezonacHoOCTb besonacHOCTb apn—|

nodes Orchestrator o g

o110l

LUNTRY

Cluster Network Control

ETCD Security

Dockerfile Analysis
{Compliance, Best practice)

Deploy Manifest Analysis

Container process control

Nodes Vulnerability and
Malware Management

Orchestrator authentication
management

Image Vulnerability and
Malware Management

Container startup checks
(Manifest)

Container filesystem control

Image Digital

. Container network control
Signature Checks

Host Hardening RBAC management Image Digital Signature

Container API security

RBAC audit and WAE

Compliance checks (Nodes) Resources Quota Management

Compliance checks

(Orchestrator) Secret Identification

Behavioral Threat Analytics

Separation & Isolation Secret Management

Kube-apiserver
interaction logging

Event and Security Incident Management
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Threat Actars (TA)
Description
External attacker.

Internal altacker.

In S
Components/Processes

Out of Scope

‘Threat Objects (TO)
1D Description
TOD1 Cluster's CA x509 centkey pair
TOD2 kube-apiserver's server x508 cert/key pair.
TOO3 kube-apiserver's elcd-and-kubelet chent k509 cert/key pairs.
TOO4 Gluster's service accounts signing x509 cerkey pair
TOD5 kubermetes-admin's kubeconfig file: client x508 cerbkey pair embedded
TODG kube-scheduler's kubecontia file: chent X509 cenixay pair embeaded.
TOO7 kube-controller-manager's kubsconfig file: client x509 certkey pair mbedded
TODB hube-apiserver's stalic pod manifest fde,
TOOS kube-controler-manager's static pod manifest fie.
TO10 kube-scheduler's static pod manifest fie.
TOM Cluster's auditlog diractory.
TO12 Gluster's audit policy file.
TO13 Cluster's encryplion provider config file.
TO14 508 cenificate for the CA that signed OIDC's web ceriificate.
TO15 glcd's GA X509 certkey pair.
TOT6 elod's servar x509 cartiay par
TOIT eted's data directory.
TO18 Cluster's desired state.
TO19 Master node's etcd's CA x50 cen.
TO20 Master node’s kubelet's kubeconiq file: client £509 certkey pair embedded
TOR1 Master n0de's kubelet service fie.
TOB2 Master node's kubelet's binary.
TO23 Master node's kubelet's canfig fi.
TO24 Master node’s kubélar's directory
TO25 Masler node’s kube-proxy's kubecontig fle: cient x509 cerlikey pair
TO26 Master node’s kube-proxy’ servica file
TOZ7 Master node's kube-proxy's binary.
TOZ8 Master node’s kube-proxy's config fie.
TO9 Mastes node’s CNI directones
TOB0 Worker node's kubelst's kubeconfig fl: cllent x508 cartiey palr embeddd,
TO31 Waorker node's kubelet' service file.
TOB2 Worker node's kubelat's binary.
TOB3 Worker node's kubelet's config file,
TOB4 Worker node's kubelel's directory,
TO35 Waorker node's cluster's CA x509 cert
TOB6 Worker node's kube-prory's kubecanfig fil: client 500 certkey pair smbeddad
TOS7 Worker node's kube-proxy’ s
TOB8 Worker node's kube-proxy’
TOB9 Worker node's kube-prory canfig file.
TO40 Worker node's CNI directories.

ter's agmission control config file.

fer's authorizalion webhook config e

Kubernetes pna SOC

Attack Vectors (AV)
1D |Deseription

AViY1|Publicy expased host with winerable non-K8s endpaintis)isarvice{s)ipori(s).
AV0Z|Compromised kubecanfig file.

VD3| Compromised KBs service account Ioken with cluster details
AVD4|Malicious container image in public registry.

AV0S|Publicy exposed wulnerable KBS workload: e g. RGE
AVDE|Maliious ard party dependency.

VD7 kubs-apiserver vulngrati

AVO kube-apiserver's oplions configured incorractiy

AVDS| Kube-apiserver's aulhorizaion configured incorrecily.

AV10{etod's authentication configured incorrecty

AV11|Compromised credentials of publicly exposed hast

Av1z|Cantainer runtime configured incorrectly.

Av13|Compromisad DIDC tokan with clustar datads

Av14|Hast with vulnerabie non-K8s endpoinl{s)/service(s}iporis).
Wv15{Logitmately oblained kubscontiy i

AV18|Logitmalely oblainest KBS s6nice acoount tokan with Glustar delais
Av17|Malicious containes image in private regisiry:

AV18|Vuinerable K8s workload: e 5. ACE

V19 kubslet vulnarabisty.

Avzu|kubslet's options canfigured incarrectiy

Av21|Comprormised credentials of hast,

V22| Legitmately oblained OIDC token with cluster details.
Avzz|Legitimately obtained credentials of host

Assumptions (AS)
ID  Description
ASO1 Faul-ol . his model

S0z TWo certiicate authortiss (CAs] are in scope for this mode!
‘one for the chuster and one for eled

a0 Nin 1 model, the kube-proxy (s unning as  senvics n the nost
and using 2 config file.

504 Container Rurtima installation and relatad files are out of soope for
this moded

505 Within this model, thero are no business-type K8s workioads scheduled in
the master node.

AS06 Within this model, K8s admission controllers include: ResourceQuota,
LimitRanger, PodSecurity(Policy), and Image PolicyWebhook

Within this model, K8s authorisation is limited to: RBAC, Node,

ASO7 o Wiebhook

Within this model, KBS encryplion is implemented via
— s model, KBS encryplion is implemented

ncryptionCanfiguration and appies for data at rest only.

Within this model, K88 MutatingAdmissionConlrolier anables
disable servica account token auto-mount,
PodSecurityContext/ContainerSecurityContext

or,
container sandboxin
and epplication logging consumgtion.

Within this model, K8s awthentication is limited 1o: ciient certificates
senice account tokens, and OIDC fokens.

AVO2, AVD3, AVO7, AVDB, AVDG, AV10, AV12, and AV13 are being taken
into apcount under tha assumption thal the hasts hokding the clusler
control plane's campanents are publicly exposing them.

Descriptio

G-Harder-Carmpanent
C-Gontrol-Traffic-Flow
C-Harden-Contig-Compl-Mon / C-Men-Drift
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https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc
https://github.com/abdullahgarcia/kubernetes-for-soc

CNCF Security Technical Advisory Group

Security Technical Advisory Group
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https://github.com/cncf/tag-security
https://github.com/cncf/tag-security
https://github.com/cncf/tag-security
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MaTtepuanbi Luntry

. WUccnepoBaHus . Telegram kaHan

@ LUNTRY CobbiTus FAQ Be6uHapsl  Kypatopctso ctypeHtoB  Cooblyectso

NccnepoBaHus

2026 2025 2024 2023 2022 2021 k8s (in)security

v Mopnucatbes

. KypatopctBO CTYAE€HTOB

Discuss

KypaTopcTBO 1 NOMOLLLb B HAYy4HO-
nccnepoBaTe/IbCKOU AeATeNnbHOCTU OT Luntry

Komanpa Luntry cneunanusmpyetcs Ha 6e3onacHoCTH KOHTeNHepoB u Kubernetes. Mbi saHvMaemcs paspaboTtkon,
HacTpolkoW cloud-native okpyXeHUI, aTakoM 1 3aLLUUTON MHDOPMALLMOHHBIX CUCTEM Ha 6a3e KOHTelHepoB. 3a 3To BpeMs Kanan o (HE.‘)E).E.‘ESDI_IECHOCTL"'I Kubernetes +
HaLUK CMEeLnanmCcTbl HAKOMUK OMbIT M 3HAHWS, KOTOPLIMW TENEPb rOTOBbI AENUTLCS C TEMU, KOMY MHTEpecHa cepa!
MWKPOCEPBWCHbIX, KOHTel HEPW3WPOBaHHbIX
Ecnu Bbl eLe yunTech, HO yke XOTHUTe paboTaTh C aKTyanbHbIMU 334,3a4aMU MO KOHTEMHEPU3aLLMK A8 CBOEH KypPCOBOW,
OMMNIoMa, MarMcTepCcKoM UAW AOKTOPCKOW paboThl UMK XKe aenaeTe UCCNefoBaHue B 3ToW chepe — Mbl MOXEM BaM MOMOYb.

NPUAOKEHWNIA.

LUNTRY
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NMonesHblie KHUMM

. “Building Secure & Reliable Systems”
. “Container Security”
. “Kubernetes Security and Observability”

. “Hacking Kubernetes: Threat-Driven Analysis and Defense”

OREILLY OREILLY S, O'REILLY

Building Secure & Container g;?ﬁﬁ?ﬁfﬁ q
Reliable Systems 4
Be;t Practices for Desiang, Implementing Secu rlty Observc blhty
and Maintaining Systems Fundamental T ’ ’ e A wh 1

Protect Cloud N Se y Laines -a

) Google Cloud

Heather Adkins, Betsy Beyer,
Paul Blankinship, Piotr Lewandowski,
Ana Oprea & Adam Stubblefield Liz Rice

LUNTRY

OREILLY

Hacking
Kubernetes

Threat-Driven Analysis and Defense

Andrew Martin &
Michael Hausenblas
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NMonesHble KOHPpepeHUUn

beKoH . Cloud Native Security Day
Fwd:cloudsec . KubeCon un CloudNativeCon

DefCon Cloud Village

=~ v.:
%\ CLOUD
VILLAGE
KubeCon CloudNativeCon

BEKOH &

LUNTRY
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NMpakTuka v nabbl

. Docker Security: A Practical Guide

. Damn Vulnerable Kubernetes Application (DVKA)

. Docker Escape Labs

. KB8s Best Security Practices

. Kubernetes Goat

. K8sQuest

. Breaching Bare Metal Kubernetes Clusters
. CKS

. Kubernetes LAN Party

« The Cloud Hunting Games CTF

. Awesome Cloud Security Labs

48


https://github.com/opscart/docker-security-practical-guide
https://github.com/opscart/docker-security-practical-guide
https://github.com/Alevsk/dvka
https://github.com/Alevsk/dvka
https://gitlab.com/invuls/pentest-projects/dockerescapelabs
https://gitlab.com/invuls/pentest-projects/dockerescapelabs
https://tryhackme.com/room/k8sbestsecuritypractices
https://tryhackme.com/room/k8sbestsecuritypractices
https://github.com/madhuakula/kubernetes-goat
https://github.com/madhuakula/kubernetes-goat
https://github.com/Manoj-engineer/k8squest
https://github.com/Manoj-engineer/k8squest
https://github.com/grahamhelton/slides/tree/main/2025_redteam_village
https://github.com/grahamhelton/slides/tree/main/2025_redteam_village
https://github.com/ViktorUJ/cks
https://github.com/ViktorUJ/cks
https://www.k8slanparty.com/
https://www.k8slanparty.com/
https://www.cloudhuntinggames.com/
https://www.cloudhuntinggames.com/
https://github.com/iknowjason/Awesome-CloudSec-Labs
https://github.com/iknowjason/Awesome-CloudSec-Labs

Bce npuxoauT ¢ onbiToM ;)
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BbiBOAbI

B coBpeMeHHOM Mupe 6e3 KoHTeuHepoB n Kubernetes y)xe HUKypa

[JaHHasa TeMa 60/bLUasA, CEpbe3Has U TpebyeT oTAEe/IbHOro BHUMaHUA

daHHaa TeMa nMeeT A, O0CTaTOYHO MHOro cneundPmnkm

Ha cerogHSAWHNA O.eHb 3TO Y)X€ MEMHCTPUM U O,0CTYNHO MHOIo
uHbopMauMm, Ho TeMa 6bICTPO pa3BUBaETCA
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