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Cranucnae MpocHekoB Benem TpeHuHrn no opraHnsauunm 6esonacHoctn B Kubernetes
OpraHusyem yHUKanbHy KOHGepeHLmMo No 6e30nacHOCTU KOHTENHEPOB — «BbeKoH»

maBa DevOps genaptameHTa -
Luntry, [K “Conap 3aHMMaeMcs KypaTopCTBOM y4vallmxcsi Mo TeMmaTtuke 6e30nacHOCTU KOHTENHEPOB
’ Henumcsa ¢ coobuecTBom 3HaHuAMK o besonacHocTn Kubernetes B telegram-kaHane

VK Kubernetes DevOpsConf Kazhackstan Confidence HacklInParis

HighLoad++ ZeroNights KuberConf OFFZONE beKoH

B ocHose npoagykta LUNTRY

3anoXeHbl COOCTBEHHbIE UCcegoBaHnS, BlackHat DevOops PHDays SAS
a Takxke OnbIT NPOBEAEHNS ayauMTOB

n neHTectoB Kubernetes



https://bekon.luntry.ru/
https://t.me/k8security
https://t.me/k8security
https://t.me/k8security
https://t.me/k8security
https://t.me/k8security
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KOHTeMHepbl 3TO COBPeEMEHHbIM IT cTaHaapT

OT paspaboTkn Oo 3anycka

Cl pipelines O6pasbl KOHTENHEPOB Docker

Helm charts Kubernetes
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IBOJIOLMA OT KOHTEMHEPOB K OPKECTPaTOPaM KOHTEMHEpPOB
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Kubernetes (K8s) LU NTRY

MO3I' COBPEMEHHbBIX MHOPACTPYKTYP

CtaHaapT Ae-paKTo ANs ynpasaeHus

OpkecTpaTto . o o
P P P KOHTENHEPU3UPOBAHHOW HArPy3KOM

ObecneynsaeT ¢ Big Data-Bopk/ioaabl (Hanpumep, ¢ UCNO/Ib30BaHMEM
HaAEeKHY0 U Hadoop, Spark unu Al/ML-naiinnaiiHos) B Kubernetes
YBENYMBAIOT CIOKHOCTb CUCTEMbI

¢ Volume (O6bem)

MacwTabupyemyro
cpeay anAa 06pa6OTKM e Velocity (CkopocTb)
60/1bLWNX AAHHbIX * Variety (MHoroo6pasve)
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Perynatopuka
3awwuta N'MC n roc. AC: O6s13aTeNbHOCTb

* [lpukas CD.CTSK Ne 117 n metogmnyeckun gokymeHT ot 12.04.26 - TUC: K1, K2, K3

Sawwra KV . VICMOH: Y31, Y32

« 187-03

«  30KUWN: pa
* [lpukas ®CTIK Ne 239 (MNpunoxeHune)

3awumta NCIMOH:
« 152-03
* [lpukasz ®CTIK Ne 21 (n.8.11, MNpunoxeHwne)

118 npukaz ®CTOK 117 npukas PCTIOK n
ero MeToan4eckum
OOKYMEHT

NHdbopmaumnmoHHoe baHK gaHHbIX yrpo3
coobuieHne PCTIK 6esonacHocTn
Poccun 240/24/38 nHpopmauum ot PCTIK




[Tpobnema #1 LUNTRY

NIST Q=
UPDATES

NIST Updates NVD Operations to Address Record CVE Growth

New risk-based model will allow NIST to manage current CVE volume while modernizing the NVD for long-term
sustainability.

April 15,2026

O6HoBANeHMe noanTukn NIST no NVD



https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth

[Tpobnema #2

CKOPOCTb UCMPABNEHNA YASBUMOCTEW HU3KAA

ObHapyxeHune
YA3BUMOCTH
paspaboTynKom

YA3BUMbIN
KOMMOHEHT yXe
pa6oraer e Prod

OKPYXeHun

Boinyck
natya u CVE

Bce 3TO BpeMs OKpYXXeHue ya3Bsumo!
(oT naTtya pno akcnnoura NPUMEPHO OT HECKONbKUX YacoB A0 2-3 aHeun)

Ob6HoBnenne CxaHnupoBaHue MNocranoska
feed obpasos 3apaumn
paspaborumKam

O6HoBNEHHE
KOMMNOHEHTa

TecTnpoBaHWe HOBOM
sepcuu, QA, pewenue
BO3MOXHbIX Npobnem
obparHomn
COBMECTUMOCTH,
TECTUpPOBaHMe
NPOU3BOAUTENBHOCTH
T.A.

3anyck Ha Test,

Pre Prod
OKPYXEHMMU

LUNTRY

SOLAR Group

Pa3sopauyusaHue
Ha scex Prod
OKPYXEHMAX




[Tpobnema #2 LUNTRY

CKOPOCTb UCMPABNEHNA YASBUMOCTEW HU3KAA

BPEMSA

e o o o ® o @ e ==

O6Hapyxexue Boinyck O6HoBnexnue CxkanupoBaHue MocraHoeka O6HoBnenue TecTupoBaHue HOBOM 3anyck Ha Test, Passopauusanue
YASBUMOCTH narya u CVE feed obpaszos 3apavum KOMMOHEHTa sepcuu, QA, pewenune Pre Prod Ha scex Prod

paspaboTuMKoM paspaboTumkam BOSMO«;KGNba.x "OF{°6“9M OKPYXEHUM OKPYXEHHUAX
paTHoOM

COBMECTUMOCTH,
TECTUPOBaHKWE
NPOU3BOANTENbHOCTH
T.A.

YA3BUMbIN

KOMMOHEHT yXxe
paboraer e Prod
OKPYXEeHUM




[Mpobnema #3

CKOPOCTb CO3OAHUME 3KCIITOUTA TONBbKO PACTET

From Vulnerability to Exploitation

TTE measures the gap between CVE public disclosure and first confirmed in-the-wild exploitation. Zero = same-day.
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Claude Mythos

IDENTIFYING VULNERABILITIES

For the first time in bug bounty history, an autonomous penetration tester has reached the top spot on the AND EXPLOITS WITH

US leaderboard. CLAUDE MYTHOS PREVIEW

Over the past few weeks, we have used Claude Mythos Preview to identify
thousands of zero-day vulnerabilities (that is, flaws that were previously
unknown to the software’s developers), many of them critical, in every major
operating system and every major web browser, along with a range of other
important pieces of software.

of these vulnerabilities that have already been patched and, in some cases, the
n 3 ways that Mythos Preview found to exploit them. It was able to identify nearly all
of these vulnerabilities—and develop many related exploits—entirely

& In a post on our Frontier Red Team blog, we provide technical details for a subset

xbow
autonomously, without any human steering. The following are three examples:

r3aper7 Seputation n3rdnymph » Mythos Preview found a 27-year-old vulnerability in OpenBSD—which hasa
reputation as one of the most security-hardened operating systems in the
world and is used to run firewalls and other critical infrastructure. The

Slgaal z Ampect Signal 7.00 vulnerability allowed an attacker to remotely crash any machine running the

Reputation Signal - Reputation 1901

Impact Impact operating system just by connecting to it;
It also discovered a 16-year-old vulnerability in FFmpeg—which is used b
innumerable pieces of software to encode and decode video—in a line of code
that automated testing tools had hit five million times without ever catching

the problem;

The model autonomously found and chained together several vulnerabilities
in the Linux kernel—the software that runs most of the world’s servers—to
allow an attacker to escalate from ordinary user access to complete control of
the machine.



https://xbow.com/blog/top-1-how-xbow-did-it
https://www.anthropic.com/glasswing

[Mpobnema #4 LU NTRY

Al CTEHEPMPOBAHHbBIN KOA

01 02 03

Al OINMTUMUN3NPYET KOO HA OTCYTCTBME MNOJIHOIO OBYYEHWE HA
«PABOTOCIOCOBHOCTb, KOHTEKCTA CUCTEMBbI HEOOQHOPOOHbIX
A HE HA BE3SOINACHOCTb NCTOYHUNKAX

04 05

rEHEPALINA OTCYTCTBUE

LUABJTOHHOIO KOOA BCTPOEHHOW
MPOBEPKW
BEE3OIMNACHOCTH
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HenogaepxmBaemble CACTEMHbIE

KOMMOHEHTbI
ySI3BUMOCTb B CUCTEMHbIX KOMMOHEHTaX
OTCYTCTBUE U30MALUN
OTCYTCTBUE CETEBOW CErMEHTaLMM
HeaeKnapupoBaHHble BO3MOXHOCTHU Hebe3onacHasi KoHdurypaums
Hebe3onacHasi KoHdurypauus OTCYTCTBME KOHTPONSA AOCTyna
N30bITOYHbIE NPUBKIIETNN N30bITOYHbIE MPUBUNETNN CYLLHOCTEN

Yys1I3BMMOCTb B KOMMOHEHTax obpasa
HebesonacHasi KoHurypauus
HanMuyne YyBCTBUTENMbHbIX AAHHbIX
BpeaoHocHoe MO

OTCYTCTBME NOANMMHHOCTM 06pa3oB
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I/l TO I_ I/I SOLAR Group

: KonnyectBo M3BECTHbIX YA3BMMOCTEN pacTeT Kak HUKoraa b6bIicTpo

- CKopoCTb pa3paboTKM 3KCNIOUTOB TOXKE

- CoBpeMeHHble CTaHAAPTbl YNAaKOBKK, AOCTAaBKM U 3aMyCKa YCAOXKHAOTCA

- CnoxHocTtb UT-cpeabl pacteT

: YcnnuBaetca Heob6Xo0AMMOCTb HAIMYUA NMHTETPUPOBAHHOIO PeLEeHnA NN TPYNMbl
peLleHnin 3aKkpbiBaoLWmMX TpeboBaHMA 6e30MacHOCTU NPUNOKEHUM HA BCEM
XU3HEHHOM LMKAe OT KoAa A0 PaboTatowero npmMaoKeHms

- Takne pelweHna AoNXKHbI NOAAraTbCA HE TOIbKO Ha MOUCK U3BECTHbIX CUTHATYP, T.K.
CUIHATYpPbl YCTapPEeBaOT C/INLLIKOM ObICTPO

- NB 3TO He TONIbKO OTCYTCTBUE U3BECTHbIX CUTHATYP M OLLIMOOK B CTaTUYECKUX
aHa/In3aTopax, HO U KOHTPOb PaboTbl yrKe 3anyLEeHHbIX MPUNOKEHUN



|

+7 (499) 755-07-70
info@rt-solar.ru

LeHTpanbHbI oduc.
125009, MockBa,
HUKUTCKMI nepeynok, 7cl

QIO
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https://t.me/solar_security
https://vk.com/solar_security
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