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« OcHOBaTeNb U TEXHNUYECKUM ,qmpeKTob Luntry

* OnbiT B NIB 60onee 15 net

« Cneumanusauust 6e3onacHoCcTb KOHTeMHepoB 1 Kubernetes

» CFP DevOpsConf, HighLoad++ =

* BbIBLLIMI @aBTOp CTaTeN 1 peaakTop pyopuk B mypHéneA“XAKEP"

- ABTOp Telegram-kaHana “k8s (in)security”

« ABTop kypca “Cloud Native 6e3onacHocTb B Kubernetés”

 He BEpUT, YTO CUCTEMY MOXXHO CAENATb HAZIEXHOW U BE30MACHON, HE NMOHMMas ee.
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« OpraHmn3aTtop KoHdepeHLUun No 6e€30NacHOCTM KOHTEMHEPOB - HeKoH luntry.ru

- [loknapuuk: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS, OFFZONE,
PHDays, Kazhackstan, DevOpsConf, DevOops, KuberConf, VK Kubernetes Conference,
HighLoad++, BEKOH u ap.
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O koMnaHuu Luntry

LIMK/1€ KOHTEMHEPHbBIX MPUIOXEHNN U CpeLl,CTB opKecTpaLum
Ha 6a3e Kubernetes

« Luntry — 310 KoMnnekcHasg 3aLuta Ha BCEM KUZHEHHOM | . | -
@‘ UNTRY

luntry.ru

* [IpoaykT B peectpe MUHUMDPGI
« https://reestr.digital.gov.ru/reestr/1057835/

* B npouecce nony4denus ceptndpukata PCTIK
» 1 kBapTan 2025
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PyHKUMOHANBLHOCTb Luntry

KoHTpOnb cocToAHUA

Kubernetes knactepos

lNMpoBepka
Kubernetes-pecypcos

YnpaeneHue yasBUMOCTAMMU
obpa3sos. u best practices

BesonacHocTb Runtime

/— AHanus npae gocrtyna

U N T R S KoHTponb COOTBETCTBUA

T  KnacTepa cTaHaapTam

/ \ 3awura cetn
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Bannaauns obpa3oB

BesonacHocTb Runtime

KoHTpOnb cocToAHUA
Kubernetes knactepos

/— AHanus npae gocrtyna

lNMpoBepka
Kubernetes-pecypcos U N T R S KOHTpONnb cOOTBETCTBUA
TT———  KnacTepa CTaHgapTam
* KOHTPO/b UCTOYHMKA O6pa3OB

* KoHTposb nognucu obpasa

\\
YnpaeneHue yasBUMOCTAMMU /
obpasos u best practices
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https://luntry.ru/research

[1naH BebuHapa

- Bannaaums o6pa3oB KOHTEMHEPOB
* [oueMmy? 3auyem? Kak?

- [MoarotoBka MHMPACTPYKTYPb!

* Barnag Luntry
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Bannaauus obpas3os
KOHTEMHEpPOB



Cloud Native Security Whitepaper v2

practices, and other malfeasance. Upon completing these checks, it is important
to cryptographically sign artifacts to ensure integrity and enforce non-repudia-
tion. Immutable image binary and immutable URL of image is also worth noting

for the real-time and continuous validation of workload attributes e.g. signed

artifacts are verified, container image and runtime security policies are ensured,

Supply chain tools can gather and sign build pipeline metadata. Later stages can
then verify the signatures to validate that the prerequisite pipeline stages hawve run.

Artifact Registries

Registries should accommodate technologies to sign and verify OCI artifacts. It
is also important to ensure that the caching and distribution tools also provide
the capability to sign, encrypt and provide checksums to ensure that the caching
layer can detect tampering or attempts to poison the dataset.

Pre-Flight Deployment Checks

Before deploying a container image, organizations should verify the existence,

Signing, Trust, and Integrity

Digital signing of image content at build time and validation of the signed data
before use protects that image data from tampering between build and runtime,
thus ensuring the integrity and provenance of an artifact. Confirmation starts witl
a process to indicate that an artifact was vetted and approved. The trust confir-
mation also includes verifying that the artifact has a valid signature. In the sim-
plest case, each artifact can be signed by one signer to indicate a single testing
and validation process that the artifact has gone through. However, the softward
supply chain is more complex in most cases, and creating a single artifact relies
on multiple validation steps, thus, depending on a conglomerate of entities’ trust.
Examples of this are:

Container image signing - the process of signing a container image manifest
Configuration file signing - signing of a config file, i.e. application config files
« Package signing - Signing of a package of artifacts, like application package

For generic software artifacts such as libraries or QCI artifacts, signing these ar-
tifacts indicates their provenance of approved usage by the organization. Ver-
ification of these artifacts is equally crucial in ensuring that only the authorized
artifacts are allowed. It is strongly recommended that repositories require mutug
authentication to introduce changes to images in registries or to commit code tof
repositories.

Image Trust & Content Protection

applicability, and current state of: Utilization of a policy agent to enforce or control authorized, signed container

Image signature and integrity images allows organizations to provide assurance of the image provenance for
operational workloads. Further, inclusion of encrypted containers allows for the

Image runtime policies (e.g absence of malware or critical vulnerabilities)

Container runtime policies (e.g absence of excessive privileges) dence should be cryptographically verified when possible. The software producer
Host vulnerability and compliance controls should use trusted documents such as signed meta-data documents and signed

Workload, application, and network security policies payloads to verify the authenticity and integrity of the built environment.

The CI/CD system should sign both application and container images with sig-
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https://github.com/cncf/tag-security/blob/main/community/resources/security-whitepaper/v2/CNCF_cloud-native-security-whitepaper-May2022-v2.pdf

CIS Kubernetes Benchmark

5.5.1 Configure Image Provenance using ImagePolicyWebhook
admission controller (Manual)

Profile Applicability:

¢ Level 2 - Master Node

Description:

Configure Image Provenance for your deployment.
Rationale:

Kubernetes supports plugging in provenance rules to accept or reject the images in your
deployments. You could configure such rules to ensure that only approved images are
deployed in the cluster.

Impact:

You need to regularly maintain your provenance configuration based on container
image updates.

Audit:

Review the pod definitions in your cluster and verify that image provenance is
configured as appropriate.

Remediation:
Follow the Kubernetes documentation and setup image provenance.

Default Value:

By default, image provenance is not set.
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Moaenu HapyluTens

* BHeWHUW HapyLlumTenb

- [loHecTn 06pa3 KOHTENHEpPa C HEOBXOANUMbIM UHCTPYMEHTApUEM

* BHyTpeHHUIN HapylmnTenb

- [loHecTn 06pa3 KOHTENMHEPa C HEOOXOANMBIM MHCTPYMEHTAPUEM

» CKOMMNPOMETVMPOBAHHBIN N BPeAOHOCHbIV pa3paboTumk

- MonbiTka 0601MTN NpOBEPKM Be3onacHOCTH, security/quality gate u T.4.
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OCI cneuupukalmm

* Open Container Initiative Image Format

 Tekywaqa nocneaHsasa sepcusa 1.1.0

« Open Container Initiative Distribution Specification

 Tekywaqa nocneaHsasa sepcua 1.1.0

« Open Container Initiative Runtime Specification

 Tekywaqa nocneaHsasa sepcua 1.2.0
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https://github.com/opencontainers/image-spec
https://github.com/opencontainers/distribution-spec
https://github.com/opencontainers/runtime-spec

Be30MacHOCTb LIeNoYKM nocTaBku B 1.1

» CBsA3blBaHME MeTaAaHHbIX LEMOYKH FIOCTaBOK

c obpa3aMm KOHTEMHEPOB
# Image

Config: [Descriptor]

« 1N NOBbILIEHNSA NPO3PaYHOCTU, LIENOCTHOCTHU U
6e30MacHOCTM NONb30BaTENN MOrYT CBA3aTh
MeTaZlaHHbIE LIeNO4YKM NOCTaBOK M aTTeCTaLMMN C
0bpa3oM KOHTENHEpa ' - M some

Subject: [Descriptor)

SBEOM

Subject: [Descriptor]

Vul scan report

Subject: [Descriptor]
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https://conformance.opencontainers.org/

Tunbl NPOBEPOK

* [1o image registry

- MpoBepKka Ha pa3peLleHHbIN CIUCOK registry

« OTAenbHbIN UK 0BLLMIA CNMCOK registry Ha Namespace

+ Ha npumMep, B KOMMyHaNbHOM KnacTepe B pa3Hble Namespace MOXHO 3amnyckaTb CEPBUCHI TONTbKO U3

onpeneneHHbIX registry

 [1o noanucu

* [lpoBepka Ha BanMAHOCTb NoANUCK

- OTpenbHas wnun obuwas noanuce Ha Namespace

* Ha npumep, oTaenbHbIE NOANUCK HA pa3Hble oKpyxeHus (dey, test, stage, prod)
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Pipeline B 0bLleM Bmge'(.l'ne push 1)

Cbopka obpa3za [MpoBepKu obpa3sa Moanucb o6pasa

MepAaK U3SMeHeHU! B
peno3nTapumn

[MpoBepkn obpasa Mognucb obpasa

lNepeknagbiBaHne
obpasa
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[Ilpobnema TOCTOU .

» Time-of-check n Time-of-use

 N3meHsieMocTb tags obpazoB

- Obpa3, npoBepsieMbin BO BpeMs koHBenepa CI/CD nmm da3bl aennos B Kubernetes,
oTNn4aeTcs oT obpasa, pa3BepHYTOro B Kiacrepe

» Heobxoamnmo ncnonb3oBaTb digest BMecTo tags

@U NTRY Poccuiickoe peluerne ans 3alwmTbl KOHTeHepoB U Kubernetes



XpaHeHne Kitoven
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KMS: vault,
azure, aws,
google
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XpaHeHMe KNYen

@U NTRY Poccuiickoe pelueHue ana 3awmTbl KOHTeHepoB 1 Kubernetes

OIDC

-
<

rekor tlog
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Be30MacHOCTb LIEMOYKMN MOCTABKU C

> cosign - Code signing and transparehcy for containers and binaries
- fulcio - Sigstore OIDC PKI

- rekor - Software Supply Chain Transparency Log

@U NTRY Poccuiickoe peluenne ans 3aluTbl KOHTEMHEPOB U Ku bernetes


https://www.sigstore.dev/

Creunann3npoBaHHbIe UHCTPYMEHT!

— (OpPEeNMBOPK 419 3aLUNTbI LENOCTHOCTM LIENOYKM NOCTaBKK

- — MPOEKT Asid noarnncu um BepMCbMKaLI,MVI AdHHbIX

— Admission Controller ans Bepupukaumm obpa3os
. — Admission Controller ans BepuduKaLmm obpasos

: — Admission Controller ans Bepudukaumm obpa3os
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https://github.com/in-toto/in-toto
https://github.com/theupdateframework/notary
https://github.com/IBM/portieris
https://github.com/sse-secure-systems/connaisseur
https://docs.sigstore.dev/policy-controller/overview

Policy Engines

* OPA Gatekeeper

0 — WHTErpaums c cosign yepes duuy

* Kyverno

rules:
- name: verify-image
match:
any:

. - resources:
Verify Images Rules cinds:

P Ol Icy Type Check co ner in gnatu d attest ain - Pod

verifyImages:

Generate The logical structure of an verifylmages rule is shown below: - imageReferences:

Mutate ) mutateDigest: true

verifylmages
fylmag attestors:

i - entries:
Validate ="
re - keys:
. publicKeys: |
Verifylmages atiestors ——
MFKWEWYHKo0ZIzj@CAQYIKoZIzj@DAQCDQEAE8NXRh95@IZbRI8Ra/N9SbqOPZrM

CleanU P 5/KAQN®/KjHcorm/I5yctVd7iEcnes sRQFUI17hmKO6IWVGHpDgUIyakZA==
attestors conditions

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes



https://github.com/sigstore/cosign-gatekeeper-provider
https://open-policy-agent.github.io/gatekeeper/website/docs/externaldata/
https://kyverno.io/policies/?policytypes=verifyImages

Nposepka noanucy Ha CRI Runtime

Create Policy
instance

NMoanucy 06pa3oB KOHTEMHEPOB MOXKHO NPOBeEPsiTb NpsMo Ha Node .
BO3MOXXHOCTAMU Container Runtime. - , annotate namespace

to validate signature:

| Create Pod

1) CRI-O c Bepcumn 1.28 CaMOCTOSATENbHO NMPOBEPATb NOANUCH | l
06pa3os. | AN

: pohcyevaluatmr
2) B Kubernetes Bepcun 1.28 HoBas image pull owmnbka C
kKoaoM SignatureValidationFailed /

pass
Admitted Not admitted

[1p0 aHaNOrM4yHy0 BO3MOXHOCTb Ha CTOPOHe containerd rnoka HU4ero - ~ fy
HeM3BeCTHO- Image Pull
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https://github.com/kyverno/kyverno/issues/7805
https://kubernetes.io/blog/2023/06/29/container-image-signature-verification/

NMposepka noanucu aptedakToB Kubernetes -

- Pazpnen gokyMeHTauum “\erify Signed KUbernetes Artifacts”

Verifying images for all control plane components

To verify all signed control plane images for the latest stable version (v1.31.0), please run the
following commands:

curl -Ls
grep "SPDXID: SPDXRef-P: g
grep -v sha256 | cut -d- -f3- |
sort > images.txt

input=images.txt

while IFS= read -r image

do

cosign verify

$ir

--certificate-identity krel-trust@k8s-releng-prod.iam.gserviceaccount.com \

--certificate-oidc-issuer https://accounts.google.com \
| Ja -
done < "$input™
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https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/




[loaxoa Luntry

* [lepencnonb3yeMoCcTb

» WHTerpauus c Policy Engine: Kyverno n OPA Gatekeeper.

* [1po3pa4vyHOCTb

+ Wcnonb3oBaHne noaxopn Policy-as-Code

* [TMBbKOCTb

 [lpoBepka MUKpOCEpPBMCOB B pexkuMe background scan

* HapeXHoCTb

» HapexHocTb ypoBHs Policy Engine

* OYHKUMOHANLHOCTb

 [poBepka no image registry 1 No NoANUCK C y4eTOM hamespaces

* MakcuManbHas HaTUBHOCTb

* Mcnonb3oBaHue cTaHaapTa Ae-dakTo cosign B CI\CD

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes
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CKpuHLWOTHLI Luntry

Palicy Engines > Library

Runtime Policies  Policy Engine  Reaction Policies

Dashboard Policies  Violations  Library

Search...

Using the Cosign project, OCl images may be signed to ensure supply chain security is maintained. Those signatures can be verified before pulling into a cluster. This policy checks the signature of an image repo called
ghcer.io/kyverno/test-verify-image to ensure it has been signed by verifying its signature against the provided public key. This policy serves as an illustration for how to configure a similar rule and will require replacing with your

Generate image(s) and keys.
Mutate

Validate

Verify Images

Dashboard  Policies  Violations  Library ify-i
i verify-image

Violations
ATTECK MATRIX Using the Cosign project, OCl images may be signed to ensure supply chain security is maintained. Those signatures can be verified before pulling into a cluster. This policy

Pass Fa
checks the signature of an image repo called ghcr.io/kyverno/test-verify-image 1o ensure it has been signed by verifying its signature against the provided public key. This
policy serves as an illustration for how to configure a similar rule and will require replacing with your image(s) and keys

Kyverno  Gatekeeper

Policies

Enforce

0

Policy Results per Namespace

@U NTRY Poccuiickoe peweHune ana 3alwmTbl KOHTeHepos n Kubernetes




1. KOHTpO/sb NponcxoXaeHus
06pa30B Ype3BblYaNHO BaXKEH

MTOF 2. B nognucu n Bannaauuu obpasos
B K8S HET HM4Yero croXXHoro

3. Luntry cunbHO ynpoulaeT
KOHTPO/1b JAHHOI0 acrnekTa
6e3onacHoCTH
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