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Bug Bounty Program

1. Ectb ny6anyHana nporpamma Ha HackerOne
(c anBaps 2020)

2. Mopaaka 85 TapreToB — KOMMOHEHTbI, NArMHbI,
pPacCLMPeHUA, YTUAUTbI U MHOTO Yero eLue

3. MaKcurmanbHbliA pasmep Bbinaatbl —$10 000
4. 3a Bce Bpems BbinnayeHo — $102 150
5. PenopTbl c 6arbayHTK -> HoBble CVE

g Kubernetes

https://kubernetes.io/

@kubernetesio

Bug Bounty Program launched in Jan 2020

Response efficiency: 91%

2 Submitreport
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HackerOne Hacktivity

Steps To Reproduce:

1. HekoTopble oTYeTbl pacKpbIBatOTCA (MOAHOCTbIO AN

[add details for how we can reproduce the issue, including relevant cluster setup and configuration]

Inthe latest version (1.4.0), alias was blacklisted,However, nginx supports lua. | can use other watches to insert any location configuration items.

4aCTUYHO), YTO AaeT BO3MOXKHOCTb Y3HaTb NoAPOOHOCTH

It is meaningless to simply restrict alias instructions. Your team should start from multiple perspectives.

3KCI‘II‘IyaTaLI,MVI 1. minikube start
2. kubectlapply -fhttps v.githubusercontent.com/kubernetes/ingress-nginx/controller-v1.4.0/de
3.

2. nopOl‘)’l B paCKprTbIX oTyeTax eCcTb nong”‘/'l POC Anﬂ We use nginx. ingress. kubernetes The io/configuration snippet annotation can be found in nginx Insert a new location in conf and execute any

command through lua.

3KCnAayaTauuun TOW NN NHOM YA3BUMOCTU

Code

su.yml<<EOF

3. Mo:keT 6bITb NonesHo, Koraa PoC 04eHb HYXeH,
HO ero Hurae Het
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Feed

|

1. Mosasunca c sBepcum Kubernetes 1.25

Official CVE Feed

(alpha, ceHTAabpb 2022)

() FEATURE STATE: Kubernetes v1.27 [beta]
2. HemHoro o6HOBMACA, NOlY4YNB BO3MOKHOCTb

auto—refreshing This is a community maintained list of official CVEs announced by the Kubernetes Security
Response Committee. See Kubernetes Security and Disclosure Information for more details.

3.  WCTOYHMKOM UCTUHbI ana atoro duaa asnatorca Github issues

¢ meTkol official-cve-feed ' CVE-2025-1974: ingress-nginx admission controller RCE escalation #131009 @
4. Ha gaHHbI MOMEHT coaep*KMT 73 yA3BMMOCTU O oo @ :
p:;junet-.vmk can a ion i C ei . o 2 =“ﬂl'1
5_ I_IpeplocTa BAAeTCAa B JSON— 7] RSS—d)OpMaTe Secrets accessible to the controller. (Note that in the ss committee/security-response

e.)
_> sig/network

Am | vulnerable? triage/accepted




Kak 310 paboTtaer n KTo noaaepXuBaer

1. SIG Security & Security Response Committee (SRC)

2. [apy CKpUnToB, KOTOPbIE BbITATMBAOT MHPY
n3 Issue n popmupyroT pua,

3. ®upg cknaabiBaeTca B NpuBaTHbIN S3 HakerT,
[0CTyn K Kotopomy ectb y SIG Security & Security Response

Committee (SRC)

4. CkpwunTtbl 3anycKatoTca Kak CronJob B K8s-knactepe

Official CVE Feed

The official CVE feed is separated into two main components:

1. The scripts, that update a cloud bucket containing the feed.

2. The website, rendering and serving the feed in various formats.

Scripts

A script in the kubernetes/sig-security repository under the sig-security-tooling/cve-feed/hack folder. This script is a bash script named

fetch-cve-feed.sh that:

« sets up the python3 environment;

« generates the CVE feed file with fetch-official-cve-feed.py ;

« compares the sha256 of the newly generated file with the existing one;

« if the sha256 changed, uploads the newly generated CVE feed file to the bucket.

The fetch-official-cve-feed.py file executed by the fetch-cve-feed.sh is a python3 script that:

« queries the GitHub API to fetch all the issues with the official-cve-feed label in the kubernetes/kubernetes repository;
« formats the result with the appropriate JSON schema to be JSON feed compliant;
« prints the output to stdout.

These scripts are run regularly as a CronJob on the k8s infrastructure.



" " _kubernetes_io": {
"feed_refresh_job": "https://testgrid.k8s.io/sig-security-cve-feed#auto-refreshing-official-cve-feed",
"updated_at": "2025-07-83T00:32:12Z"

"authors": [

""name": "Kubernetes Community",
"url": "https://www.kubernetes.dev"
H
1,
"description": "Auto-refreshing official CVE feed for Kubernetes repository",
“"feed_url": "https://kubernetes.io/docs/reference/issues—security/official-cve-feed/index.json",
“home_page_url": "https://kubernetes.io",
"items": [
{
" kubernetes_io": {
"google_group_url": "https://groups.google.com/g/kubernetes—announce/search?q=CVE-2025-4563",
"issue_number'": 132151
}
"content_text": '"CVSS Rating:\n[CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:L](https://www.first.org/cvs
odeRestriction admission controller where nodes can bypass dynamic resource allocation authorization checks.
during pod status updates but fails to perform equivalent validation during pod creation. This allows a compr
escalation. In practice, sanity checks in the kubelet prevent starting those mirror pods after they have been
dynamic resources won’'t be able to gain additional privileges.\n\n### Am I vulnerable?\n\nAll clusters that a
Affected Versions\n\nkube-apiserver: v1.32.@ - v1.32.5\nkube-apiserver: v1.33.0 - 1.33.1\n\n### How do I miti
features, the safest and simplest action is to turn off the feature on the API server.\n\n\n#### Fixed Versio
the DynamicResourceAllocation feature and static pods may be vulnerable. Run the following command to see if
json | jg -r '\n .items[] \n | select(.metadata.annotations[\"kubernetes.io/config.mirror\"] == \"true\") \
exploited, please contact security@kubernetes.io\n\n#### Acknowledgements\n\nThis vulnerability was reported
liggitt\nBalaji @SaranBalaji9@\nRita Zhang @ritazh\nMarko Mudrinié @xmudrii\n\n\n/triage accepted\n/lifecycl
"date_published": "2025-06-06T15:48:26Z",
"external_url": "https://www.cve.org/cverecord?id=CVE-2025-4563",
"id": "CVE-2025-4563",
"status": "fixed",
"summary": "Nodes can bypass dynamic resource allocation authorization checks",
"url": "https://github.com/kubernetes/kubernetes/issues/132151"




He BCe TaK raakKo

| Some Kubernetes CVEs don't appear on the official feed #135

raesene opened on Mar 7 Contributor

Looking at the official CVE feed here there's a couple of CVEs that don't appear to be present.

 CVE-2020-8561
¢ CVE-2020-8562
¢ CVE-2021-25740

On a quick note related to these issues and also CVE-2020-8554, AFAIK all 4 of them have no patch so should be marked as

present in every k8s version since their discovery.

cc @tabbysable just the follow-up from our chat at SIG-Security.

®
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Koanyecrso CVE no rogam
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Kubernetes GitHub star history

Star History

® kubernetes/kubernetes

[N
o
o
=

()
C
S
+«
(9]
9
=}
n
=
(L]

2024
S:} star—history.com




KoMMnoHeHT

o LN (=] LN
o™ — —
E@._.UO_Z_\_m_mm> 091D09hNLr0y

=
©
E
L
L
L
O
C
=
O
X
O
C
L]
>
O
O
a0
E
O
L
=)
>
S
O
X




PacnpeaeneHue ya3smmocten No KPUTUUHOCTL

PacnpegneneHune yassmmocten Kubernetes no ypoBHAM KPUTUYHOCTM
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Critical Medium Low Unknown
KPUTUYHOCTb




©) LUNTRY

MHTepechle CVE




CVE-2018-1002100

1. Medium no CVSS

Client Machine
2. Npwu ucnonbsosaHuun kubectl cp He npoBepsanck NyTn

3a npegenamm LeneBon ANpekTopum File System

3. Mocne ¢puKca 6bino ele Heckonbko CVE, Malicous Tar File
TaK KakK naTy 6b1/1 HECKO/TbKO KPUBOM

Mool J. 0 Jetc'hosts

4. ®uHanbHbIM NaTy goctyneH B 1.14.7 1 1.13.11

fnormal.txt Isomeallocaldirmormal txt
kubect| cp




CVE-2019-11253

1. High no CVSS apiVersion: vl
data:

: &a ["Web","Web","web","Web","web",”Web","Web","web","web"]
2. bara 6bina 3aBegeHa Kak Bonpoc Ha Stackoverflow : &b [xa,xa,*a,*a,*a,*a,*a,*a,*al
: &c [xb,*b,*b,*b,*b,*b,*b,*b,*b]
2 &di %G, *C,kC,XC,XC,%kC,%kC,*C,*c]
: &e [*d,*d,*d,*d,*d,*d,*d,*d,*xd]

3. Mo cytn, akBMBaneHT ataku Billion Laughs ans XML BT [reise e e, e 4e. te e kel
napcepos : &g [xF,xf,*f,xf,*f,xf,xf,*f,*f]
: &h [*g,*g,*qg,*q,*q,*g,*q,*qg,*g]
i: &i [xh,*h,*h,xh,*h,x*h,xh,*h,x*h]
4. CoAep*KUT peKYPCUBHbBIE CCbINIKKU, YTO MPUBOAMUT K E;::;aggr_‘“g”ap
ypeamepHomy notpebnenmto CPU name: yaml-bomb

namespace: default

5. Ucnpasneno s 1.13.12,1.14.8,1.15.5, 1.16.2



CVE-2021-25741

1. High no CVSS

2. Knaccuueckas npobaema ¢ CMMAMHKaMM
3. TOCTOU npwn moHTUpoBaHuU subpath volume
4. MOHO NOAYYMTb NOHbLIN AOCTYMN K XOCTOBOM CUCTEME

5. MNaty poctynen B 1.22,1.21.5,1.20.11, 1.19.5

6. MoxHO cmuturnuposaTb Policy Engine nonntnkom Ha 3anpet
subPath

" denylmessage] {

#applies for Pod resources

input.request.kind.kind == "Pod"

#loops through all containers in the request

container := input.request.object.spec.containers[_]

#for each container, check privileged field

container.securityContext.runAsUser ==
startswith(container.volumeMounts[_].subPath, "")

#if all above statements are true, return message

message := sprintf("Container %v may exploit CVE-2021-25741.", [container.name])

-

mountFlags := [lstring{"--no-canonicalize"}
klog.V(5).Infof("bind mounting %q at %q", mountSource, bindPathTarget)

if err

if err = mounter.MountSensitiveWithoutSystemd(mountSource, bindPathTarget, "" /*fstype#/, options, nil); err != nil {
mounter.MountSensitiveWithoutSystemdwithMountFlags(mountSource, bindPathTarget, "" /#fstype%/, options, nil /* sensitiveOptions */, mountFlags);

LUNTRY



CVE-2018-1002105

1. Critical no CVSS

2. HekoppeKTHasa 06paboTKa OTBETOB Ha OLLIMOKM MPOKCH
3anpocoB Ha 06HOBNEHWE

3. SSRF ¢ ncnonbzoBaHuem BHYTpeHHUX TLS Kpepg,
4, Maty goctynen 8 1.10.11, 1.11.5,1.12.3

5. MOXKHO CMUTUIMPOBATL OTKAOYeHMEM aggregated api
server

CVE-2018-1002105

Client APIServer Server

Request Connection Upgrade
— 2 gl

Websocket
Connection: Upgrade

Connection: Upgrade

: Upgrade Not Supported

Client APIServer Server
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Unpatcha'ble CVE




CVE-2020-8554

1. Medium no CVSS

2. MITM npwu ucnonb3zosaHum LoadBalancer nnu ExternallPs
3. Kubernetes He npoBepsAeT, KOMy AeNCTBUTENbHO MPUHAL/IEXKUT
ExternallP
4. ApxuUTeKkTypHaa npobnema, duKca HeT 1 He byaeT ExternalIP: €88%
yxe 5 net
Service
Type: Clus+
5. Mo»xHO cmuturuposaTb Yepes Policy Engine nonntmky ”__

Ha 3anpeT ncnonb3oBaHua External IP

Vietim Pod

K ube_rnel'e_s




CVE-2020-8561

1. Medium no CVSS
2. SSRF B kubeapi uepe3 Webhook

3. CmeHa log level Ha makcMmanbHbIN
yepes debug profile

4. YreHne nonHbix noros kubeapi

5. MwuTturaums yepes otkaodeHue profiling




CVE-2020-8562

1. Low no CVSS

2. Ewe oaHa SSRF — kubeapi HTTP proxy by
design

3. Heknin TOCTOU ans DNS rebinding

4, na peannsaumm Hy*KHbl MOLHbIE NpaBa B
RBAC
5. MuTurayma yepes NnpUHUMN HAMMEHbLLNX

npusunernii 8 RBAC

.bfr:»,k".’ R’Qqu@gt

t's 12121212

What's the IP
~ -—-"’—_'_'—_
it's 127.0.0.1
Attocker
Control ecf
DNS

Server



CVE-2021-25740

Kubemetes cluster
1. Low no CVSS

;_C\»\CIBJ\ ancer
2. Yepes co3aaHme Endpoints moxHO obpallaTbea K
cepBucam B APYyrnx Hemmcnemncax

Create Endpoint
Pod Access

Namespaced

3. PewaeTca orpaHuyeHnem Ha co3gaHue Endpoints
n EndpointSlice 8 RBAC &

A/amespo\cd—oxdm}n

Namespacel




BbiBOAbI

O 1 NMonaratbcsa TonbKo Ha Kubernetes CVE feed HepgocTaTouHO
02 Kubernetes Networking cnoxHasa tema
03 Kubernetes security B uenom ynyuiuaercs ¢ KaXAabim roaom

04 OpHaKo ocTtatorca «HEeKoTopblé MOMEHTbI»
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<4 luntry official & luntry.ru
W luntrysolution = info@luntry.ru

B3 |untrysolution

CMACUEO
3A BHUMAHME

CEPTEWA KAHUBOP
R&D / Container Security Luntry

B sk@luntry.ru
-d @rObinak


https://t.me/luntry_official
https://vk.com/luntrysolution
https://www.youtube.com/@luntrysolution
https://luntry.ru/
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